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Recognize Captcha using Neural Networks
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1. ABSTRACT

CAPTCHAs (Completely Automated Public Turing test to tell Computers and Humans Apart) involve
distorting texts or images in a way that remains recognizable to most humans but poses a challenge for
computer recognition. Furthermore, many CAPTCHAs introduce noise or additional elements like blobs or
lines into the image to enhance the difficulty for recognition. Their primary purpose is to serve as security
measures on websites, preventing bots from gaining access or carrying out transactions on the site.

Conversely, machine learning (ML) algorithms, particularly deep learning (DL) neural networks, have
demonstrated considerable success in addressing similar challenges such as handwritten digit recognition.
This serves as motivation for the development of an ML-based CAPTCHA breaker designed to map
CAPTCHAs to their respective solutions.

2. INTRODUCTION

The Completely Automated Public Turing test to tell Computers and Humans Apart (CAPTCHA) serves as
a test to distinguish between humans and computer programs when interacting on Internet websites.
CAPTCHA is a crucial security measure against bots and manifests in various formats, including text, image,
audio, and video. Research focused on recognizing CAPTCHA images is vital for identifying vulnerabilities
and gaps in generated CAPTCHAs. This understanding contributes to the enhancement of newly designed
CAPTCHA-generating systems, ultimately fortifying Internet security.

Among the diverse forms of CAPTCHAs, text-based CAPTCHAS remain a popular and effective defense
against malicious computer program attacks due to their widespread usability and straightforward
implementation. The majority of text-based CAPTCHAs feature English uppercase letters (A to Z), English
lowercase letters (a to z), and numerals (0O to 9). Additionally, newer character sets, such as Chinese
characters, have been incorporated into text-based CAPTCHASs. Various techniques have been devised to
secure and reinforce text-based CAPTCHAS, including background noise, text distortion, rotation and
warping, variable string length, and character merging.

However, with the rapid advancements in deep learning over the past few years, CAPTCHA recognition
systems have gained increased competence in overcoming many current defense mechanisms employed by
text-based CAPTCHASs. Consequently, there is a pressing need to develop sophisticated security mechanisms
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to enhance the resilience of text-based CAPTCHASs against malicious attacks in this evolving landscape.

Deep learning techniques, known for their adeptness in extracting meaningful features from input images,
find widespread applications in areas like image restoration and object detection. These attributes make deep
learning a favorable choice for constructing robust CAPTCHA recognition networks aimed at attacking text-
based CAPTCHASs. While traditional CAPTCHA recognition algorithms employ digital image processing
techniques, these methods face limitations, including weak feature extraction and susceptibility to noise in
input images. Consequently, deep learning approaches are progressively supplanting these traditional
techniques.

Within the realm of deep learning, Convolutional Neural Networks (CNNs or ConvNets) emerge as a
prominent class, primarily applied for visual imagery analysis. CNNs offer regularization in contrast to fully
connected networks prone to overfitting. Traditional regularization methods involve penalizing parameters
or trimming connectivity. CNNs, however, leverage the hierarchical patterns in data, constructing intricate
patterns from smaller and simpler ones embedded in their filters. This hierarchical approach places CNNs at
the lower extreme of the scale concerning connectivity and complexity.

On a different note, a random forest serves as a machine learning technique addressing regression and
classification challenges. Employing ensemble learning, the random forest algorithm comprises numerous
decision trees. The algorithm trains the ‘forest' through bagging or bootstrap aggregating, enhancing the
accuracy of machine learning algorithms. Prediction in the random forest involves aggregating the outcomes
from various trees, typically by calculating the average or mean. The precision of the outcome improves with
an increase in the number of trees.

In the context of this research, a segmentation-based approach utilizing Convolutional Neural Network

(CNN) is explored, showcasing the versatility of deep learning in tackling CAPTCHA recognition
challenges.

3. LITERATURE REVIEW

1st paper:
0] Title, Author, Date of publication and Publisher Information
Y. Shu and Y. Xu, "End-to-End Captcha Recognition Using Deep CNN-RNN Network,” 2019 IEEE 3rd

Advanced Information Management, Communicates, Electronic and Automation
Control Conference (IMCEC), 2019, pp. 54-58, doi: 10.1109/IMCEC46724.2019.8983895.
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(i) Methodology

In this paper, an end-to-end deep CNN-RNN network model is constructed by studying the captcha
recognition technology, which realizes the recognition of 4-character text captcha. The CNN-RNN model
first constructs a deep residual convolutional neural network based on the residual network structure to
accurately extract the input captcha picture features. Then, through the constructed variant RNN network,
that is, the two-layer GRU network, the deep internal features of the captcha are extracted, and finally, the
output sequence is the 4-character captcha.

(iti)  Conclusion

The experimental analysis proves that the model constructed in this paper can achieve better captcha
recognition effect, and the model realized in this paper can also perform better by using the few samples
dataset crawled from the online web- site.

2nd paper:

Q) Title, Author, Date of publication and Publisher Information

Y. Hu, L. Chen and J. Cheng, "A CAPTCHA recognition technology based on deep learning,” 2018 13th
IEEE Conference on Industrial Electronics and Applications (ICIEA), 2018, pp. 617-620, doi:
10.1109/ICIEA.2018.8397789.

(i) Methodology

This paper proposed a method based on the Convolutional Neural Network (CNN) model to identify
CAPTCHA and avoid the traditional image processing technology such as location and segmentation. The
adaptive learning rate is introduced to accelerate the convergence rate of the model, and the problem of
overfitting and local optimal solution has been solved. The multi task joint training model is used to improve
the accuracy and generalization ability of model recognition.
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(i) Conclusion

Experimental results show that the proposed method has a good recognition effect, and the recognition
accuracy reaches 96.5%. In the future work, Chinese characters CAPTCHAS recognition can be added.

3rd paper:

Q) Title, Author, Date of publication and Publisher Information

S. Sachdev, "Breaking CAPTCHA characters using Multi-task Learning CNN and SVM," 2020 4th
International Conference on Computational Intelligence and Networks (CINE), 2020, pp. 1-6, doi:
10.1109/CINE48825.2020.234400.

Methodology

This paper aims to present similar methods, which aids in breaking of security. The paper presents Multi-
task Learning CNN (MTL-CNN) and SVM can independently recognize text-based CAPTCHAs. With
MTLCNN, no pre-processing of images is required and still, it achieves promising results.

(i) Conclusion

The proposed models provide reliable means to recognize characters from CAPTCHA. This paper proposes
one method where there is no need for segmentation, the whole image is processed at once by the model.
CNN which takes segmented characters as input achieves slightly more accuracy than MLT-CNN. MLT-
CNN can achieve this accuracy even without any pre-processing, that is the main advantage.

4th paper:

0] Title, Author, Date of publication and Publisher Information

T. Azakami, C. Shibata and R. Uda, "Challenge to Impede Deep Learning against CAPTCHA with
Ergonomic Design,” 2017 IEEE 41st Annual Computer Software and Applications Conference
(COMPSAC), 2017, pp. 637-642, doi: 10.1109/COMPSAC.2017.83.
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(i) Methodology

An effective text-based CAPTCHA algorithm with amodal completion was proposed by the authors. Their
CAPTCHA causes computers a large amount of calculation costs while amodal completion helps human
beings to recognize characters momentarily. Their CAPTCHA has evolved with aftereffects and
combinations of complementary colors. They also evaluated their CAPTCHA with deep learning which is
attracting the most attention since deep learning is faster and more accurate than existing methods for
recognition with computers.

(iti)  Conclusion

In this paper, the authors put characters in their CAPTCHA with jagged edges in order to decrease the
accuracy of recognition by deep learning while keeping the visual performance of human beings. As a result,
they succeeded in decreasing the accuracy in some percentages.

5th paper:

Q) Title, Author, Date of publication and Publisher Information

Recognition of CAPTCHA Characters by Supervised Machine Learning Algorithms,2018,0ndrej Bostik Jan
Klecka,Department of Control and Instrumentation, Brno University of Technology Brno, Czech Republic.

(i) Their Proposed methodology

The focus of this paper is to compare several common machine learning classification algorithms for Optical
Character Recognition of CAPTCHA codes. The main part of the research focuses on the comparative study
of Neural Networks, k-Nearest Neighbour, Support Vector Machines and Decision Trees implemented in the
MATLAB Computing environment. Achieved success rates of all analyzed algorithms overcome 89%. The
main difference in results of used algorithms is within the learning times.
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(i) Conclusion

This work compares commonly used supervised machine learning algorithms for Optical Character
Recognition of Captcha codes. Our experiments reveal that all of the used algorithms can classify the objects
into the right class with a success rate around 99%. The main difference between algorithms is in
computational costs. The overall winner in both categories combined is Pattern recognition neural network
as it has both a good precision and low computational cost.Use only some machine learning algorithms to
compare the accuracy.

6th paper:

Q) Title, Author, Date of publication and Publisher Information

CAPTCHA recognition based on deep convolutional neural network Jing Wang, Jiaohua Qin, Xuyu Xiang,
Yun Tan and Nan Pan College of Computer Science and Information Technology,

24 June 2019 ,Central South University of Forestry and Technology, 498 shaoshan S Rd, Changsha, 410004,
China.

(i) Methodology

Aiming at the problems of low efficiency and poor accuracy of traditional CAPTCHA recognition methods,
they have proposed a more efficient way based on deep convolutional neural networks (CNN). The Dense
Convolutional Network (DenseNet) has shown excellent classification performance which adopts cross-layer
connection. Not only does it effectively alleviate the vanishing gradient problem, but also dramatically reduce
the number of parameters. However, it also has caused great memory consumption. So they improved and
constructed a new DenseNet for CAPTCHA recognition (DFCR). They test the Chinese or English
CAPTCHAs experimentally with different numbers of characters.

(i) Conclusion

Defeating the CAPTCHAs is the most effective way to increase its own safety by finding the deficiency. The
deep CNNs act as a more robust and useful method. All in all, using deep learning techniques to enhance the
security of CAPTCHAs is a promising direction. In this paper, they constructed a deep CNN, which we
referred to as DFCR. They compared its effectiveness with the ResNet-50 and the DenseNet-121. The
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experimental results showed that the DFCR not only kept compelling advantages but also encouraged feature
reuse.

7th paper:

Q) Title, Author, Date of publication and Publisher Information

CAPTCHA Recognition Using Deep Learning with Attached Binary Images Alaa Thobhani 1, Mingsheng
Gao , Ammar Hawbani , Safwan Taher Mohammed Ali and Amr Abdussalam,: 17 September 2020, College
of Internet of Things (1oT) Engineering, Hohai University, Changzhou Campus, Changzhou 213022, China.

(i) Methodology

In this paper, they describe the basic idea of their proposed CAPTCHA recognition algorithm. Also they
explain the characteristics of the adopted attached binary images. Then, they present the internal structure of
the CAPTCHA recognition CNN and its training parameters.

(iti))  Conclusion

The proposed algorithm is evaluated on two schemes of datasets with about 70,000 CAPTCHA images in
each scheme. The experimental results show that the proposed algorithm has a relatively higher CAPTCHA
recognition accuracy than the state-of-the-art multi label-CNN and RNN models in both CAPTCHA scheme
datasets. The storage size of the proposed model is also much smaller than that of both models. The proposed
algorithm can be considered a new fundamental algorithm for recognizing CAPTCHASs in addition to the
multilabel-CNN, CRNN,

and segmentation-based CAPTCHA recognition models.

8th paper:

0] Title, Author, Date of publication and Publisher Information

Captcha Automatic Segmentation and Recognition Based on Improved Vertical Researchion Lili Zhang ,
Yuxiang Xi, Xidao Luan , Jingmeng He
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(i) Methodology

In this paper, a method of captcha segmentation based on improved vertical researchion can efficiently solve
the segmentation problem of different types of conglutination characters in captcha combining both numbers
and letters, so as to improve the accuracy of captcha recognition. Firstly, take preprocessing to captcha
images including removing interfering background, denoising and binarization, getting binary captcha image
with less noise. Secondly, apply improved vertical researchion method to captcha character segmentation,
propose targeted segmentation method to different conglutinate type characters, getting split single character
image. Thirdly, take the overlap rate of sample and template character pixels as matching rate, using template
matching algorithm for recognition.

(iii)  Conclusion

With the proposed improved vertical researchion method can effectively identify and segment not
conglutination, part conglutination, and high conglutination characters, help to improve the accuracy of the
captcha recognition. The shortcoming is that the robustness of this method is not strong enough. It is easily
affected by previous captcha image preprocessing effects.

9th paper:

Q) Title, Author, Date of publication and Publisher Information

CAPTCHA Recognition Method Based on CNN with Focal Loss,Zhong Wang and Peibei Shi

(i) Methodology

The paper proposes a CAPTCHA recognition method based on convolutional neural networks with focal
loss function. This method improves the traditional VGG network structure and introduces the focal loss
function to generate a new CAPTCHA recognition model. First, we perform preprocessing such as grayscale,
binarization, denoising, segmentation, and annotation and then use the Keras library to build a simple neural
network model. In addition, we build a terminal end-to-end neural network model for recognition for
complex CAPTCHA with high adhesion and more interference pixels.

(i) Conclusion

By testing the CNKI CAPTCHA, Zhengfang CAPTCHA, and randomly generated CAPTCHA, the
experimental results show that the proposed method has a better recognition effect and robustness for three
different datasets, and it has certain advantages compared with traditional deep learning methods. The
recognition rate is 99%, 98.5%, and 97.84%, respectively.
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10th paper:

Q) Title, Author, Date of publication and Publisher Information

CAPTCHA Recognition Based on Faster R-CNN Feng-Lin Du, Jia-Xing Li, Zhi Yang , Peng Chen , Bing
Wang3, and Jun Zhang

(i) Methodology

Faster R-CNN is an end-to-end object detection framework based on deep-learning and has no repetitive
computation. Faster R-CNN uses the classified network of ImageNet [9] as the front network. Faster R-CNN
provides three different network models with different level convolutional layers. In this paper, Faster R-
CNN was employed to recognize the CAPTCHA (Completely Automated Public Turing test to tell
Computers and Humans Apart). Unlike traditional methods, the proposed method is based on a deep learning
object detection framework. By inputting the database into the network and training the Faster R-CNN, the
feature map can be obtained through the convolutional layers. The proposed method can recognize the
character and its location.

(iii)  Conclusion

The experimental results show that this method is feasible and also can get satisfactory results. CAPTCHA
recognition method based on Faster R-CNN can recognize CAPTCHA with a high accuracy. This method is
different from the traditional recognition method in several steps, this makes the method efficient and
accurate.

© 2023,[JSREM | www.ijsrem.com | Page 9


http://www.ijsrem.com/

27 M3y
0‘z:'i‘éJSREM%
I

71
e-Journa

International Journal of Scientific Research in Engineering and Management (IJSREM)
w Volume: 07 Issue: 11 | November - 2023 SJIF Rating: 8.176 ISSN: 2582-3930

4 METHODOLOGY

Creating our Dataset

For the training of any machine learning system, a crucial requirement is training data. In this research, a
dataset consisting of 10,000 captcha images is collected from a WordPress plugin to facilitate the training
process.

2A2X 2A5R 2A512 2A9N 2A93% 2A4Do

A2 png 2A5R.png 2AEZ.png ZADN pag 2A08.png 2AD0.pag

2AFF 2LAPC 2AQ7 2 AX2 2Bg7 2BY 6

2AEFpg 2APC.ng 21Q7prg 20%2.609 2BET.png ZBFA.phg

2BK3 2 BKT 2BLG 2BNo9 2BTF 2BTX

Figure 1: captcha images

Split the image into 4 parts

CAPTCHA images consistently comprise only four letters. By intelligently splitting the image into distinct
sections, with each section containing a single letter, we can simplify the task of training the neural network
to recognize individual letters. In image processing, the identification of continuous regions of pixels sharing
the same color is a common requirement. These continuous pixel regions are delineated by contours.
OpenCV provides a convenient built-in function called findContours() that aids in identifying these
contiguous areas.

To enhance the detection process, we'll convert the image to pure black and white, a technique known as
thresholding. This conversion facilitates the identification of continuous regions, streamlining the subsequent
stages of the process.
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2Vyk
2VYK

Figure 2: separate letters

Next, we’ll use OpenCV’s findContours() function to detect the separate parts of the image that contain
continuous blobs of pixels of the same color:

2VyYk
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Figure 3: recognising individual letters Sometimes the CAPTCHAS have overlapping letters like this:

2 WA M
2 Wi M

Figure 4: Overlapping letters

That means that we’ll end up extracting regions that mash together two letters as one region:
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2WAM

Figure 5: grouping two overlapping letters

It's crucial to address this issue to ensure the creation of high-quality training data. Failing to do so may
inadvertently lead the machine to recognize the amalgamation of two letters as a single letter. To rectify this,
we need to implement a solution that prevents such misinterpretations.

One effective approach is to assess the aspect ratio of a single contour area. If a contour is considerably wider

than it is tall, it indicates the likely scenario of two letters being squished together. In such cases, a logical
step is to split the conjoined letter in half along the center, treating it as two distinct letters to maintain

accuracy in the recognition process.

2WAM

© 2023,[JSREM | www.ijsrem.com | Page 13



http://www.ijsrem.com/

2 3
0gi,if:]!‘-l?.Eh"i%

e-Journal

International Journal of Scientific Research in Engineering and Management (IJSREM)
RSN Volume: 07 Issue: 11 | November - 2023 SJIF Rating: 8.176 ISSN: 2582-3930

Figure 6: splitting the two overlapping letters

Extract individual characters

Now we have to extract individual letters and store it in its own folder to keep things organised. Here’s a
picture of what my “W” folder looked like after I extracted all the letters:

W Wt W W W M

000019.png 000020.png 000021.png 000022.png 000023.png 000024.png
L] - .

000025.png 000026.png 000027.png 000028.png 000029.png 000030.png

000031.png 000032.png 000033.png 000034.png 000035.0ng 000036.png

Figure 7: extract individual letters
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Building and Training the Neural Network

As our task involves recognizing individual letters and numbers in CAPTCHA images, a sophisticated neural
network architecture is unnecessary. Deciphering letters is inherently less complex than discerning intricate
images, such as those containing cats or dogs.

For this purpose, we'll implement a straightforward convolutional neural network (CNN) architecture,
comprising two convolutional layers followed by two fully-connected layers:

Final Output
Input
! Hidden Output ,
A 3 ! Decode prediction
2 o h' || Max | Comolumond{':;x 8 rﬁ".* i rM’-:-' \——&  fromabinary —» L of
yor Paaling loyer | Pooling number to a later

Letter imoge Lettor

Figure 8: Training neural network

Defining this neural network architecture only takes a few lines of code using Keras.

Using the Trained Model to Solve CAPTCHAS

We have a trained neural network, using it to break a real CAPTCHA is pretty simple:

Grab a real CAPTCHA image from a website that uses this WordPress plugin.
Break up the CAPTCHA image into four separate letter images.

Ask our neural network to make a separate prediction for each letter image.

R

Use the four predicted letters as the answer to the CAPTCHA.

5. RESULTS AND DISCUSSION

1. Captcha recognition using neural networks:
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@ cpntumripynt - Coldbormory X

€ captchureripynb
£ View Insert Runtime Tools el !
et . 7 ~

o
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2. Captcha recognition using random forest:

The majority of the image pre-processing steps remain consistent with the procedures outlined in the earlier

sections and accompanying screenshots. The training phase will involve the utilization of the random forest
classifier.

open(MODEL_LABELS FILENAME, "wb")
pickle.dump(lb, f)

70 c1f - RandomForestClassifier()
71 clf.fit(X_train, Y_train)

73 Y_pred = clf.predict(X test)
75 print("Accuracy score-", accuracy score(Y_test, Y pred))
7 pickle.dump(clf, open(MODEL_FILENAME, ‘wb'))

Accuracy score- 0.9935990088787942

1 Y_pred

array(['z', '3, 'Z', ..., '9", 'P', 'N'], dtype="<u1’)

1Y test

array([‘z', "3', 'Z', ..., '9", 'P', 'N'], dtype="<u1")

© 2023,[JSREM | www.ijsrem.com | Page 20


http://www.ijsrem.com/

&‘5" oy
IJSREM

e-Journal

w Volume: 07 Issue: 11 | November - 2023

International Journal of Scientific Research in Engineering and Management (IJSREM)
SJIF Rating: 8.176

ISSN: 2582-3930

() Captcha-Breaker-using-CNN/Ca; X +

& (&) & github.com,

In [73]: from keras.models import load_model
# from helpers import resize to fit
from imutils import paths
import numpy as np
import imutils
import cv2
import pickle
from google.colab.patches import cv2_imshow

MODEL_FILENAME = "captcha_random_forest.hdf5"
MODEL_LABELS_FILENAME model_labels_rf.dat"
CAPTCHA_IMAGE_FOLDER = "generated_captcha_images"

# ad up the model Labels (so we can translate model predictions to actual Letters)
with open(MODEL_LABELS_FILENAME, "rb") as f:
1b = pickle.load(f)

# Load the trained neural network
# model = pickle.load(open(MODEL_FILENAME, 'rb'))
model = load_model(MODEL_FILENAME)

4

Grab some random CAPTCHA images to test against.
In the real worl you'd replace th
CAPTCHA image from a Live website.
captcha_image_files = list(paths.list_images(CAPTCHA_ IMAGE_FOLDER))

captcha_image_files = np.random.choice(captcha_image files, size=(10,), replace=False)

is section wi de to grab a real

# %

# Loop over the image

for image_file in captcha_:
# Load the image and c

image = cv2.imread(image_file)

image = cv2.cvtColor(image, cv2.COLOR_BGR2GRAY)

# Add some extra padding around the image
= cv2.copyMakeBorder(image, 20, 20, 28, 20, cv2.BORDER_REPLICATE)

) Captcha-Breaker-using-CNN/Ca

< C @ github.com

# find the contours (continuous bl

of pixels) the image

contours = cv2.findContours(thresh.copy(), cv2.RETR_EXTERNAL, cv2.CHAIN_APPROX_SIMPLE)

# Hack for compatibility with different OpencV versions
contours = contours[1] if imutils.is_cv3() else contours[e]

letter_image_regions = []

through each of the four contours and
# de of each one
for contour in contours:

# Get the rectangle that contains the contour

(x, y, w, h) = cv2.boundingRect(contour)

# Compare the width and height of the contour to detect Letters that
# are conjoined into one chu
ifw/ h > 1.25:

# This contour is too wide to be a single Letter!
# Split it in half into two Letter regions!
half_width = int(w / 2)

letter_image_regions.append((x, y, half_width, h))

letter_image_regions.append((x + half_width, y, half_wi
else:

# This is a normal letter by i

1

etter_image_regions.append((x, y, W, h))

# If we found e or Less than 4 Letters in the captcha, our Letter extraction
# didn't work correcly. Skip the image instead of saving bad training data!
if len(letter_image_regions) != 4:

continue

Sort the detected Letter images ed on the x coordinate to make sure
ng them from Left-to-right so we match right image

etter_image_regions = sorted(letter_image_regions, key-lambda x: x[])
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# Loop over the Lektters

for letter_bounding_box in letter_image_regions:
# Grab the coordinates of the Letter in the i
X, ¥, w, h = letter_bounding_box

# Extract the Letter from the original image
letter_image = image[y - 2:y + h + 2, x - 21X + w

+ 2]
# Re-size the Lett:
letter_image = res
# print(letter_image)

to_fit(letter_image, 20, 20)

letter_image
letter_image

np.expand_dims(letter_image, axis=2)
np.expand_dims(letter_image, axis=8)

# nx,
# Letter_ima eshape (nx*ny)
# Letter_image = age.reshape(1, -1)

twork to make a prediction
model.predict(letter_image)
# print(prediction)

vith @ 2-pixel margin around the edge

r image to 20x20 pixels to match training data

# Convert the one-hot-encoded prediction back to a normal Letter

letter = lb.inverse_transform(prediction)[@]
predictions.append(letter)

# draw the prediction on the output image
cv2.rectangle(output, (x - 2, y -
cv2.putText(output, letter, (x - 5,

# Print the captcha’s text
captcha_text = "".join(predictions)
print("CAPTCHA tex {}".format(captcha_text))

is?

# Show the annotated image
cv2_imshow(output)
cv2.waitKey()

A Type here to search

2), (x+w+4,y+h+4), (6, 255, @), 1)
5, y - 5), cv2.FONT_HERSHEY_SIMPLEX, ©.55, (@, 255, @),

2)

20:57
08-06-2021

|
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Displaying the predicted values using the random forest classifier,

CAPTCHA text is:

Q74
Q74

CAPTCHA text
EoN
Bﬁgw

CAPTCHA text
YDTS
Y D5

CAPTCHA text

CAPTCHA text

77KS
77 K5

CAPTCHA text

© 2023,IJSREM | www.ijsrem.com

Q74]

Page 22


http://www.ijsrem.com/

2 3
’g;JSREh%

e-Journal

International Journal of Scientific Research in Engineering and Management (IJSREM)
w Volume: 07 Issue: 11 | November - 2023 SJIF Rating: 8.176 ISSN: 2582-3930

Result analysis:

In this research, two classifiers were employed—a random forest classifier and a simple convolutional neural
network (CNN) model. The random forest model exhibited an impressive accuracy score of approximately
99.35%. This model served as a validation of the dataset preparation's accuracy and was not used for further
comparisons. The high accuracy achieved with the random forest model indicates meticulous and proper
dataset preparation.

Conversely, the CNN model displayed remarkable performance. By the tenth epoch, it achieved an accuracy
score of around 99.98% on the training data and approximately 99.81% on the validation data. The
corresponding loss values were approximately 0.0013% for training data and 0.0061% for validation data,
highlighting the efficiency of the model.

Graphical plots depicting the model accuracy and loss on both training and validation data across epochs
during the CNN model training are presented below.

model accuracy

100 — train _____ ——i

0.99 1

=]
1]
=]

accuracy

=]
[¥]
-]

096 1

(.95 1

0 2 4 G 8
epoch

Fig 9: Model accuracy on training and validation data as count of epoch increases
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Fig 10: Model loss on training and validation data as count of epoch increases

The above graphs reveal a notable divergence around the seventh epoch, where the model's accuracy
decreases, and loss increases on the validation data. This is likely indicative of overfitting, as the model's
performance on the training data remains stable. Subsequently, there is an improvement in accuracy, and a
decrease in loss, indicating that the model is no longer overfitting and has been effectively trained on the
created dataset.

For a comprehensive view of the final outcomes and predictions made by the trained CNN model, please
refer to the images presented in the preceding sections.

6. CONCLUSION AND FUTURE WORK

This research involves the creation of a deep learning model utilizing a straightforward convolutional neural
network architecture. The trained model takes a CAPTCHA image as input and accurately identifies the
characters within the provided image. Achieving an accuracy of approximately 99.81%, the model effectively
recognizes the characters. Additionally, a practical approach was employed to segment the characters within
the input image, simplifying the problem into a basic character recognition task. This segmentation was
achieved using simple techniques from image processing and computer vision.

In this research, we focused on CAPTCHA images featuring four characters. Future endeavors could involve
working with more intricate images containing a variable number of characters, along with the inclusion of
line distortions and noise impurities. This approach aims to enhance, refine, and elevate the model's
performance through diverse and challenging datasets.In this research, we focused on CAPTCHA images
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featuring four characters. Future endeavors could involve working with more intricate images containing a
variable number of characters, along with the inclusion of line distortions and noise impurities. This approach
aims to enhance, refine, and elevate the model's performance through diverse and challenging datasets.
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