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Abstract: 

 

Information Security deals with the 

confidentiality, privacy, integrity, and 

availability of one of their most valuable 

resources: data and information. Information 

Security plays a important role in enterprise 

management. The core of Information 

Security includes information risk 

management a process which involvesthe 

assessment of the organization must deal with 

in the management and protection of assests 

as well as the dissemination of the risks to all 

appropriate stakeholders.  

 

Introduction: 

 

Information Security is a serious  topic that 

needs to be included in the curricilum of 

every classroom that uses a computer. It is 

important for teachers, administrators, and 

technology coordinators to be informative on 

this topic in order to protect the intergrity of 

school records, student information, and 

institution credibility. But, it is EQUALLY 

important that we all understand the basics of 

information security in order to protect 

themselves and their work.  

 

The COVID-19 pandemic has also had a 

detrimental impact in cybersecurity world 

wide, as more collaborators are working from 

home, which led to accelerate digital 

transformation in enterprises . 

Organizations operating in tightly regulated 

industry verticals, such as healthcare or 

finance, may require a broad scope of security 

activities and risk mitigation strategies. 

 

The ISO-27001:2013 belongs to a family of 

Information Security Standards. One of the 

core concepts of ISO-27001 is to identify 

information security risk and to further apply 

the appropriate controls that can evaluate and 

mitigate the risk. Under this family of 

standards, the ISO-27005  describes risk 

management methods. Interrelated to 

cybersecurity, the ISO-27037 fines guidelines 

that are related to security techniques that may 

identify, collect, acquire, and preserve a 

digital evidence. 

 

Creation of information security programs 

includes: 

 

1. Creation of policies, standards, and 

practices, selection or creation of information 

security architecture and the development. 

 

2. Use of a detailed information security 

blueprint creates plan for future success. 

 

3. Creation of contingency planning 

consisting of incident response planning 

disaster recovery planning, and business 

continuity plans 

 

4. Without policy, blueprints, and planning, 

organization is unable to meet information 

security needs of various communities of 

interest. 
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What is information security: 

 

Information Security is not only about 

securing information from unauthorized 

access. Information Security is basically the 

pracritce of preventing unauthorized access, 

use, disclosure, disruption, modification, 

inspection, recording or desctruction of 

informaation. Information can be physical or 

elecronic one. 

Information Security is a discipline to protect 

information and information system from 

threats through security controls to: 

 

i) Achieve the objectives of confidentality, 

integrity, and availability,or CIA for short, 

 

ii) Support the organizational mission and 

processes, and 

 

 

iii) Create and deliver values. 

 

Which objective is most important? 

i) Confidentality 

ii) Integrity 

iii) Availibility 

 

History of Information Security: 

 

Today, the Internet  has brought millions of 

unsecured networks into communication with 

each other. The ability for an individual to 

secure information on a computer relies on 

how good the overall network security is that 

the computer is connected to. If an outsider 

has access to the inside network, it would not 

take long to access an individual node on that 

network. Computer security has evolved into 

a component of acomplex, miltifaceted 

environment now defined as Information 

Security. 

 

CIA triangle known as security triad tells the 

primary goals of Information Security 

 

A) Confidentiality  
Making sure that those who shouldnot see 

information. 

 

B) Integrity 
Making sure that the information has not been 

changed from its original lastly 

 

C) Availability 
Making sure that the information is available 

for use when you need it . 

 

 

 
 

Advantages of information security: 

 

i) Information security is extremely easy to 

utilize. For protection of less sensitive 

material users can simply password protect 

files. For the more sensitive material users can 

install biometric scanners, firewalls, or 

detection system. 

 

ii) As technology increases so will the crimes 

associated with it. Making the use of 

information security very worth while. 

 

iii) For the government it keeps top secret 

information and cabalities out of terrorist and 

enemy nation’s hand. 

 

iv) Information security protects users 

valuable information both while in use and 

while it in being stored. 

 

 

Disadvantages of Information Security: 

 

Since technology is always changing nothing 

will ever be completely secure. If a user 

misses one single area that should be 

protected the whole system could be 

compromised. It can be extremely 
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complicated and users might not totally 

understand what they are dealing with 

.  

i) Technology is always changing so users 

must always purchase upgraded information 

security. 

 

ii) Since technology is always changing 

nothing will ever be completely secure. 

 

iii) If a user misses one single area that should 

be protected the whole system could be 

compromised. 

 

iv) It can be extremely complicated and users 

might not totally understand what they are 

dealing with 

 

v) It can slow down productivity if a user is 

constantly having to enter passwords. 

. 

 

How Does Information Security Work: 

 

Information security is achieved through a 

structured risk management process. Identifies 

information , related assets and the threats, 

vulnerability and impact of unauthorized 

access. Evalutes risks. Make decisions about 

how to address or treat risks avoid, mitigate, 

share or accept. 

 

Information security is a process that moves 

through phases building and strengthening 

itself along way. Security is a journey not a 

destination. Although the Information 

Security process has many strategies and 

activities, we can group them all into three 

distinct phases- prevention, detection, and 

response. 

 

Conclusion: 

 

The protection of information and information 

systems from unauthorized access, use, 

discloure, disruption, modification, or 

destruction in order to provide confidentiality, 

integrity, and availability. Information 

security or infosec is the protection of 

information by people and organizations in 

order to keep information safe for themselves, 

their company, and clients. 

 

Companies need to be confident that they 

have strong data security and that they can 

protect against cyber attacks and other 

unauthorized  access and data breaches. 

Weak data security can lead to key 

information being lost or stolen, create a poor 

experience for customers that can lead 

business, and reputational harm if a company 

does not implement sufficient protections over 

customer data and information security 

weaknesses are exploited by hackers. Solid 

infosec reduces the risks of attacks in 

information technology ststem, applies 

security controls to prevent unauthorized 

access to sensitive data, prevents disruption of 

services via cyber attacks like 

denial-of-service (DoS attacks) , and much 

more. 
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