L

International Journal of Scientific Research in Engineering and Management (IJSREM)

IJSRE
e—Jour;al
w Volume: 04 Issue: 04 | April -2020

ISSN: 2582-3930

REVIEW ON INTRUDER DETECTION SECURITY SYSTEM
SIVA SWETHA C1,Mrs. S.SARANYA?

'PG Student, Department of Computer Science, Dr.N.G.P. Arts and Science College, Coimbatore, Tamil Nadu, India.
2Assistant Professor, Department of Computer Science, Dr.N.G.P. Arts and Science College, Coimbatore, Tamil Nadu, India.

Abstract - The development of an inexpensive and
effective electronic security system employing the PIR sensor
is detailed in this paper. This sensor-based security system can
be used in the household as well as domestic devices & even
in another high-security area. A normal electronic security
system that is commonly used contains a transmitter and a
receiver. This PIR Sensor Based Security System can switch
on the alarm when it detects the heat from an object like a
moving person. The PIR Sensor and ultrasonic sensor will
detect the movement of the object and it will send the signal
to the Arduino and Arduino will process the data to the GSM
Module, GSM will send the alert message to the user’s mobile
number and the sensor detects any motion in its permissible
range and buzzer triggers the alarm. With this system, we can
easily set up a security alarm in our home and also for
domestic applications for unwanted intruders.

Key Words: Arduino UNO, PIR Sensor, Arduino IDE,
Motion Detection, Security.

1.INTRODUCTION

Motion detection with PIR sensor circuit can be used
security for home security, shopping malls, museum and even
in the high-security area, etc., as the PIR sensor used in this
application that detects the motion of the human within
particular meters. when the buzzer sounds we can come to
know the motion of humans is detected by the sensor. This
system can be used for all security purposes. Nowadays
everyone needs the security to protect their property or any
other personal things from others, the motion sensor sense
human motion and then sends the signal wirelessly [1]. All
objects and living things release infrared rays above absolute
zero temperature. These infrared rays are not visible to human
beings by naked eyes, but this radiation can be detected by
electronic devices designed for such a purpose. PIR sensors
are called passive devices as they do not emit any energy to
detect the presence of objects [2]. They work entirely by
spotting infrared radiation emitted by or returned from
objects. Due to their property of detecting infrared rays, they
are mostly used to detect motion of humans [3].

2.LITERATURE SURVEY

Yogesh  Pawarl, Abhay Chopde2, Mandar
Nandre3(2018) has proposed the Motion Detection Using PIR
Sensor in which they have used PIR Sensor, Lenses the

Pyroelectric Infrared Sensor(PIR) are the sensors which are
maximum extensively used for cheap surveillance. Due to
their high ended understanding and area of detection PIR
sensors are common insecurity. PIR sensors are brilliant in
human and animal detection. They are frequently used in
activating an intruder alarm and activate household appliances
upon the presence of a human. However, the output from the
sensor is relative to several temporal relationships between an
object in the field of assessment of the sensor, the
understanding of the sensor, PIR lens features, and the
environmental warmth conditions.

1Ajay Kumar Tiwari, 2Prince Raj, 3Justice Kumar,
4Mr. Ashish Tiwary (2016) has proposed the Alarm based
human motion detection is an embedded system that is used to
afford security. This is their proposed system. In its place of
physical security if we use alarm based detection system for
detecting human motions to deliver security which cuts
manpower and is very cheap. As we know human body emits
heat in the form of Infrared radiation. When a person moving
around this circuit, a PIR sensor detects the modification in
the IR levels of settings and sends a signal to the
microcontroller[1].

Soumyendu Banerjee, Evan Chowdhury, Chaitali
Sikder, Debrup Sarkar, Rishab Sarbadhikary (2017) have
proposed the Security has been the main issue where the
crime is growing day by day everyone wants to take proper
actions to prevent crime. The Arduino GSM module PIR
sensors module are attached to main doors of computer labs
and the sensor will sense the motion which is produced by
humans, animals, other objects, infrared radiation produce to
senses the objects, the PIR sensor will send the signals to
Arduino  board inherent microcontroller by using
microcontroller the devices can function easily and it will read
the indication, the PIR sensor after reading the Arduino will
send those signals to GSM module. It will act as a mobile
phone the GSM use to make the call to the registered numbers
and will watch the video live on own mobile phone through
labs, the IP cameras are important to watch the lab
environment at the time of motion detection. The range of a
characteristic PIR sensor is around 6 meters or about 30 feet.
For the appropriate operation of the PIR sensor, it needs a
warm-up time of 20 to 60 seconds. This is obligatory because
the PIR sensor has a settling time during which it calibrates its
sensor according to the setting and stabilizes the infrared
detector. If the sensor is not given enough standardizing time,
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the output of the PIR sensor may not be reliable and its output
will be high when it detects motion[13].

3.METHODOLOGY

The main aim of this paper is to securing the domestic
applications or for home security using the PIR motion sensor,
Ultrasonic sensor, Arduino UNO, GSM module, jumper
wires, and Buzzer. By inserting the program to the Arduino
board to get the excepted output for the movement detection.
When the movement or any infrared ray that detect on the
motion sensor it will give the signal to the Arduino board and
Arduino send the data to GSM module will send the message
to the mobile number using the internet access and to the
buzzer so that it displays the detection and the switch up the
alarm. And it also effective cost so that all people can get it
easily. PIR Motion sensor is used to detect the movement of
the human or any other object in its permissible range, In this
paper, it is used to detect the movement and giving a signal to
the Arduino. The ultrasonic sensor is used to measure the
distance of humans or objects from its range here it is used to
measure the distance and to send the alert message to the user.
Arduino board is used to get the expected output for the given
input it is used to process the signal from the sensor to other
components. GSM module is used to send the message to the
user’s mobile number using internet access we have to insert
the sim into its slot to activate it. LCD is used to display the
detection message of the intruder in its range. The jumper
wire is used to connect the other components. The breadboard
is used to connect the components easily and it can be easily
carried everywhere. The buzzer is used to get the siren when
the intruder is detected, it will trigger when someone is
detected in its permissible range.

Following are the advantages:
It can easily Be Carried anywhere and it is portable.
It is cost-effective.

Using GSM we can get the message of the intruder with their
distance from the indoor.

4.COMPONENTS REQUIRED

4.1 PIR sensor motion

PIR sensor detects a human being moving around
within almost 10m from the sensor. This is an ordinary value,
as the authentic detection range is between Sm and 12m.PIR is
made of a pyroelectric sensor, which can detect levels of
infrared radiation. For frequent essential projects or items that
need to discover when a separate has left or arrived in the
area. PIR sensors are unbelievable, they are flat control and
insignificant effort, have a wide lens range, and are simple to
interface with. Most PIR sensors have a 3-pin connection at
the side or end. One pin will be pounded, another will be an
indication and the last pin will be power. Power is usually up

to 5V. Occasionally better modules don’t have direct output
and instead just work a relay which case there are ground,
power, and the two switch relations. Interfacing PIR with a
microcontroller is very informal and simple. The PIR acts as a
digital output so all you need to do is attending for the pin to
flip high or low. The motion can be detected by testing for a
high signal on a single I/O pin. Once the sensor warms up the
output will remain low while waiting for there is motion, at
which time the output will swipe high for a couple of seconds,
then return low. If motion stays the output will cycle in this
manner until the sensors line of view of still again. The PIR
sensor needs a warm-up time with a specific end goal to
capacity suitably. This is because of the settling time included
in reviewing nature’s domain. This could be anyplace from
10-60 seconds [4]. Passive Infrared Ray sensors permit you to
sense motion, almost repetitively used to sense whether a
human has stimulated in or availability of the sensors range.
They are small, low-cost, low-power, easy to use and don't
wear out. For that purpose, they are commonly found in
utilizations and devices used in homes or dealings. They are
regularly referred to as PIR, "Passive Infrared",
"Pyroelectric”, or "IR motion" sensors [6].

Fig -1: PIR Sensor Motion

4.2 Arduino UNO

Arduino is a hardware and software which is open
source and user free that ideas and making single-board
microcontrollers and microcontroller kits for constructing
digital devices and communicating objects that can sense and
control items in the physical and numerical world [5].
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Fig -2: Arduino UNO Board

4.3 Bread Board

A breadboard is a temporary prototype which is solderless
device with electronics and test circuit designs. Most electrical
mechanisms in electrical circuits can be interconnected by
inserting their leads or terminals into the holes and then
making connections through wires where suitable [7]. It is
used to connect the PIR module and the Arduino as inputs and
outputs and it is used to detect the human movements. The
connections are not everlasting, so it is easy to remove a
component if you create a fault, or just start over and do a new
project[8].

Fig -3: Breadboard

4.4 Jumper wire

A jump wire is an electrical wire or cluster of them in a
restraint, with a connector or pin at each end (or sometimes
without them simply "tinned"), which is ordinarily used to
communicate the components of abreadboardor other
prototype or test circuit, on the inside or with other equipment
or components, without joining[9].

Fig -4: Jumper wire

4.5 Buzzer

An electrical device that is used to make a robust sound is
called Buzzer, for example, to attract someone's attention[10].
A buzzer is a small yet well-organized component to add
sound features to our project/system. It is very small and

dense 2-pin construction hence can be easily used ona
breadboard[11].

Piczo Burzer Construction

Fig -5: Buzzer

4.6 Ultrasonic Sensor

An ultrasonic sensor is an electrical device that measures
the distance of a target object by producing ultrasonic sound
waves and adapts the reflected sound into an electrical signal.
Ultrasonic waves travel sooner than the speed of distinct
sound (i.e. the sound that humans can hear). Ultrasonic
sensors have two key components: the transmitter (which
releases the sound using piezoelectric crystals) and the
receiver (which meetings the sound after it has traveled to and
from the target).

To analyze the distance between the sensor and the object, the
sensor measures the time it takings between the release of the
sound by the transmitter to its contact with the receiver. The
formula for this calculation is

D =%T x C (where D is the distance, T is the time, and C is
the speed of sound ~ 343 meters/second).

[

1. Vce 4. Ground
2. Trigger 3.Eho

Fig -6 : Ultrasonic sensor

4.7 GSM Module

The SIM 900 TTL UART modem, shown in Fig4, is a
dual-band GSM/GPRS module with functioning frequency
900/1800 MHz. This module functions in 5-20 volt DC supply
and it is equipped with SMA connector with GSM L Type
Antenna. This module can be interfaced with the
microcontroller unit with AT instructions through the serial
port using the TX and RX pin to transmit and receive data,
correspondingly. In our work, we have used a GSM Simcard
to send a message from this module to the user’s mobile
phone. Later after putting in this Simcard, we linked the
antenna and providing power supply from Arduino Uno by
attaching this module with Arduino Uno[13].
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Fig -7:GSM Module

Arduino IDE

The program code which is written for Arduino is known
as a sketch. The software which used for developing such
sketches for an Arduino is commonly known as the Arduino
IDE[12].

ARDUINO

Fig -8:GSM Module
5.CONCLUSION

From this paper, we conclude that the PIR Security
system is cost-effective and it is easily available in the market.
This can be used anywhere either at home or in offices or any
domestic applications. Thus by this attempt of the circuit can
be used as a protecting device and can be used for security
also. It can be used as an anti-theft device.
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