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Abstract: 

The Warehouse Safety & Efficiency Hub is a smart 

system designed to improve warehouse operations 

by utilizing intelligent surveillance and safe access 

management. Traditional monitoring systems rely 

on manual supervision and CCTV, which are 

reactive, limited in scope, and susceptible to human 

mistake. This project combines the Internet of 

Things (IoT) and Radio Frequency Identification 

(RFID) to provide proactive monitoring, real-time 

warnings, and operational transparency. The system 

prevents theft, controls access, and accurately 

manages inventory by using object detection 

algorithms, IoT motion sensors, and cloud-based 

analytics. The suggested framework promotes 

scalability, cost- effectiveness, and data-driven 

management, which all contribute to an efficient, 

safe, and intelligent warehouse. 
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Introduction: 

Warehouses are the foundation of global trade and 

logistics, acting as key hubs for the storage, 

management, and delivery of products. They play 

an important role in ensuring that materials move 

smoothly between producers, suppliers, and 

customers. However, as warehouse operations 

grow in scale and complexity, balancing safety, 

efficiency, and transparency becomes increasingly 

difficult. Traditional warehouse monitoring 

methods, such as manual supervision, CCTV 

surveillance, and record-based tracking, are 

reactive in nature and frequently fail to avoid 

occurrences like theft and illegal entry. These 

constraints result in considerable financial    

losses,    decreased 
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productivity, and inefficiencies in overall supply 

chain operations. 

The Warehouse Safety & Efficiency Hub project 

intends to address these issues by implementing an 

intelligent and integrated monitoring framework 

based on Internet of Things (IoT) and Radio 

Frequency Identification (RFID) technology. The 

system emphasizes proactive safety management, 

automatic tracking, and real-time alerts. The 

platform may detect suspicious activity within the 

warehouse using AI-powered object detection and 

notify admins immediately. IoT-based infrared and 

motion sensors monitor restricted locations, 

particularly during non- operational hours, to ensure 

around-the- clock security. Meanwhile, RFID tags 

and readers provide for smooth inventory 

management by automatically recording the entry 

and exit of goods, reducing human intervention and 

errors. 

Furthermore, the system uses cloud connectivity, 

such as Firebase or MQTT, to send alarms and 

maintain a centralized monitoring dashboard. This 

gives administrators with real-time updates on 

warehouse conditions, access events, and inventory 

movements. The use of smart access control 

mechanisms such as digital locks and smart cards 

adds an extra degree of security by guaranteeing 

that only authorized workers have access to critical

 areas. 

The proposed Warehouse Safety & Efficiency Hub 

increases operational visibility, improves labor 

accountability, 

and ensures greater resource usage. It not only 

prevents problems, but it also encourages 

transparency, scalability, and adaptation among 

warehouses of various sizes. 

Literature Survey: 

Recent research in smart warehouse management 

has shifted toward integrating Artificial 

Intelligence (AI), Internet of Things (IoT), and 

automation technologies to improve safety, 

transparency, and operational efficiency. 

Traditional warehouses that rely on manual 

supervision and static monitoring methods 

struggle to keep up with current, large-scale 

logistical operations. To address these limitations, 

researchers are creating intelligent, data-driven 

warehouse ecosystems capable of real-time 

monitoring and predictive analytics. 

 

AI-based Computer Vision for Surveillance 

 

Over the last decade, researchers have steadily 

expanded the use of real-time object detection and 

action identification in security applications. 

Models like YOLO (You Only Look Once), SSD, 

and Faster R-CNN provide fast detection for live 

surveillance, while transformer-based models 

increase accuracy for complicated scenes. In 

warehouse settings, computer vision is used to 

detect human presence in restricted 
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zones, identify suspect activity (loitering, removing 

things without authorization), and monitor safety 

compliance (PPE, safe distances). Several research 

included in your overview highlight 

YOLO/OpenCV for real-time anomaly detection 

because to their advantageous speed-accuracy 

trade-offs on edge devices. 

 

IoT Sensors and Edge Computing 

 

IoT sensors (PIR motion sensors, infrared detectors, 

reed switches, and ambient sensors) supplement 

vision systems by offering reliable detection in low-

bandwidth environments. Several recent studies 

used Reed switch/door sensors for immediate door-

open events and IR/motion sensors for off-hours 

monitoring; these methods are both economical and 

dependable for triggering high-priority alarms. 

Edge computing processes sensor data locally, 

allowing for low latency choices and the 

continuation of operations during intermittent 

network failures. The literature in your source 

shows that this hybrid edge-cloud design (edge for 

detection/filtering, cloud for storage/analytics) is a 

best practice. 

. 

RFID for Inventory Automation 

 

RFID is widely recognized as an excellent solution 

for automatic inventory tracking; passive RFID tags 

allow for quick reads at entry/exit points 

and within storage aisles. According to research, 

RFID is effective at automating stock 

management and reducing human error (Park et 

al., 2023). RFID readers provide realtime updates 

on product movement across zones. 

Access Control and Authentication 

Secure access control (biometrics, smart cards, 

digital locks) is critical for mitigating insider 

threats. Modern warehouse control access and 

authentication systems are critical to guaranteeing 

operational safety, data security, and process 

efficiency. As warehouses rapidly integrate 

technologies like IoT and AI, maintaining a safe 

and well-regulated environment is critical to 

preventing unwanted entry, data breaches, and 

operational risks. 

Methodology: 

The methodology for the Warehouse Safety & 

Efficiency Hub project is intended to give a 

disciplined and systematic approach to 

constructing a real-time, intelligent warehouse 

monitoring and management system. This section 

describes how the integration of AI, IoT, and 

RFID technologies is designed, deployed, and 

assessed to improve warehouse safety, security, 

and efficiency. The process involves research, 

system design, module creation, testing, and 

analysis. 
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1. Requirement Analysis 

After identifying research gaps, the following stage 

is to specify system requirements. This includes 

selecting appropriate hardware and software 

components. 

Hardware includes RFID tags and readers, IoT 

sensors (motion and infrared), and cameras for 

visual monitoring. 

Software includes AI technologies like as YOLO 

and OpenCV for object identification, cloud 

platforms like Firebase and MQTT for 

communication, and databases for safe data storage. 

Requirement analysis guarantees that each 

component complements the others and contributes 

to the creation of a unified, real-time warehouse 

safety system. 

2. System Design 

This phase involves developing the overall system 

architecture, which defines how all technologies 

interact. The design includes several modules: 

RFID module to track inventory movement. 

AI-enabled surveillance module for visual 

monitoring and object detection. IoT Module for 

detecting motion or unwanted activity. 

Cloud and alert modules provide real- time 

communication and remote supervision. 

These modules are linked by a central processing 

unit, which processes local data and sends critical 

information to 

the cloud for analysis and storage. The 

architecture focuses on low- latency

 decision-making, 

guaranteeing that any questionable activity 

generates an instant alert. 

 

3. Implementation 

Once the design is complete, individual modules 

are created and integrated. The RFID subsystem 

tracks the movement of products automatically. 

The AI vision model, built using YOLO and 

OpenCV, analyzes video feeds to detect human 

presence or suspicious activity. IoT sensors 

constantly monitor environmental conditions and 

motion, particularly during non-operational hours. 

Administrators can view real-time feeds, 

notifications, and inventory data through the cloud 

dashboard. The modular implementation makes it 

easier to test, debug, and upgrade each component. 

4. Integration and Testing 

 

The generated modules are then incorporated into 

a single integrated system. The system is tested 

under various settings to assess accuracy of object 

detection and RFID tracking. The response time 

for real-time alerts. 

 

Reliability amid internet disruptions (using local 

edge processing). User experience using the 

monitoring dashboard. 
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Various testing methodologies, such as unit testing, 

integration testing, and system testing, are used to 

guarantee that everything runs smoothly. Feedback 

from simulated warehouse scenarios is utilized to 

fine-tune the configuration for peak performance. 

 

Analysis and Documentation 

 

Following testing, the findings are examined to 

assess system performance against goals such as 

security enhancement, real-time response, and 

operational visibility. The data is meticulously 

documented to show system strengths and areas for 

future development. Charts, reports, and visual logs 

are created to assess efficiency gains and potential 

improvements. 

 

Discussion: 

The proposed Warehouse Safety & Efficiency Hub 

efficiently tackles some of the most persistent 

issues with traditional warehouse management, 

including theft prevention, illegal access control, 

inventory discrepancies, and inefficient manual 

monitoring. By combining AI-driven monitoring, 

IoT- based automation, and RFID-enabled 

inventory tracking, the system assures that 

warehouse operations shift from reactive to 

proactive management. 

One of this system's main features is its AI-powered 

surveillance module. Using real-time image 

processing and 

object detection algorithms such as YOLO and 

OpenCV, the system continuously monitors 

warehouse grounds and may detect unauthorized 

human presence or suspicious activities in 

seconds. This reduces the need for manual camera 

supervision, which can lead to tiredness and 

delayed replies. The addition of infrared and 

motion sensors improves reliability by sending 

alarms even during low-light or non- operational 

hours. The system provides continuous 

monitoring and timely alerting of anomalies, 

considerably lowering security risks. From an 

operational management standpoint, the project 

delivers a unified approach that significantly 

improves visibility and decision- making. This 

unified platform allows warehouse managers and 

authorized staff to: 

• Track arriving and exiting items in real-time   

using   RFID   tags. 

• Monitor live video streams and receive 

automated notifications for abnormalities. 

• Control user access and authorization

 digitally. 

• Review daily activity data and analyze trends 

to improve efficiency. Real-time transparency not 

only increases productivity, but it also reduces 

human dependency and operational downtime. 

Tasks that once required numerous workers, such 

as manual inventory checks or 

https://ijsrem.com/


           International Journal of Scientific Research in Engineering and Management (IJSREM) 
                          Volume: 10 Issue: 04 | April - 2026                     SJIF Rating: 8.659            ISSN: 2582-3930                                                                                                                                               

 

© 2026, IJSREM      | https://ijsrem.com                                 DOI: 10.55041/IJSREM60422                          |        Page 6 

continuous monitoring, are now automated, freeing up human resources for more vital analytical or managerial 

tasks. 

These properties make the system particularly effective in sectors involving perishable commodities, electronics, 

or medicines, where environmental monitoring is critical. 

 

 

 

Conclusion: 

The Warehouse Safety & Efficiency Hub offers a comprehensive technical solution for ensuring safe, transparent, 

and efficient warehouse operations. By combining RFID, AI, and IoT, the technology transforms warehouses 

from reactive monitoring to intelligent automation. It reduces 

human error, assures precise inventory monitoring, protects against unwanted access, and enables data-driven 

decision-making. The system's modular and expandable design enables for easy implementation in a variety of 

warehouse sizes. 
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