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Abstract: Data security in the cloud has been a major issue since the inception and adoption of cloud computing. 

Various frameworks have been proposed, and yet data breaches persist. Since encryption is the dominant method of 

cloud data security, the advent of quantum computing implies an urgent need to proffer a model that provides adequate 

data security for both classical and quantum computing. Thus, most cryptosystems will be rendered vulnerable and 

obsolete, although some cryptosystems will stand the test of quantum computing. The article proposes a model that 

includes a type of McEliece cryptosystem, which is proposed to replace Rivest-Shamir-Adleman (RSA) in the quantum 

computing era to secure access control data and implement N-th variables. Degree Truncated Polynomial Ring Units 

(NTRU) cryptosystem for securing cloud user data. Simulation of the proposed McEliece algorithm shows that the 

algorithm has better time complexity than the existing McEliece cryptosystem. Furthermore, the novel modification of S 

and P parameters further improves the security of the proposed algorithms. Moreover, the simulation of the proposed 

NTRU algorithm revealed that the existing NTRU cryptosystem had better time complexity when combined with the 

proposed NTRU cryptosystem. 

Keywords: Cryptography, Public-key cryptography, private key cryptography, data security, quantum 

cryptography 

 
Introduction 

With the emergence of cloud computing, the provision of data security through encryption has been a 

major technique to safeguard data against attackers/hackers [1]. Usually, data exchange is carried out 

in mediums that are not secure enough, which gives room for the interception of data by intruders 

[2–4]. According to ref. [4], cloud computing pro- mises enhanced data security, reduced cost for 

services, enhanced flexibility, and higher availability, but the knowl edge domain shows that 

frameworks for various data security models have been proffered for enhanced cloud data security using 

advanced encryption standard (AES), data encryption standard, RSA, and Elliptical Curve 

Cryptography (ECC), yet data security issues still prevail. 

Cryptosystems such as RSA and ECC based on fac toring problems and discrete logarithms, 

respectively, have sufficiently provided cloud data security for years over all forms of classical 

attacks. However, today’s data- driven society is gradually drifting from classical com putting , where 

information is stored in 0s and 1s to quantum computing, where information is stored in qubits. The 

advent of quantum processors and hence quantum computing, has revealed potential weakness in 

existing crypto- systems, thus necessitating the urgent need to source for alternatives that will 

ensure data protection. 
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Frequently used Cryptosystems, for example RSA and ECC have sufficiently provided cloud data 

security for years over all forms of classical attacks, yet the theft of data prevails. Hence, the urgent 

need to deploy quantum safe cryptosystems that are both safe for data processing in the classical 

and quantum space. 

        This article proposes a variant of the Code-based cryptosystems and Lattice-based 

cryptosystems. It seeks to develop a robust hybrid cloud data security framework with a view to 

understudy the cryptosystems as mentioned earlier and the designing of a variant of McEliece cum 

NTRU cryptosystems, respectively, in a hybrid architecture. 

 

 Post-Quantum   Cryptography 

The dominance and recognition of the need for the use of public, key cryptography such as RSA and ECC 

demanded researchers to find a proficient way for unravelling the factorisation problem and discrete 

logarithm problem. The unravelling of these hard-mathematical problems will thus provide a breakaway 

for RSA and ECC security. While researchers have tried to solve the problems with the use of classical 

computers, Peter Shor in 1994 used a quantum computer to develop and demonstrate an algorithm for 

efficient factorisation [5]. It is pertinent to note that with the advent of quantum computers, the 

present security infrastructure cum cryptosystems, where users and internet users rely, will be rendered 

obsolete and irrelevant [6]. 

 

Post-quantum cryptography is a branch of study whose sole aim is to update and provide security for 

the current cryptosystems with the presence of quantum computers [7]. Research in this branch of 

study entails studying cryptosystems that make use of the factorization   problem and discrete logarithm 

problem, and remain secured against the two problems even though the hacker/attacker is armed with 

quantum computing. However, the National Academies of Sciences, Engineering, and Medicines describes 

quantum computing as the usage of the quantum phenomena (entanglement and superposition) to carry 

out computation for solving computational problems such as the integer factorisation of the RSA. 

 

Classes of quantum cryptography 

 

There are four major classes of quantum cryptographic algorithms that resist quantum attacks [8]. 

These are: 

a) Code-based cryptosystems: These categories of crypto- 
systems adopt the principle of extracting the initial bits of data transmitted over a channel by 

encoding the data in a specific structure, which may be recovered to a certain number of errors during 

transmission. Additional bits of data are added during the encoding of the data to be sent and then 

decrypted on reception if the specific information about the coding structure is known. An example 

of the code-based cryptosystem is the McEliece cryptosystem. 

b) Lattice-based cryptosystems: Lattice-based crypto- 
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systems are the foremost candidates for public-key post-quantum cryptography [9]. They use 

multidi- mensional lattices on solving the hardness of certain problems. An example of a lattice-based 

cryptosys- tems is the NTRU cryptosystem. 

c) Multivariate public key cryptosystem: Shehata [6] described multivariate cryptosystems as one that 

uses random sets of quadratic equations, and the proces- sing of the encryption or decryption uses 

these equa- tions at particular points. 

d) Hash-based cryptography: Is a cryptosystem that uses hash functions to guarantee the 
integrity of mes- sages. An example is the Merkle’s hash-tree public-key signature system. 

 

National Institute of Standards and Technology (NIST) carried out a research to find a solution 

to the imminent threat of rendering the present cryptosystems obsolete on classical symmetric 

and asymmetric cryptosystems as regards the emerging quantum computation. Table 1 below 

presents their findings: 

                                                           

  

 

 

Table 1: Cryptosystems under quantum computation 

S 
no. 
  

Cryptosystems Current status 

1 AES Large key sizes 

needed 

2 SHA-2  Larger output 

needed 

3 SHA-3  Larger output 

needed 

4 RSA  Broken 

5 Deffie–Hellman key 
exchange 

Broken 

6 Elliptic curve cartography Broken 

7 Buchmann Williamn 

Key Exchange  

Broken 

8 Algebraically homomorphic Broken 

9 McEliece  Not broken yet 

10 NTRU  Not broken yet 
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The security of cloud computing 

 

According to the Organisation of NIST, cloud computing is described as a service model that 

enables immediate, simple, and on-demand available network access to shared computing 

resources such as servers, networks, data, appli- cations, and services [10]. 

There are four cloud computing models: hybrid, public, private, and community clouds. Furthermore, the 

model also depicts service delivery models, which include Infrastructure-as-a-Service (IaaS), the 

Platform-as-a- Service (PaaS), and the Software-as-a-Service (SaaS) (Figure 1). 

Though it is expected that computing will serve as a utility such as telephone, gas, water, and electricity, 

it comes with a major challenge: data security problems. Cloud user reception of cloud services can be 

hindered due to security and privacy issues. Information sourced from the knowledge domain also 

reveals that cloud users feel reluctant to fully adopt cloud services because of security and privacy issues. 

Ref. [11] describes data security as a means of securing digital data against unauthorised users/actions. 

Data sharing is carried out in unsecured channels, which is susceptible to intercep- tion. This has led to 

cloud providers and clients resorting to various means of data protection techniques, one of such 

techniques is cryptography. 

Additionally, data security encompasses three attributes: confidentiality, integrity, and authentication. 

Confidentiality entails the protection of information and restricting it from unauthorised access. This is 

achieved by the application of cryptography. Integrity ensures that unauthorised persons are not able to 

change or manipulate data intended for a specific user and could be achieved by the use of crypto- graphy. 

It is pertinent to note that data has value only if it is safe. Data which has been manipulated does not have 

any value and may cause financial waste, for example, data manipulation in which information about 

financial accounts is stored. Similarly, cryptography plays an important role in ensuring data integrity. 

Frequently used methods of data integrity protection contain information about data changes and hash 

checksums by which data integrity is verified. Availability simply refers that information be made consis- 

tently/readily accessible for authorised parties. Availability also involves properly maintaining hardware, 

technical infra- structure, and systems that hold and display the information. 
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Figure 1: Cloud computing model [31]. 

 

Literature review 

Ref. [12], proffered a secure framework for a multi-user and multi-owner cloud environment. The 

authors opined that security, integrity, and privacy of cloud data is the primary threat for cloud 

deployment in a multi-user/ multi-tenant cloud environment. They further developed an algorithm to 

address the security issues of the cloud environment and proposed/applied a novel algorithm with the 

integration of Ciphertext Policy-Identity Attri- bute-based Encryption and the RSA algorithm for securing 

the cloud. Their research was able to establish a frame- work where both the owners and users are 

provided with the public and distinct secret keys that are generated by the Automated Certificate 

Authority. The proposed frame- work was implemented through Java. The performance of the proposed 

framework was analysed using standard metrices by comparing with the metrics output of Anand and 

Perumal, 2019 and Xue and Ren, 2019. However, the simulation of various data sizes revealed that the 

proposed framework is more expedient and effective when com- pared with EECDH and I-CP-ABE 

algorithms. The study also revealed that the proposed algorithm prevents man- in-the-middle attack. 

The authors adopted and applied RSA cryptosystem to the model, however, the RSA crypto- sytem is not 

quantum safe. 

 

Ref. [13] posited that the provision of data confidentiality and integrity of user’s cloud data is subject 

to the provision of an effective security model that provides the mechanism that guarantees prevention 

of unauthorised access by third parties and a secured communication channel. The authors proposed a 

security framework that allows cloud users to handle the privacy and integ- rity of their data. The 

proposed model avails the user the opportunity to security, network usage, privacy, and data storage in 

the cloud without depending on the cloud pro- vider. The model grants access to authorised and authen- 

ticated users to the cloud data, which has been proposed to be encrypted using a variant of AES 
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algorithm. The proposed model was simulated using CloudSim with iFogSim as simulators on Eclipse 

integrated development environment. Results of the simulation revealed that the proposed model 

reduces energy consumption, network usage, and delay. Hence, the proposed framework enhances 

security, minimises resource utilisation, and reduces delay while utilising services of the cloud. The 

limitation of the study lies in the fact that the AES cryptosystem has key distribution challenges. 

 

Ref. [14] suggested that cryptography is the most well-known technique for data security in a cloud envir- 

onment. They further posited that cryptographic services in any cloud environment must accommodate 

authorisa- tion, availability, confidentiality, integrity, and non-repudia- tion. They proposed the 

implementation of RSA, AES, and SHA256 in data security. The limitation of this mechanism is that it 

consumes a lot of time during execution. The long keys of RSA means that they incur high computational 

over- head and RSA cryptosystems are susceptible to quantum attacks. Furthermore, AES suffers from 

key exchange pro- blem which is a limitation. 

 

Ref. [10] stated that in spite of research works carried out in the area of cloud computing, challenges have 

per- sisted in the section of load balancing in cloud-based applications directed to the IaaS cloud service 

model. They postulated that IaaS model is technological driven that manages backend servers and virtual 

machine. Further- more, they stated that cloud service providers should ensure situations where clients are 

being overloaded/underloaded to forestall machine failure or higher execution time sug- gesting task 

scheduling. The scholars proffered an LB algo- rithm directed towards optimising resources and enhancing 

load balancing considering the quality of service (QoS) task parameters, priority of virtual machines, and 

resource allocation. Results from their experiment revealed that the proposed LB algorithm had better 

execution time and make- span when juxtaposed with the Dynamic LBA algorithm. 

 

Table 2: Reviewed literatures 

 

Methodology Remark 

 

[15] The McEliece cryptosystem was 

subjected to simulation in 

various extension degrees. 

[16] Simulated NTRU, RSA, and AES to 

ascertain the performance of the 

cryptosystem 

 
[17] Used genetic algorithm to 

determine where data could be 

stored and adopted the 

capability list. 

[18] Used tornado codes and AES 

cryptosystem for cloud data 

security 

[19] Provided an overview of 

algorithms in lattice-based, 

super- singular elliptic curves, 

and code-based, and suggested 

adopting lattice-based algorithms 
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[20] Proposed adopting an RSA 

cryptosystem that generates 

primes in batches. 

[21] Applied binary method in 

Lattice multiplication to ECC 

cryptosystem 

 
The private and public keys for 

the McEliece cryptosystem are 

very large matrices and 

consumes time in classical 

processing NTRU offers better 

performance when compared 

to other existing cryptosystems 

because the mechanism for 

encryption and decryption is 

simple 

Consumes time in identifying 

the storage location of data 

AES has a simple key 

management system and 

encryption Computationally 

expensive and hence 

impractical to apply 

 
RSA cryptosystem will be broken by 

quantum computing 

 
ECC increases the size of 

encrypted data and is not 

quantum safe 

[22] Proposed hierarchical role for access control The proposed method cannot be applied to 
encrypted data 

[23] Applied RNS on NTRU Any slight modification on the 

parameters of the framework slows 

down its computation 
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Materials and method 

The article proposes a framework for an enhanced cloud data security. The proposed framework 

comprises a variant of the McEliece and NTRU algorithm. Subsequently, 

the algorithms are subjected to simulation with standard performance metrics alongside ECC, RSA, AES, 
and the existing NTRU and McEliece algorithms using MATLAB. The following subsections present the 
framework and the result of the simulation. 
 
 
 

The proposed hybrid framework 

 

In the proposed system, as depicted in Figure 3, a block diagram of the proposed framework is 

shown. McEliece cryptosystem is used to encrypt/decrypt user credentials, while the proposed 

NTRU is used to encrypt/decrypt user data. 

The proposed framework for enhanced data security is presented in Figures 2 and 3 depicts 

the processes in the proposed framework. The cloud administrator creates users such that their 

user credentials are encrypted/ decrypted using the proposed McEliece cryptosystem. Upon 

request to access the cloud, users provide their user credentials, which is subjected to 

authentication. It should be noted that the cloud administrator provides users with their 

credentials. The proposed model also includes the encryption and decryption of cloud data 

using a variant of the NTRU cryptosystem. The sections below explain the details of each 

segment of the model. 

 
 

Proposed user verification 

The framework proposes the authorisation and authenti- cation of cloud users using onetime 

password (OTP) authen- tication and user credentials authentication. The figure below depicts the 

processes involved in the authentication and authorisation of cloud users (Figure 4). 

For the proposed data storage/retrieval, an authenticated and authorised user accesses the 

data that have been stored in the cloud. Data is encrypted using a variant of the McEliece for user 

credentials and NTRU cryptosystems for user data and then stored/retrieved in the cloud. 
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Proposed McEliece cryptosystem 

 

In a bid to increase the security of the McEliece crypto- system, the key generation mechanism 

is strengthened, as shown below.     

 

       

 

Conclusion 

This article proposes a framework that adopts quantum- safe algorithms to safeguard cloud data. 

Innovatively, a variant of McEliece cryptosystem was used to safeguard user credentials, while a 

variant of NTRU cryptosystem was used to safeguard cloud data. The McEliece and NTRU 

cryptosystems were proposed to provide an efficient data security in the cloud environment amidst 

the emergence of quantum computing. It is expected that the proposed model will decrease man-in-

the-middle attacks and improves data security.
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