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Abstract: In this paper, we address the problems of fraud and anomalies in e-banking and online transactions.
However, as the financial sector evolves, so do the methods for fraud and anomalies. Moreover, blockchain
technology is being introduced as the most secure method integrated into finance. Therefore, we propose a secure
fraud detection model based on machine learning and blockchain. There are two machine learning algorithms—
XGboost and random forest (RF)—used for transaction classification. The machine learning techniques train the
dataset based on the fraudulent and integrated transaction patterns and predict the new incoming transactions.
The blockchain technology is integrated with machine learning algorithms to detect fraudulent transactions in the
Bitcoin network. In the proposed model, XGboost and random forest (RF) algorithms are used to classify
transactions and predict transaction patterns. A security analysis of the proposed smart contract is also performed

to show the robustness of our system.
Keywords: anomaly detection, blockchain, fraud detection, machine learning, random forest.

Introduction Every industry, including banking, education, health care, and others, has modernized as a result of
technological growth. Moreover, with the advent of communication technology, online transactions and means of
payment are also being modernized. Through this modernization, traditional currencies are being converted into
digital currencies, and all financial transactions are being conducted digitally. However, these transactions are not
fully secured and are vulnerable to various digital attacks, such as fraud issues, anomalies, and privacy breaches.
Additionally, as the volume of transactions rises, there is an increase in fraud associated with financial
transactions. As a result, billions of dollars are lost globally every year [1]. Any suspicious activity on a network
that behaves abnormally is called an anomaly. In cybersecurity and digital financial exchange, anomaly detection
is used to detect fraud and network invasion. The goal of anomaly detection is to protect the network from illegal
and fraudulent activities. In the financial sector, anomaly detection applications have investigated suspicious
activity and identified hackers and fraudulent users. However, all anomaly detection methods in traditional
financial systems are designed for centralized systems. Therefore, with the development of digital currencies, such
as Bitcoin, anomaly detection methods using the blockchain are improving. Despite these advances, there are still
many fraud occurrences [2]. Many artificial intelligence (Al) and machine learning techniques have been proposed
to detect anomalies and fraud in digital transactions; however, there is no suitable solution for centralized systems.
Blockchain is the most advanced and quickly evolving technology in many fields. It first became visible with the
appearance of Bitcoin in 2008, which was introduced by Satoshi Nakamoto [3]. It addresses the security issues of

centralized systems and provides solutions to external threats. It is a distributed, decentralized, and immutable
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ledger that time stamps all records and ensures record integrity. However, some participants in the blockchain

network behave maliciously [4].

Overview of Blockchain

A blockchain is a growing distributed ledger that keeps a permanent record of all transactions that have taken place
in a secure, chronological, and immutable way. It wasconceptualized and first used in 2008 by an unknown person
or group named Satoshi Nakamoto to create the Bitcoin cryptocurrency. The primary aim is to use a cryptosystem to
encrypt the sequence of bits in electronic files so as not to be anteceded or tampered with [17,18]. When evaluating a
blockchain, the notable characteristics to consider include audibility, privacy, confidentiality, consistency, decentralization,
and integrity [19,20]. Blockchain technologies can be categorized into three types: Public Blockchains (anyone canjoin the
network), Private Blockchains (the members are chosen based on conditions), and Consortium Blockchains (semiprivate
blockchains limited to a group) [21]. All three types can additionally be classified as Permissionless (public Blockchain),
permissioned (private Blockchain), or both (Consortium blockchain). A Blockchain network comprises several components
and attributes, such as a distributed and immutable ledger, Peer-to-Peer (P2P) networks, a consensus mechanism, and smart

contracts.
Cryptography Hash Function

A hash function is a cryptographic algorithm that is widely used in blockchain technol- ogy. A hash function returns any
kind of input as a string of bytes with a fixed length andstructure. The output formed is named a hash value. A hash
value formed from data usingan explicit hashing algorithm is always the same length and one-way, that is, it cannot be
reversed. The SHA-256 is the most illustrious of all cryptographic hash functions, and is used widely in blockchain

technology.
Immutable Ledger

Blockchain is recognized for its ability to be immutable. When people talk about Blockchain’s “immutability”, they are
referring to the impossibility of adjusting the data after itis recorded and stored. This is an essential attribute when dealing

with blockchains. Figure 1 shows how the blocks are linked and how each block contains the previous block’s hash value.
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Figure 1. block links
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The first block does not have previous blocks, and is named the genesis block. As can be seen, immutability emphasizes
the fact that a blockchain is very secure and well designed. When the hash varies and no longer equals the previous
hash in the ledger, theblockchain rejects that hash, making it invalid, similar to a bad check. A hacker would need to

completely modify the next block, the block after that, and indeed the whole blockchain.
Distributed Peer-to-Peer Networks

By using a blockchain, interaction between two parties through a peer-to-peer model can be easily accomplished without
any third-party requirement. Blockchain uses P2P pro- tocols, which permits all network members to hold an identical copy

of contacts, allowing agreement over a consensus mechanism.
Distributed Application

To preserve an effective digital transaction platform, the blockchains used by most cryptocurrencies utilizes
Distributed Applications (PApps). Dapps are software applications which are usually maintained and implemented on
cloud services and can work on various systems at the same time. Many DApps have been built and deployed on a

modelbased on Blockchain, although DApps can run on a cloud environment or other networksystems as well [22].
Consensus Protocol

A consensus protocol is an agreement between nodes in a blockchain network that submits transactional information, and
is one of the most critical blockchain technology components. A blockchain network is restructured through the arrayed
consensus protocol in order to certify that contacts and blocks are organized correctly, to guarantee the dis- tributed ledger’s
integrity and consistency, and ultimately to enhance trust between nodes. There are several consensus mechanisms used in

various blockchain networks. Proof of Work (PoW) was the first consensus mechanism used in Blockchain.
Smart Contracts

Smart contracts refer to computer programs that obey a succession of previously established instructions stored on a
blockchain [26]. A smartcontract allows anyone to protect an arrangement, automate payment, and eliminate the risk
of scams while at the same time reducing intermediary fees. Unfortunately, accurate implementation of a smart

contract’s code cannot ensure its complete safety.

Public vs. Private Blockchains

Blockchains can be public (or permissionless), private or consortium (or permissioned). Bitcoin [20] or other
cryptocurrencies (e.g., Ethereum [21]) are public. Cryptocurrencies are typically open to anyone to join the network and
contribute to maintaining the integrity of transactions. However, in many other blockchain-based applications
(e.g., related to company’s private database), service providers may want to limit access rights to some specific
groups of people. Answering the question: “who is able to join in the network, participate in the consensus algorithm
and maintain the distributed ledger” allows developers to determine the suitability of a public or private blockchain.
In a private or a consortium blockchain platform, as opposed to a public platform, will allow organizations to retain
control and privacy while still cutting down their costs and transaction speeds. Typical examples include Hyperledger

Fabric [22] and Multichain [23]. While clients are allowed to submit transactions, only pre-determined participants
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havepermission to execute the consensus protocol, and update the distributed ledger as well.These participants must
be governed by informal arrangements, formal contracts or confidentiality agreements. The private or consortium systems

will have lower costs and faster speeds than a public blockchain platform can offer.

Literature Review

Different public and private regions deploy blockchain technologies for various objectives because it is vital to
protect and monitor auditing systems. These technologies help to evaluate its repositories and take care of the
privacy of auditors. They allow auditors to send their queries in a reliable and accessible manner without exposing
their identities to unauthorized users. In [5], consensus algorithms check the legitimacy of the performed
transactions. However, it is inefficient to identify the transactions. Therefore, using blockchain as a solution for
fraud detection does not completely address the problem. Because of this, new solutions are used to eliminate the
vulnerabilities in the existing systems, such as machine learning algorithms. Different supervised machine learning
techniques are used to detect fraudulent transactions. Furthermore, a comparative analysis of various machine

learning methods is presented [6,7].

In [8], the authors proposed different supervised machine learning solutions to detect fake businesses. Moreover,

they also tested over 300,000 accounts using random forest and XGBoost classifiers.

The authors in [9] also used XGboost for accurate results. In [10], the authors dealt with the problem of an
imbalanced dataset. The dataset belongs to an insurance company and describes the driving patterns of

individuals. They use XGboost to predict the performance of drivers along with their telematic information.

According to [11], fraudulent activities are data mining issues because the central server for credit card
transactions tells whether a trading transaction is fake or legal. Fraud detection is not a new problem; yet, there
are still numerous challenges. The primary reason is that researchers lack real-time data, and banks are unwilling
to share their data with researchers because customer data is confidential. At the same time, it is linked to the

banks’ privacy policies [12].

In [13], the authors used a distributed data mining model to address the problems of slanted delivery of credit
cards and non-uniform expenditures. A fraud detection algorithm aws presented in [14], which identifies fraud
without relying on any fraudulent historical instances, with a proactive method capable of overcoming the well-

known cold-start problem.

In [15], The authors suggested and demonstrated the application of the uncertain association law of mining to
extract useful data from credit card transactions. The authors in [16] trainded a Support vector machine model to

detect the improper data of credit card transactions.

In [17], the authors mixed three different techniques to decrease the wrong beeps in fraud identification. These

techniques are Bayesian learning, rule-based learning and Dempster-Shafer theory.
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In [18], the authors used a transaction aggregation technique to interpret the customer’s behavior before any
transaction is performed and then used this aggregated data to identify fake transactions. The entire analysis takes
place on the behavior of the customers. The primary purpose of the work is to develop a model that can work with
unknown datasets and highlight fake datasets in them. Banks give unspecified datasets due to privacy issues.
Therefore, the model behaves similarly with all the participant attributes without prioritizing them. The model has
also worked on the improper datasets and arranged them in two separate sections: one for legal transactions and

the other for fake transactions [18].

In [19], the authors identified the issues of trust, privacy, security and verifiability in centralized-based IoT-driven
smart cities. Therefore, the authors proposed a trustworthy privacy-preserving secure framework (TP2SF) for
smart cities. The proposed framework comprises three modules: a module for trustworthiness, and two modules
that consist of two-layered privacy modules. The trustworthiness module is a blockchain-based reputation system
that ensures the system’s security. Furthermore, two-layered privacy modules are based on an enhanced proof of
work (ePoW) technique and principle component analysis (PCA). These modules transform the data into a reduced
shape to prevent the system from poisoning attacks. However, a cloud system is used for data storage, which leads

to a centralization problem.

In [20], the authors resolved the issue of privacy preservation through encryption techniques. They also used
cryptographic approaches for the computation of data. The proposed system use asymmetric, symmetric and
homomorphic encryption techniques to achieve privacy. However, high computational power and time are
required to implement these approaches. Cyber attacks and intrusion detection are major problems that cause
data privacy issues. Blockchain technology with deep learning algorithms is used to resolve the mentioned in [21].
These models provide security and privacy in virtual machines migrated to the cloud to protect IoT networks. The
authors proposed a deep blockchain framework (DBF) model for intrusion detection based on bidirectional long

short-term memory (BiLSTM) and blockchain.

In [22], the authors identified the issues of centralization and cyber attacks in cloud-based systems. Therefore,
they proposed a mixture-of-localization-based outliers (MLO) system with a Gaussian mixture. This collaborative
anomaly detection system detects insider and outsider attacks in a cloudbased system. Privacy preservation is
highly important for cyber-physical systems (CPSs). In these systems, anomaly detection systems are required to
protect the system from inner and outer attacks [23]. Therefore, the authors proposed a new privacy-preserving
anomaly detection framework that protects the system from attacks and keeps sensitive information confidential.
The proposed method is based on two modules, i.e., the pre-processing module and anomaly detection module
that used a Gaussian mixture model (GMM). However, the proposed system is inefficient for tackling modern [oT

attacks.
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Adversarial Machine Learning Methods In adversarial machine learning, some machine learning techniques try to
exploit the model’s specific vulnerabilities and take advantage of the model’s obtained information to generate

some malicious attacks [24]. Some adversarial problems are discussed in the following papers.

In [25], the authors gave a comprehensive overview of the research conducted in the last decade, considering the
pioneering research from the security of non-deep learning algorithms to the advances in this field, i.e., properties

of security in deep learning algorithms.

In [26], the authors proposed unsupervised random forest algorithms to reduce the number of fraudulent
transactions. Further, this proposed algorithm was used to analyze the detection of credit card fraud. Moreover,
the Bayesian network assembles a coordinated non-cyclic chart, further used for the conditional probability
distribution for creating a noncyclic graph. Results show that the random forest-based proposed algorithm
performed better than its counterparts. Authors in [27] also proposed a random forest model for detailed feature
selection, financial fraud detection, importance measurement of variables, and multidimensional and partial
correction analysis. Nevertheless, the authors applied several statistical methodologies, i.e., non-parametric and
parametric models, to detect accuracy. They concluded that non-parametric models have less accuracy compared

with parametric models.

In [28], the authors worked on the problem of intrusion detection in cyber security. They used a dataset which
has highly sensitive training data. This type of dataset is vulnerable to cyber attacks. To resolve this issue, they
used a random forest algorithm that performs better in detecting cyber attacks. However, there is still room for

researchers to improve the detection of cyber attacks.

In [29], the authors proposed an effective random forest classifier for anomaly detection in an IoT network. They
also compared the performance of an intrusion detection system (IDS) and random forest classifier in terms of

accuracy and false alarm rate. However, security is the major issue while implementing an IoT network.

In [30], the authors identified the problems of malicious data and manipulation of data by an attacker. Therefore,
they implemented the evasion classifier and checked its effectiveness on a test case. The authors analyzed some
potential techniques used to increase the robustness of machine learning models against the attacks of data

manipulation.
In [31], the authors employed unsupervised machine learning techniques to detect the monetary anomalies.

Problem Statement With the advancement of technology, cyber crime is also increasing day by day, and the
financial sector is the most affected sector by cyber crime [5]. The main reason for this problem is security
vulnerabilities in financial systems. Anomalies occur in these systems, which are also known as frauds. In
traditional financial systems, credit card frauds are the most common frauds, and Al techniques are used to solve

these frauds. As a result, the financial industry suffers a loss of billions of dollars each year due to these frauds [1].
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However, according to [32], supervised machine learning techniques are more effective for fraud detection. A large
amount of learning data and labeled data is good for supervised learning. Therefore, the authors developed a
complex model to learn the patterns of anomalies and fraud. However, this model is not able to provide accurate
results. Moreover, blockchain innovation solves several fraud problems. It provides security and privacy to the
financial sector, as it is decentralized and immutable. However, it does not address such issues as loss of privacy,
Sybil attacks, and double-spending attacks. The purpose of these attacks is to discourage illegal activities and
increase financial benefits. Bitcoin is a digital currency based on the concept of proof of work (PoW). In the Bitcoin
network, all digital transactions are executed in a distributed manner using digital signatures and hashes via a
timestamp service. Bitcoin transactions do not involve a trusted third party to verify the transactions. Therefore,
a user can spend the same coin twice, which becomes a fraudulent transaction and is known as a double-spending
attack [33]. The proposed model detects anomalies and thefts based on the predictive model. In the proposed work,
machine learning models are trained on a dataset according to the fraud types and integrated transactions. The

proposed model is linked with blockchain to overcome security and threats.

Proposed System Model The proposed system model consists of two layers: blockchain and machine learning. The
blockchain model initiates transactions, and then machine learning models are used to classify these transactions
as malicious or legitimate. This is a binary classification. The proposed system model is based on the integration
of machine learning and blockchain for fraud and anomaly detection in the financial sector. The anomaly detection
system identifies unusual suspicious events that are different from most of the data. A dataset of bitcoin
transactions is used for the proposed model. We also use the random forest and XGboost classifiers to classify
legitimate and malicious transactions. These classifiers are also used to predict new incoming transactions. The
proposed model is trained and tested for legitimate and malicious data patterns using the given dataset. The

proposed system model consists of the following steps (discussed in the below subsections).

Linkage of Blockchain with Machine Learning in the Proposed Model Blockchain technology has been used for the
past few years to provide security and privacy in various networks. Despite the fascinating features of blockchain,
itis still vulnerable to fraudulent activities. The malicious entities may perform invalid and fraudulent transactions
using various methods, such as a double-spending attack. In the proposed system, blockchain is combined with
machine learning to solve this problem. The database of bitcoin transactions is used in the underlying work, and
the proposed machine learning model is trained on the dataset. The pattern of transactions stored in the database
is analyzed for further use. In parallel, the transactions are performed on the Ethereum network. The pattern of
these transactions is assumed to be similar to the pattern of bitcoin transactions stored in the bitcoin transaction
database. Moreover, each new Ethereum transaction is made an input to the machine learning model, and the
model is trained on it. The transaction pattern is analyzed and compared with the bitcoin transaction pattern. If
the pattern of both transactions matches, the new transaction is classified as legitimate or malicious. To further
test the robustness of the proposed system, a double-spending attack is implemented in the underlying work. In

Figure 1, blockchain-based transactions are verified using a machine learning model, and the prediction result
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shows that the transaction is legitimate or malicious. The prediction of the machine learning model is based on the

training and testing of a bitcoin transaction-based dataset.

Conclusions Nowadays, blockchain is the latest and most secure technology that covers various research areas
related to security. Blockchain development is based on digital currencies and is used to secure digital financial
transactions. It protects financial systems from fraudulent attacks. Therefore, a blockchain-based machine learning
algorithm is proposed to secure digital transactions. The proposed model predicts whether the incoming
transaction in the blockchain is fraudulent or not. The proposed machine learning algorithms are trained and
tested on a bitcoin-based dataset based on bitcoin transactions and predict the behavior of the incoming
transactionsTherefore, we generate synthetic malicious data points through SMOTE to achieve better results. We
use XGboost and random forest to classify the model and calculate the confusion matrix. This classification allows
the model to distinguish between fraudulent and real data. The simulation results show that the proposed
algorithm works adequately to find transaction fraud. Moreover, two attacker models are implemented to check
the efficacy of the system against bugs and attacks. The proposed system is robust against double-spending and

Sybil attacks.
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