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Abstract: The increasing demand for secure and intelligent access control systems has led to the integration
of emerging technologies such as RFID, 10T, and biometrics. This project presents a comprehensive RFID
and loT-based personalized access system enhanced with face recognition to ensure robust security. The
proposed system employs Radio Frequency Identification (RFID) for initial user authentication, followed by
biometric verification through facial recognition using a Raspberry Pi. Upon arrival, the system prompts the
individual on an LCD display to scan their ID card. The RFID reader scans the ID card or tag and verifies
it against a stored database within the microcontroller. If the ID is valid, the system confirms the person’s
identity by displaying their name and sends a unique, pre-assigned password to the user’s registered mobile
number via a GSM module. In the event of an unauthorized card scan, the system alerts all authorized users
through SMS, signaling an attempted breach. To add an extra layer of security, the system integrates facial
recognition. The Raspberry Pi captures the face of the individual standing before the camera and compares
it with the stored facial data of registered users. If a match is identified, the door unlocks, and the system
acknowledges the user by displaying their name. If no match is found, the individual is marked as
"Unknown' and access is denied. To handle the increased storage needs for facial data, an external storage
device is connected to the Raspberry Pi. This dual-layer authentication system ensures that only authorized
personnel can access secure areas, offering a combination of RFID technology for identification and facial
recognition for biometric verification. The use of loT technologies like GSM enhances real-time
communication and alerts, making the system suitable for applications in residential buildings, offices, and
high-security zones.
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Introduction:

In an era where security breaches and unauthorized access are growing concerns, advanced authentication
system have become a necessity. The RFID and IoT-based personalized access system is designed to enhance
security by integrating RFID authentication, GSM communication, and face recognition using a Raspberry Pi.
This system ensures that only authorized individuals gain access to security areas, combining multiple layers of
authentication for robust protection. Initially, users are prompted via an LCD display to scan their RFID card or
tag, which is then checked against a pre-stored databased in the microcontroller. If the ID is verified, the system
grants access by displaying the person’s name on the LCD and sending a unique, pre-assigned password to their
registered mobile number via GSM. Each authorized users has a distinct password, further strengthening the
authentication process. However, if an unauthorizes RFID card is detected, access is denied, and an alert SMs
is immediately sent to all authorized users, notifying them of the attempted breach.

To reinforce security, the system incorporates a face recognition feature using a Raspberry Pi, which stores the
facial data of authorized individuals for identity verification. When a person approaches the access point, the
system captures and compares their facial features with the stored data. Of a match is is found, access is granted,
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and the person’s name is displayed. Conversely, if no match is identified, the individual is marked as “Unknown”
and access remains restricted. Since facial recognition requires significant storage capacity, an external storage
device is integrated with the Raspberry Pi to accommodate the necessary data. The dual-layer security system
not only strengthens access control but also reduces the risk of unauthorized entry by ensuring that both RFID-
based authentication and biometric verification are required for access approval. By leveraging IoT technology,
real-time communication, and multi-factor authentication, this system provides a comprehensive and intelligent
security solution suitable for high-security environments, including corporate offices, research facilities, and
restricted zones.

Literature Survey:

Security and access control systems have evolved significantly with advancements in technology, particularly
with the integration of Radio Frequency Identification (RFID), the internet of Things (IoT), and biometric
authentication methods. RFID-based access control has been widely studied and implemented due to its
efficiency in providing seamless and contactless authentication. Several studies highlight RFID’s role in
enhancing security by enabling unique identification and real-time monitoring of access attempts. Traditional
RFID-based system, however, often face security vulnerabilities such as unauthorized duplication of RFID tags
and lack of robust authentication mechanisms. To address these concerns, researchers have explored multi-
factor authentication techniques by integrating GSM-based communication, ensuring that users receive real-
time alerts and unique passwords, thereby reducing the risk of unauthorized access. Biometric security,
particularly face recognition, has gained prominence due to its reliability in providing identity verification based
on unique facial features. Various studies emphasize the advantages of facial recognition over traditional
authentication methods such as password and RFID tags, which can be stolen or duplicated. The use of
Raspberry Pi for face recognition has been explored in multiple research works, demonstrating its effectiveness
in real-time image processing and storage, prompting researchers to integrate external storage solutions for
efficient data handling. The combination of RFID authentication and biometric verification has ben extensively
analyzed in recent literature, showcasing its effectively implementing dual-layer security systems. Studies
indicate that integrating these two technologies significantly enhances access control by requiring both
possession-based (RFID) and biometric-based (face recognition) authentication, reducing the chances of
unauthorized entry. Moreover, loT-based security solutions have been investigated for their ability to enable
remote monitoring and real-time communication, making access control system more dynamic and responsive.
Research on GSM-based security alerts highlights their importance in notifying users of access attempts,
ensuring continuous monitoring of restricted areas. The reviewed literature suggests that integrating RFID, [oT,
and biometric authentication, as proposed in the current system, aligns with modern security trends, offering a
reliable and efficient access control, mechanism. By combining RFID authentication, GSM-based alerts, and
face recognition, this system addresses the limitations of standalone RFID or biometric systems, reinforcing
security with a multilayered approach.

Problem Statement:

In today’s world, ensuring security and restricted access to sensitive area such as offices, laboratories, and
residentials buildings has become increasingly important. Traditional lock-and-key mechanisms or standalone
RFID system often fall short in offering comprehensive protection due to vulnerabilities like card duplication,
theft, or unauthorized sharing of credentials. Moreover, many existing access control systems lack real-time
monitoring, remote communication, and adaptive verification capabilities, making them inefficient for handling
modern security challenges. There is a growing demand for intelligent systems that can provide multi-layer
authentication, instant alerts, and real-time user verification. To address these concerns, there is a need for an
integrated and scalable solution that not only verifies identity using RFID-based authentication but also
incorporates biometric verification, such as facial recognition, for added security. Additionally, the system must
ensure real-time communication through GSM modules to notify users of any unauthorized attempts, while
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maintaining a user-friendly interface for legitimate access. The core problem lies in combining these diverse
technologies-RFID, GSM, and facial recognition-into a synchronized into cost-effective access control system
that can operate seamlessly using microcontrollers like Arduino and computing platform such as the Raspberry
Pi.

Flow Chart:

The flowchart begins with the system prompting the user to scan their RFID card. If the RFID is valid, an SMS
with a unique password is sent, and face recognition is initiated. The face is matched with stored data using the
Raspberry Pi. If both verifications succeed, access is granted; otherwise, an alert is triggered.
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Working:

The RFID and IoT-Based personalized access system combines key hardware components like an RFID reader,
GSM module, LCD display, microcontroller, Raspberry Pi, camera module, and external storage. The RFID
reader and microcontroller handle ID authentication and SMS alerts, while the Raspberry Pi with camera
performs facial recognition using python and OpenCV. An external storage device supports the storage of facial
data. Software tools like Arduino IDE and Python scripts coordinate hardware operations, ensuring smooth
integration of RFID and biometric verification for enhanced security.

This RFID and IoT-based personalized access system is structured around a two step authentication process that
combines RFID verification and facial recognition to ensure secure access. The system begins by prompting the
user through an LCD interface to scan their RFID card or tag. The RFID reader captures the card’s unique
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identification number and sends it to the Arduino Uno, which compares the ID with a preloaded database stored
in its memory. If the Id is found in the database, the corresponding user’s name is displayed on the LCD screen,
and the Arduino sends a signal to the GSM module to deliver an SMS to the registered mobile number. This
SMS contains a unique pre-assigned password for an added layer of verification. The user is then required to
input this password through a numeric keypad connected to a second Arduino Uno. If the entered password
matches the stored one, the process continues. Simultaneously, the Raspberry Pi with a connected camera
module captures the user’s face and compares it with the stored facial data in its database. If a match is detected,
the Raspberry Pi signals the system to unlock the door and display the user’s name. It the facial data does match,
the system remains locked and the user is labeled as “Unknown”. In the case of unrecognized RFID card scan,
the system immediately display a warning message on the LCD and the GSM module send an alert SMS to all
authorized users, indicating a potential unauthorized access attempt. The Raspberry Pi also stores the captured
unknown face data for future reference

Result:

e Accurate RFID Authentication: The system successfully identifies and authenticates authorized users
through RFID cards, displaying their names and sending secure passwords via GSM.

e Effective Intrusion Alerts: Unauthorized RFID scans trigger real-time alert messages to all authorized
users, enhancing the system’s responsiveness to potential security breaches.

e Reliable Face Recognition: The Raspberry Pi-based face recognition accurately verifies authorized users
and ensures the door unlocks only upon a successful match.

e Secure Dual-Layer Access: The integration of both RFID and facial recognition creates a robust, two-
factor authentication process, significantly improving overall access control security.

o Efficient Data Management: External storage with the Raspberry Pi allows effective handling of facial
recognition data without performance issues, supporting multiple user profiles.
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Conclusion and Future Scope:

The RFID and IoT based personalized access system is highly secure and efficient authentication solution that
leverages RFID technology, GSM communication, and face recognition using a Raspberry Pi. This system
provides a multi-layered security mechanism that not only verifies users based on RFID credentials but also
ensures an additional level of authentication through biometric face recognition. The combination of these two
technologies significantly enhances security, Reducing the risk of authorized access and improving overall
access control management. By implementing RFID authentication, the system ensures that only users with
registered RFID cards can initiate the authentication process. If an authorized RFID card is detected, an SMS
containing a unique password is sent to user’s registered mobile number via GSM, adding an additional layer
of security. Unauthorized RFID attempts trigger an alert notification to all registered users, thereby keeping the
system administrators informed about potential security breaches. Incorporating face recognition with a
Raspberry Pi further enhances the security framework by ensuring the pre-registered individuals can
successfully complete the authentication process. The system captures and processes facial images, comparing
them with stored biometric data. If a match is found, access is granted, and the door unlocks. If no match is
found, access is denied, and the individual is labeled as “Unknown”. Since biometric verification requires
additional storage, an external storage device is integrated with the Raspberry Pi, enabling efficient management
of facial data.

Future Scope:

In the future, the system can be extended by incorporating cloud storage for centralized facial data management,
enabling remote access and real-time monitoring. Integration with mobile applications can enhance users control
and flexibility. Ai-based facial recognition can improve accuracy under different lighting and environment
conditions. Additionally, expanding the system for multi-location use, attendance tracking, and analytics and
benefit corporate offices, educational institutions, and secure facilities. Voice recognition and fingerprint
authentication can also be added for even stronger multi-factor security.
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