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Abstract— Manual attendance systems are time-consuming, error-

prone, and vulnerable to proxy attendance. These limitations reduce 

operational efficiency and affect data reliability in educational 

institutions and organizations. To overcome these challenges, this 

paper proposes an automated RFID-based attendance system 

integrated with GPS-based monitoring. The system uses RFID cards 

for fast and accurate identification of users, while the GPS module 

records the last known location during attendance marking. The 

ESP-32 microcontroller processes data from RFID and GPS 

modules and transmits it to a cloud server through Wi-Fi or GSM 

communication. 

The proposed method eliminates manual errors, prevents proxy 

attendance, and enables real-time monitoring through a cloud- 

based dashboard. Experimental implementation shows improved 

accuracy, reduced attendance marking time, and secure digital 

record storage. The system is scalable and suitable for schools, 

universities, offices, industries, and examination centers. Future 

enhancements include biometric authentication and geo-fencing for 

improved security and reliability. 

Keywords— RFID, GPS Tracking, Attendance Automation, IoT-

Based Monitoring, ESP-32 Microcontroller, Cloud Computing, 
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I. INTRODUCTION 

Attendance monitoring plays a crucial role in maintaining 
discipline, accountability, and performance evaluation in 
institutions and organizations. Traditionally, attendance is 
recorded manually by calling names, signing registers, or 
entering data into spreadsheets. While simple, this method 
consumes significant time and is highly dependent on human 
accuracy. 

Manual systems suffer from several issues such as: 

• Proxy attendance 

• Human errors in recording 

• Data misplacement 

• Time wastage 

• Difficulty in long-term record maintenance 

With the advancement of Internet of Things (IoT) 
technologies and embedded systems, automation has become 
possible in various administrative processes. RFID (Radio 
Frequency Identification) technology enables contactless 
identification of users through unique ID cards. GPS (Global 
Positioning System) technology provides accurate location 
tracking. 

Although several RFID-based attendance systems exist, most 
of them do not verify the user’s physical location. This 
limitation makes the system vulnerable to misuse. 

The objective of this project is to design and implement a 
reliable, automated attendance system that integrates RFID 
identification with GPS-based location verification and 
cloud-based data storage to ensure transparency, security, 
and operational efficiency. 

 

 

II. LITERATURE REVIEW 

Several research studies have contributed to the 

development of automated attendance systems using 

RFID, GPS, and IoT technologies. 

N. K. Jain and A. K. Verma (2017) [1] developed an 

RFID-based attendance management system that 

reduces manual errors and improves attendance 

recording speed. Their system successfully automated 

identification using RFID cards; however, it lacks real-

time 

https://ijsrem.com/
mailto:ajinkya.gujarkar@gmail.com
mailto:sakhareh6@gmail.com
mailto:omkarpandhare0309@gmail.com
mailto:pranaykhangar1@gmail.com
mailto:ayushmandvse575@gmail.com
mailto:tejasbhoyar2007@gmail.com


          International Journal of Scientific Research in Engineering and Management (IJSREM) 

                       Volume: 10 Issue: 02 | Feb - 2026                               SJIF Rating: 8.659                                      ISSN: 2582-3930                                                                                                                                               

 

© 2026, IJSREM      | https://ijsrem.com                                 DOI: 10.55041/IJSREM56694                                         |        Page 2 
 

monitoring and location verification features, making it 

vulnerable to misuse. 

S. Patil and P. Gawande (2017) [2] proposed a GPS-

based tracking system using Arduino and GSM 

modules for vehicle monitoring applications. While 

their system provides effective real-time location 

tracking and long- distance communication, it does not 

integrate attendance management or identity 

authentication mechanisms. 

P. Chaitanya and S. Ramesh (2020) [3] introduced 

an IoT-based smart attendance system using RFID 

technology integrated with cloud platforms for remote 

monitoring. The system improves data accessibility 

and digital record management; however, it does not 

include GPS- based physical validation or enhanced 

security mechanisms such as encryption or multi-

factor authentication. 

Additionally, foundational work by K. Finkenzeller 

(2010) [4] provides a strong theoretical framework for 

RFID systems, while E. 

D. Kaplan and C. J. Hegarty (2006) [5] explain GPS 

principles and positioning accuracy. However, these 

works are conceptual and do not propose an integrated 

attendance monitoring solution. 

From the above studies, it is observed that most 

existing systems focus either on identification 

(RFID-based systems) or tracking (GPS-based 

systems), but they do not combine both technologies 

efficiently within a unified architecture. 

major limitation of existing attendance systems is the 

absence of physical location verification, which makes 

it difficult to confirm whether the individual is 

genuinely present at the designated place. Record 

maintenance and long-term data storage also become 

challenging due to poor organization and lack of digital 

backup. In large institutions, managing and analyzing 

attendance data manually becomes inefficient and 

impractical. Additionally, most existing automated 

systems focus only on identification using RFID but do 

not integrate real-time monitoring or secure 

communication mechanisms. Therefore, there is a need 

for a reliable, automated, and location-verified 

attendance system that minimizes human intervention, 

prevents proxy attendance, ensures accurate record 

keeping, and enables secure real-time monitoring 

through cloud-based technology. 

IV. PROPOSED SYSTEM 

The proposed system integrates RFID-based identification 
with GPS-based location monitoring and cloud-based data 
management. 

The proposed system is an automated RFID-based 
attendance management system integrated with GPS-based 
location monitoring and cloud storage. In this system, each 
user is assigned a unique RFID card that is scanned using an 
RFID reader to mark attendance automatically. The ESP-32 
microcontroller processes the scanned ID and simultaneously 
collects real-time location data through the GPS module to 
verify the user’s physical presence. The recorded attendance 
and location details are transmitted to a cloud server via Wi- 
Fi or GSM communication for secure storage and remote 
monitoring. This integrated approach eliminates proxy 
attendance, reduces manual errors, improves transparency, 
and enables administrators to access real-time attendance 
records through an online dashboard. 

 

 

III. PROBLEM REPRESENTATION 
 

RFID: 

V. METHODOLOGY 

Attendance management in educational 

institutions, offices, industries, and examination 

centers is traditionally performed using manual 

methods such as paper registers or spreadsheet 

entries. These conventional approaches are time- 

consuming, labor-intensive, and highly dependent 

on human accuracy. Manual recording often 

results in errors such as incorrect entries, 

duplication, and data loss. Furthermore, proxy 

attendance—where one individual marks 

attendance on behalf of another—reduces the 

reliability and integrity of the system. Another 

RFID (Radio Frequency Identification) is used to identify 

users through unique RFID cards. When a card is scanned 

on the reader, the system captures the card ID and verifies it 

to automatically mark attendance, reducing manual effort 

and errors. 

1. GPSModule: 

The GPS module collects real-time location data of the 

device during attendance. This ensures that the user is 

present at the correct location and improves tracking and 

monitoring. 

2. ESP-32: 

ESP-32 acts as the main microcontroller of the system. It 

processes data from the RFID reader and GPS module, 
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controls system operations, and enables wireless communication 

through built-in Wi-Fi and Bluetooth. 

3. GSMModule: 

The GSM module provides cellular connectivity, allowing the 

system to transmit attendance and location data even without 

Wi-Fi. It ensures continuous communication and can also 

support alert notifications. 
 

4. CloudServer: 

The cloud server securely stores all attendance records and 

GPS data. It allows administrators to access real-time 

information, generate reports, and monitor users remotely 

through an online dashboard. 

 

VI. HARDWARE 

The proposed RFID-Based Attendance and GPS Monitoring 

System consists of several hardware modules that work 

together to ensure accurate identification, location tracking, 

processing, and communication. Each component plays a 

critical role in the system architecture. 

 

1. RFID Reader (RC522 Module) 

The RFID reader is used to detect and read the unique 

identification number stored in RFID cards. It operates 

at 13.56 MHz frequency and communicates with the 

microcontroller using SPI protocol. When a card is 

placed near the reader, it captures the card’s unique ID 

and sends it to the ESP-32 for verification. It enables 

fast, contactless, and accurate attendance marking. 
 

2. RFID Tag / Card 

The RFID tag or card contains a unique identification 

number assigned to each user. It is a passive device that does 

not require a battery and is activated by the electromagnetic 

field of the RFID reader. Each card is linked to a registered 

user in the database, ensuring secure and automatic 

identification. 

 

 

 

 

 

 

3. ESP-32 

The ESP-32 acts as the main controller of the system. It 

processes data from the RFID reader and GPS module, 

verifies user identity, and sends attendance data to the cloud 

server. It has built-in Wi-Fi and Bluetooth, making it 

suitable for IoT-based applications. 

 

 

 

4. GPS Module (NEO-6M) 

The GPS module captures real-time location 

coordinates (latitude and longitude). It verifies the 

physical presence of the user at the time of attendance 

marking. This helps prevent proxy attendance and 

improves system reliability. 
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VII. SYSTEM ARCHITECTURE 

The system architecture of the RFID-Based Attendance and 

GPS Monitoring System is designed in a layered and 

modular structure to ensure smooth data flow, reliability, 

and scalability. The architecture consists of five main layers: 

Input Layer, Processing Layer, Communication Layer, 

Cloud Layer, and Output Layer. 

In the Input Layer, the RFID reader captures the unique ID 

from the RFID card when it is scanned by the user. At the 

same time, the GPS module collects real-time location 

coordinates (latitude and longitude) to verify the physical 

presence of the user. 

In the Processing Layer, the ESP-32 microcontroller acts as 

the central unit. It verifies the scanned RFID ID with the 

registered database, combines it with the GPS data, and 

prepares the attendance record with date and time. 

In the Communication Layer, the processed data is 

transmitted to the cloud server using Wi-Fi. If Wi-Fi is 

unavailable, the GSM module provides backup 

communication to ensure continuous data transfer. 

In the Cloud Layer, attendance and location records are 

securely stored in a centralized database. A web-based 

dashboard allows administrators to monitor attendance in 

real-time and generate reports. 

Finally, in the Output Layer, the system provides 

attendance confirmation and enables administrators to view, 

analyze, and download attendance data. 

This structured architecture ensures automation, accurate 

verification, secure data storage, and real-time monitoring in 

an efficient and scalable manner. 

 

 

VIII. CONCLUSION 

The RFID-Based Attendance and GPS-Based Monitoring 

System provides an efficient and reliable solution to 

modernize traditional attendance management methods. By 

integrating RFID technology for automatic identification 

with GPS for real-time location verification, the system 

ensures accurate and transparent attendance recording. The 

use of the ESP-32 microcontroller 

enables seamless data processing and wireless 

communication, while cloud integration ensures secure 

storage and remote accessibility of records. 

The proposed system successfully reduces manual effort, 

eliminates proxy attendance, minimizes human errors, and 

improves overall operational efficiency. The inclusion of Wi-

Fi and GSM communication enhances reliability by ensuring 

continuous data transmission. The system is scalable, cost-

effective, and suitable for implementation in schools, 

colleges, universities, offices, industries, and examination 

centers. 

In conclusion, this project demonstrates how IoT- based 

technologies can significantly enhance administrative 

processes by improving accuracy, security, and monitoring 

capabilities. Future improvements such as biometric 

authentication, geo-fencing, mobile application integration, 

and advanced analytics can further strengthen the system 

and expand its practical applications. 
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