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Abstract – Traditional attendance tracking system are less 

efficient and time consuming, with high chances of human 

error. While alternative biometric methods are concerned over 

hygiene issues and performance limitations. This paper 

introduces a novel RFID-based attendance monitoring system 

that addresses these challenges through a combination of 

passive RFID technology and centralized data management. 

The solution proposed in this research uses individual RFID 

tags to users, enabling contactless, instantaneous attendance 

verification through strategically placed RFID readers within 

the environment and each connected to microcontrollers. The 

attendance data automatically logs to a centralized database, 

providing real-time monitoring and reporting through a 

Firebase portal dashboard. The dashboard can provide real-

time insights about daily, weekly, and monthly attendance 

reports for easy administrative use. The proposed method 

shows significant improvements in both accuracy and 

efficiency as compared to traditional conventional manual 

attendance system, which is time consuming and prone to 

human errors. The proposed RFID based method is low-cost, 

scalable architecture suitable for diverse environments 

including both small-scale and large-scale.  
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1. INTRODUCTION  
 In a large organization and academic institutions, two 
things prevail as a critical component, one is tracking of 
attendance and second is keeping track of attendance. 
Attendance monitoring is an important factor, directly 
impacting productivity, accountability, and performance 
tracking of an individual. Traditional old age attendance 
monitoring systems often rely on manual large book registers. 
With growing digital technologies, these methods are time-
consuming and prone to human error. In the rapid era of digital 
transformation, there is an increasing demand for automated 
solutions that can enhance accuracy, reliability, and ease of 
use. One such innovation with respect to attendance 
monitoring is the use of Radio Frequency Identification 
(RFID) technology [1]. 

RFID based attendance systems provide a modern, 
contactless approach for capturing attendance. In which, the 
RFID reader is placed in several different strategic location 
with an organization premises, such that when a RFID ID is 
brought near the proximity of the reader, the attendance data 
gets captured automatically and instantaneously, suggesting a 
robust and efficient way to capture attendance data. This 
contactless approach eliminates manual data entry while 
significantly reducing opportunities for attendance fraud such 
as proxy marking [2]. 

The proposed system integrates standard RFID 
implementations by incorporating real time data logging and 
reporting, providing administrators ease of access to monitor 
attendance status through a web-based dashboard. The system 
utilizes microcontroller-based architecture to interface with 
RFID hardware and communicates with a centralized database 
to store timestamped attendance records. Additionally, features 
like automated report generation provide analytical insights for 
HR, academic, or event management purposes, further 
streamlining operational workflows. 

This paper put forward a complete design and 
implementation for an RFID enabled attendance monitoring 
system with real-time data logging capabilities in Firebase 
portal, with superior advantage in terms of speed, accuracy, 
security. Further, the system is structured to be adaptable and 
scalable, making it easy for use in schools, universities, offices, 
and large-scale events. The system has an optional function to 
integrate payroll or academic management systems and 
support for encrypted RFID tags to ensure data security. The 
solution addresses both efficiency and privacy concerns.  

2. LITERATURE REVIEW 

In recent days, several authors have worked on RFID-based 
attendance monitoring system, as it is an effective solution 
when compared to traditional manual methods, addressing key 
issues like proxy attendance and time constraint [3]. These 
systems combine IoT hardware, RFID technology and web-
based interfaces to produce secure, real-time attendance 
management across diverse settings. In paper [4] authors have 
proposed combination of RFID and facial biometric 
recognition for attendance monitoring to mitigate proxy 
attendance and unauthorized access. The drawback of these 
methods highlights the need for real-time automated 
monitoring solutions to improve efficiency in capturing 
attendance and reduce human errors. RFID based solutions, 
combined with GSM module and database management, have 
proven effective in offering real-time monitoring, enhanced 
safety, and administrative efficiency [5][6]. Traditional paper-
based attendance systems in organization are inefficient, time 
consuming, costly, and prone to data loss. RFID-based systems 
like the Activity Attendance Monitoring System (AAMS) offer 
a paperless, reliable alternative solution using student ID cards 
for real-time attendance tracking and management [7]. 

 

3. METHODOLOGY 
The implementation methodology for RFID based 

attendance monitoring system is discussed in this section.  
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Figure 1. System Block Diagram 

The proposed RFID base attendance monitoring is 
illustrated in Figure 1 as block diagram. The integrated RFID 
Card + Tag will be read using the RFID Reader, which will 
further be processed using the ESP32 Processor using the 
Arduino IDE and the data logging is stored in cloud database 
using Firebase platform. Figure 2 represents the Schematic 
Hardware Diagram of the prototype. 

 

Figure 2. Schematic Hardware Diagram 

 

4. SYSTEM ARCHITECTURE 
This section outlines the components and architecture of 

the proposed system, briefing about the specifications and 
functions of each module.  

 

ESP32 Dev Module 

The ESP32 WiFi module is a robust and versatile 
microcontroller unit designed and used for a variety of 
applications, from low-power sensor networks to complex 
performing tasks including voice encoding, MP3 decoding and 
music streaming. Figure 3 shows the ESP32 module. The 
features of ESP32 module includes: 

• CPU Specifications: With two independent CPU 
cores with adjustable clock frequencies ranging from 
80 MHz to 240 MHz. 

• Connectivity: Integrated Wi-Fi, Bluetooth, and BLE 
capabilities. 

• Peripheral Integration: Supports high-speed SPI, 
UART, I2S, I2C interfaces, capacitive touch sensors 
Ethernet, and SD card interfacing. 

 

Figure 3. ESP32 Module 

This module considered as the central processing unit for 
the system development, enabling seamless communication 
between various sensors and peripherals. The ESP32 allows 
users to connect multiple components while maintaining 
sufficient processing capacity for real-time data management. 

 

RFID Tags 

RFID Tags are an advanced tracking technology that is 
capable of object identification. Each RFID tag consists of a 
antenna and a microchip (IC) that stores user defined 
information. The function of RFID tag is to send and receive 
information when scanned by an RFID Reader. These tags are 
uniquely used to identify individuals based on the stored 
information. Figure 4 shows an RFID Tag, and Figure 5 
illustrates the core of RFID Tag. 

 

Figure 4. RFID Tag 

 

Figure 5. Functional Illustration of RFID Tag, 

 

RFID Reader (RC522) 

The use of RC522 RFID [8] reader is to scan RFID tags or 
cards to access their information, eventually reading the data 
and transferring it to ESP32. Figure 6 shows a RFID Reader. 
Key features include: 

• Frequency Range: Operates in long-distance (860–
900 MHz) or long-range (13.56 MHz) frequency 
bands. 

• Components: Includes an antenna for enhanced signal 
reception. 

• Functionality: Reads data from passive RFID tags and 
transmits it to the ESP32 module for processing. 

The RFID reader facilitates [9] interaction between the 
system and RFID Cards. Figure 7 illustrates the principle of 
RFID mechanism.  

 

Figure 6. RFID Reader 
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Figure 7. Principle of RFID Mechanism 

 

PIR Sensor 

A Passive Infrared (PIR) sensor is integrated into the 
system to detect motion by sensing infrared radiation emitted 
by objects within its range. Figure 8 shows a PIR Sensor. Key 
characteristics include: 

• Detection Capability: Identifies the presence of 
humans or animals by differentiating between object 
movements and living beings. 

• Cost Efficiency: A low-cost sensor suitable for 
motion detection applications. 

The PIR sensor enhances system functionality by enabling 
motion-based triggers or alerts. 

 

Figure 8. PIR Sensor 

The final system architecture integrates all components into 
a unified and functional setup. The ESP32 Dev Module serves 
as the central controlling unit [10], handling data from 
connected sensors and peripherals. The RFID reader captures 
ID information from nearby tags, while the PIR sensor detects 
motion, helping the system activate only when someone is 
present [11]. Once the data is processed, it can be sent 
wirelessly through Wi-Fi or Bluetooth for storage, monitoring, 
or further actions. This design ensures smooth communication 
between all hardware parts and offers the flexibility to adapt 
the system for various real-world applications. 

 

5. ALGORITHM 
5.1. Initialization Phase 

A. System boots and initializes all hardware 

components. 

B. PIR sensor is activated in continuous monitoring 

mode. 

C. RFID reader remains in low-power standby mode. 

D. LED indicators are set to off state. 

E. Network connection is established with the cloud 

database. 

5.2 Operational Sequence 

A. Motion Detection  

• PIR sensor continuously monitors the 

surrounding area for human presence. 

• When motion is detected, the system 

proceeds to the active scanning phase. 

• If no motion is detected, the system remains 

in low-power standby mode. 

B. RFID Activation  

• Upon motion detection, the ESP32 activates 

the RC522 RFID reader module. 

• The reader generates the electromagnetic 

field necessary for passive tag reading. 

• A brief initialization period (approximately 

100ms) allows the reader to stabilize. 

C. User Authentication  

• User presents their assigned RFID tag 

within the reader's detection field. 

• RC522 module captures the unique 

identifier from the RFID tag. 

• System retrieves tag data and forwards it to 

the verification module. 

• Authentication algorithm compares the tag 

ID against the authorized database. 

D. Feedback Mechanism [12]  

• For verified users:  

▪ Green LED blinks for 3 seconds 

indicating successful entry. 

▪ Attendance record is created with 

user ID, timestamp, and location 

data. 

• For unverified tags:  

▪ Red LED blinks for 3 seconds 

indicating authentication failure. 

▪ Security log entry is created 

documenting the unauthorized 

access attempt. 

E. Data Logging  

• All authentication events (both successful 

and failed) are formatted for transmission to 

the cloud database.  

• System establishes secure connection to 

cloud database.  

• Data is transmitted in real-time via the 

ESP32's Wi-Fi connection. 

• Acknowledgment is received from cloud 

server confirms successful data logging. 

• If network connectivity is unavailable, data 

is cached locally for later synchronization. 

F. Return to Standby  

• After completing the authentication and 

logging processes. 

• RFID reader returns to low-power standby 

mode. 

• System resumes PIR-based motion 

detection. 

• Process repeats when new motion is 

detected. 

 

 

 

This algorithm ensures efficient power management [13] 

by activating the energy-intensive RFID reading function only 
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when potential users are detected in proximity to the system. 

The dual-LED feedback mechanism [12] provides immediate 

visual confirmation of authentication status, enhancing user 

experience while the parallel cloud logging ensures that 

attendance records are securely maintained and instantly 

available for administrative review. Figure 9 illustrates the 

flowchart of the algorithm. 

 

 
Figure 9. Algorithm of the RFID Attendance Monitoring 

System. 

 

 

6. RESULTS AND DISCUSSIONS 
 

The RFID-enabled attendance monitoring system was 

successfully implemented using the ESP32 WiFi Module, 

RC522 RFID reader, and Firebase Realtime Database for data 

storage and access logging. The performance metrics and 

integration of every component were evaluated based on 

system responsiveness, accuracy, and real-time data handling. 

 

A. Firebase Integration and Data Logging 

 

The implementation of Firebase Realtime Database [14] 

proved to be highly effective in capturing and storing 

attendance logs. As depicted in Figure 10, the database 

accurately reflects attendance status immediately following 

successful RFID authentication events. For instance, the user 

“Aishwarya 115” is marked as “Present,” after scanning the 

authorized tag, confirming successful data transmission and 

storage in the cloud.  

 

Firebase provides a robust backend infrastructure. The 

platform's real-time synchronization capabilities ensure that 

attendance records remain consistently available to admins 

regardless of their physical location. Additionally, the scalable 

nature of Firebase makes it suitable and versatile for usage 

and deployment from small scale institutions to bigger 

organizations. 

 

 
Figure 10. Attendance being logged in Firebase Database 

 

B. ESP32 Configuration and Serial Monitoring 

 

The configuration of the ESP32 module with the Arduino 

IDE is illustrated in Figure 11, showing the integration of Wi-

Fi credentials [15], Firebase authentication, and RFID setup. 

The serial monitor confirms the system's execution flow: Wi-

Fi connection, RFID card detection, access control, and data 

upload to Firebase. The system correctly differentiates 

between authorized and unauthorized users, generating 

appropriate messages (“Card detected! Access granted!”) for 

valid users while maintaining security by denying access to 

unregistered tags (“Access denied!”), ensuring system 

integrity. 

 

 
Figure 11. Configuration of ESP32 with Arduino IDE 

 

C. Real-Time Detection and User Feedback 

 

To address energy concerns and promote sustainability 

while maintaining continuous availability, a PIR sensor is 

integrated to handle this task. A PIR sensor activates the RFID 

reader only when motion is detected. The dual LED feedback 

mechanism enhances user experience by providing immediate 

visual confirmation of authentication status, green light 

blinking confirms successful verification while red indicates 

access denial. This feature eliminates uncertainty for users and 

improve user interaction and system transparency. 

 

D. System Performance and Accuracy 

 

The system achieved 100% accuracy during multiple test 

iterations in controlled conditions. The performance has been 

proven to be exceptional in all the cases, where all the valid 

RFID tags were successfully logged into Firebase, and invalid 

tags were appropriately denied without exception. The 

integration of ESP32's processing capabilities and Firebase's 

real-time database functionality resulted in minimal latency 

between tag scanning and database updating, typically under 1 
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second even under moderate network conditions. This fast 

responsiveness makes the system suitable for high-traffic 

environments. 

 

7. CONCLUSION 

 
The existing limitations in the traditional attendance 

monitoring methods are over-ruled by RFID enabled 

attendance capturing system with real-time data logging and 

storing, offering a fast, reliable and secure alternative. 

Leveraging the ESP32 Wi-Fi Module, RC522 RFID reader, 

PIR sensor, and Firebase Realtime Database, the proposed 

system provides seamless automation and efficient data 

management. 

 

The integration of motion detection PIR sensor ensures the 

RFID reader activates, when necessary, thereby conserving 

power and enhancing system responsiveness. Real-time 

feedback via blinking of LEDs and instant cloud-based 

updates make the system user-friendly and transparent. 

Furthermore, data is securely logged into Firebase, enabling 

remote access and eliminating manual record keeping. 

 

This system not only minimizes errors and prevents 

fraudulent practices like proxy attendance. This system lays 

the groundwork for scalable deployment in educational 

institutions, workplaces, and event management. The system 

has flexibility to integrate with payroll or academic systems 

further increases its utility. 
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