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Role of Cyber Forensics in Investigation of Cyber Crimes
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ASM Institute of Management and Computer Studies, Thane

ABSTRACT

This studies paper will outline network forensics, also known as forensics, as a department of digital
forensics worried with the invention of proof in computers and virtual storage media. The motive of cyber
forensics is to conduct a qualitative take a look at of virtual media with the aim of: figuring out, shielding,
improving, verifying, imparting statistics and evaluations; about digital records. Although frequently
related to the detection of community crimes, forensics also can be used in civil litigation. Proof involving
cyber forensic evaluation is frequently subjected to similar processes and is based on additional digital
evidence. With these trends comes the wish that forensic cyber science will guard customers and remain
open to the general public.

He additionally shows that extra research is wanted to understand the effect of cyber forensics in
enhancing cybercrime detection.
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I. INTRODUCTION

As net technology proliferates in daily existence, we're very near new and existing facts approximately the
net. One such opportunity is cyber forensics, a specialized technique for identifying, storing, verifying and
legally disclosing digital evidence. The Yankee background Dictionary defines forensic science as "the
look at or manner of discovering and establishing facts or evidence in court docket." proving and/or
rebuilding a criminal offense scene. In keeping with the definition of forensics, the process of imparting
facts about computer systems to a court docket in a legally desirable manner, identifying, and
accumulating, storing, analyzing and imparting facts approximately computers.

Recently, computer forensics has been divided into many overlapping fields, forensic forensics, records
forensics, system forensics, community forensics, electronic mail forensics, community forensics, forensic
analysis, company forensics, energetic forensics. Etc.

Network forensics is the have a look at of what befell and how. Device forensics is achieved on a
standalone gadget. Community forensics includes gathering and analyzing community events to discover
the source of a safety assault. The identical approach applied to the net is likewise referred to as internet
forensics.
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Facts forensics focuses especially on the evaluation of unmodified and unmodified data. Active forensics
is ongoing forensics and the possibility to collect capability proof on an active and ongoing basis. E mail
forensics makes use of one or extra emails as evidence in a forensic research.

(A) Research methodology

1. Method of research

Handiest theoretical research and analysis will observe. Many guides, journals, felony files and legal
files will now be used for research and making plans paintings. This newsletter will use number one
and secondary facts. Important documents consist of numerous legal guidelines, policies, judicial
selections of diverse countries and global conventions. Researchers will use secondary facts together
with books, various national and global journals, articles and information available on the net.

2. Research question

e Is acyber forensics investigator violating privacy rights?

e Are there adequate laws for cyber forensics across the country?

e Are there any solutions and suggestions for building a better cyber forensics industry in India?
3. Hypothesis

Laws and regulations for Cyber forensics and cyber security, Cyber security in India by coordinating the
city in Iberian forums and cracking the Cyber.

4. Aims and objectives
e Study Cyber Forensics
e Understand current trends and trends in digital forensics and cyber security in India

e Understand and analyze loopholes and cyber forensics and cyber security laws in Indian
Parliament, Police and Judiciary.

(B) History of Cyber Forensics

Till the late Nineties, so-called network forensics changed into often referred to as "computer forensics".
The first cyber forensics specialists were law enforcement who has been computer savvy. In 1984, the
FBI's computer analysis and reaction team (CART) have become operational within the USA. A yr later,
the Metropolitan Police in England, underneath the leadership of John Austin, set up a laptop crime unit
known as the Fraud Squad.

Good sized modifications happened within the Nineties, Investigators and provider employees in uk law
enforcement as well as out of doors specialists recognize that cyber forensics (like any other profession)
requires systematic strategies, tactics and processes. These laws do now not exist out of doors of unofficial
hints, but they urgently need improvement. In 1994 and 1995 a conference on the Police Academy in
Bram Shill turned into first convened with the aid of the serious Crimes and countrywide sales provider
during the United Kingdom's present day approach to cyber forensics.
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(C) Overview of Cyber Forensics

Cyber forensics is used to help investigate cybercrime or identify direct evidence of computer crimes. The
concept of cyber forensics dates back to the late 1990s and early 2000s. The legal community, law
enforcement, policy makers, business, academia, and government all have to do with CF. Cyber forensics
is often used in criminal law and private investigations. It is always associated with criminal law.

It must have very strict standards to withstand court scrutiny. Since the courts will not recognize software
tools such as Encase, Pasco and Ethereal as evidence, it has become the place of investigation because
human witnesses are important. Cyber forensics is useful to many professionals around the world,
including the military, the private sector, and business, education, and law. These managers have many
needs such as data protection, data collection, mapping, extraction, querying, normalization, analysis and
reporting. Bookmarks, cookies, network hits, etc., for all professionals working in new network forensics.
It is important to have a good glossary of terms such as is used alike across professions and industries.
International guidelines for cyber forensics, related key concepts and tools, are contained in the Cyber
Forensics Domain Handbook.

The purpose of cyber forensics is the science of analyzing digital evidence of investigations to make
decisions. Examples of cyber forensics investigations include illegal computer use, child pornography, and
cyber terrorism. The field of cyber forensics has become an important area of research because:

e Forensic techniques allow administrators to detect errors
e Penetration testing is required to prevent cybercrime

e Change detection is possible through forensic work.
(D) Cyber Crime

We are able to outline "cyber crime" as any crime or other crime regarding any tool or net or both or more
than digital communications or data.

The word "cyber crime” was first coined with the aid of sussman and heuston in 1995. To be defined in an
unmarried definition, it could quality be idea of as moves or writing habits. Those movements are based on
influencing the perpetrators' computer statistics or systems. These are crimes in which virtual gadgets or
records are the means or the goal, or both.

Cyber crime is also known as electronic crime, pc crime, digital crime, legal crime, statistics age crime,
etc. Also known as. In easy phrases, we are able to outline "cyber crime"” as a crime that takes area thru
digital communication or facts. Those crimes are crook activities regarding computers and networks. Due
to the improvement of the net, cybercrime activities are growing, because the frame of the criminal does
not have to violate the law. A different function of cybercrime is that it cannot directly communicate with
sufferers and perpetrators.

Cybercriminals frequently choose to operate in countries in which there are no or susceptible cybercrime
legal guidelines, reducing the threat of research and prosecution. It's far broadly believed that cybercrime
is devoted simplest in cyberspace or at the internet. The twenty first century also presents new
developments in laptop crime and cybercrime. The first decade of the new millennium has been ruled by
new crook strategies inclusive of “phishing” "botnet attacks” and new technologies inclusive of "voice
over ip (voip) conversation” which might be hard for police to decipher and inspect. And "cloud
computing” modified not simplest the manner but also the effect. Attacks elevated as competitors had been
able to perform their attacks.

States, nearby and worldwide companies have addressed the growing assignment and prioritized the fight
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in opposition to cybercrime.

Il. KINDS OF CYBER CRIME

Some major kinds of cyber-crimes are as follows:

A. lllegal Access (Hacking, Cracking)

The offense that is depicted as “hacking “usually it alludes to unlawful get to a pc system, one in all most
pro laptop-related crimes, Taking after the development of laptop structures (specially the net), this
wrongdoing has ended up a mass phenomenon. Hacking offenses contain breaking the secret phrase of
password-blanketed websites and circumventing secret word guarantee on a pc gadget. But acts associated
with the term “hacking” furthermore incorporate preliminary acts inclusive of the utilize of defective
equipment or pc program execution to wrongfully get a mystery word to enter a computer framework
putting in “spoofing” web sites to shape clients unveil their passwords and introducing device and
software program-based totally key logging strategies (e.g. “key loggers”) that document each keystroke —
and consequently any passwords utilized at the laptop and/or device.

B. Erotic or Pornographic Material (Excluding Child Pornography)

Sexual content is one of the first products to be marketed at the internet that is useful to shops of erotica
and pornographic images, inclusive of:

e Store for media (including pictures, videos, and stay streams) without the price of transportation.
e Visits global, attaining extra customers than shops;
e Insociety's view, the net is normally visible as an anonymous medium used by purchasers.

e Many nations criminalize pornography and pornography to various ranges. A few nations protect
minors by permitting adults to proportion pornographic material and proscribing minors' unlawful
get admission to such cloth. Research suggests that children's exposure to porn can negatively have
an effect on their development. An "adult Verification system" has been created to comply with
those requirements. Different countries have also criminalized grownup pornography without
targeting particular corporations together with youngsters.

C. Child Pornography

These days, the internet is used as a common place tool for child abuse. Kids are sufferers and sufferers of
cybercrime. Pc and net have become a need in every family and youngsters can without difficulty get
admission to the internet. There may be also easy access to pornographic content material at the internet.
Pedophiles trap children by means of distributing pornographic pix, then try to have intercourse with them
or take pornographic snap shots of them, including in the course of intercourse.

Once in a while pedophiles technique youngsters in chat rooms via pretending to be young adults or
similarly aged kids and begin to befriend and accept as true with them. The pedophile will then slowly
start a communication to unfasten the kid from his sexuality and invite him for a personal speak. Then he
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started out exploiting the youngsters by way of giving them some cash or refusing the best opportunities in
lifestyles. They then sexually exploit youngsters, both as an intercourse product or by using taking nude
images to promote online.

D. Cyber Stalking

In general, harassment can be defined as harassing the victim, such as calling the victim, making phone
calls, damaging the victim's property, leaving goods or writings. Bullying can take the form of violent acts,
such as physical abuse of the victim. Cyber harassment is when cybercriminals use Internet services to
repeatedly harass or threaten victims. The tracker includes the victim's name, family history, phone
number, etc. collects all personal information such as the stalker can be an acquaintance of the victim or a
stranger to the victim.

Anyone who knows the victim can easily access this information. If the victim is an unrelated person, they
will collect information from online sources such as various personal information, information that the
victim voluntarily collects when opening a chat or email account, or information collected when
registering. For some kind of account. Websites and victim phone, e-mail, etc.

E. Steps Involved in Cybercrime Investigation

Within the time of computerized India, a part of innovation and numerous advancements are taken put and
numerous modern developments are still beneath prepare. With this expanding innovation, the violations
related to innovation are moreover expanding. Numerous cases are enlisted under IT Act 2008 conjointly
got corrected in 2010. A few of the cases enrolled are information robbery, hacking, unauthorized get to,
erotica, mental property robbery, cyber fear based oppression, infections and numerous. Cybercrime gets
to be a huge danger to the commerce, national security and for the common man. The taking after are the
method of cybercrime examination methodology.

1. Questioning

Attempting to collect the data approximately the wrongdoing, why it has done who committed and how
to go before the investigation.

2. Gathering Information
By checking web cameras, wire taps etc., in some cases the prove is collected from the hacker’s computers
also

3. Computer Forensics

After the method of addressing and information gathering, e scientific instruments are utilized to gather the
evidences. The collected confirmations ought to be kept up carefully since it has got to be delivered in
court. Strategies of cybercrime investigation:

e Searching who is
e Tracking IP address

e Analysis of web server logs
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Tracking of email account

Trying to recover deleted evidences

Trying to crack the password

Trying to find out hidden data a computer forensic investigator should follow some of the
investigation methodologies in order to find out the truth.

They have to be taking after a few procedures to discover out the truth. One ought to assemble the
confirmations without influencing the chain of guardianship of the confirmations. Once the prove is
accumulated, one ought to keep up the first information securely and ought to work on the copy
information. Information integrity should be kept up by the measurable agent. Scientific examiner ought to
take after the taking after steps in exploring the cyber legal cases. The method of examination ought to not
demolish the notoriety of the examiner conjointly the notoriety of the organization.

I1l. ROLE OF CYBER FORENSICS IN CYBER-CRIME INVESTIGATION

As cybercrime will increase, there may be an urgent want for forensic cyber professionals in all business
models and, more importantly, regulation enforcement who depend on forensics to locate cybercriminals.
Cyber Forensics Investigators are experts in investigating encrypted information using a ramification of
software program and equipment. Investigators will use extraordinary technology in the future depending
at the sort of cybercrime they're handling. Jobs for cyber researchers include convalescing deleted files,
cracking passwords, locating assets of security breaches, and greater. After the evidence is amassed, it's far
saved and interpreted for in addition research in court docket or through the police.

The cause of cyber forensics is to accumulate evidence in its uncooked shape for investigative techniques
to reconstruct past activities.

IV. RIGHT TO PRIVACY IN CYBER FORENSICS AND CYBER SECURITY

On the subject of the development of cyber forensics in India, there is no regulation regarding this factor of
forensics. This may be due to the fact the era is still in its infancy in India. There are not any policies
regarding cyber forensics, so if a person wants to grow to be a cyber forensics professional, they handiest
need to finish a cyber forensics certification direction upon graduation. There may be no regulatory frame
for cyber forensics in India. The principle use of forensics in India is to make sure fairness and solve
complicated cases, so it is important to have a regulatory frame to check whether human beings in this
industry are sufficiently certified to do the activity.

In popular, courts should depend upon records and proof received through research of digital media. That
is because the majority now has get admission to the internet, which has extended the wide variety of
digital media associated crimes. For instance, if a female is blackmailed in the Messenger app, the most
effective great manner to testify in courtroom is to offer proof, which in this example is normally in virtual
shape.
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The proper to privacy is a fundamental right assured via Article 19 of the Indian charter. There may be a
capability for breach of privacy when supplying electronic information to research analysts.

This makes feel, for the reason that forensic investigators need get admission to any facts which can help
music the suspect in order that the sufferer can get justice. However often, investigators get all the
information that isn’t beneficial or applicable to the case, now not the information they want. They're used
for other functions. Consequently, the hazard of personal use is continually found in cyber forensic
investigations.

This will be just like the Aadhar Card issue in which UDIAI collects all information from Indian citizens
on behalf of the government.

Therefore, if an unauthorized individual obtains a PIN, password, username or different statistics asked by
means of the research analyst, it will not be clean for them to manipulate the account and use it for crime.
So, in a manner, we can say that if the forensic professional has get right of entry to split files that aren't
essential for the case in query, then she or he have to be located beneath the custody of the breach of
privacy. India wishes some regulatory our bodies to have a few practices and certifications for forensic
investigators. The code of behavior can also cope with violations of the privacy of individuals whose lives
can be laid low with the disclosure of confidential data.

International organizations were set up to control cyber forensics.

The government of India and the forensic enterprise can undertake the code of behavior of these agencies.
This can help accelerate the quest procedure. One such employer that the Indian forensic enterprise ought
to work with is the global Society of computer Forensic remedy (ISFCE). Its miles one of the most well-
known organizations in the cyber forensics enterprise. To become a licensed forensic investigator, a person
should skip an exam and obtain a certification from the agency.

Its certificates are diagnosed in many elements of the sector.

Cybercrime is also systematically cited within the national treaties of the Council of Europe Crime
convention. It's far a multilateral settlement that addresses the issues of cybercrime and privacy violations.
In addition, it objectives to harmonize and balance the stairs of amassing cyber forensic evidence in
cybercrime and offer robust policies and policies to guard character privateness rights. The signatories
installed criminal concepts, principles and techniques and facilitated worldwide cooperation within the
investigation of worldwide cybercrime.

The main purpose of this agreement is to protect information technology and penalizes violation in the
following cases:

e Accessing a computer without authorization or using in excess of authorization.
¢ Blocking data without authorization
e Interfering with the data without permission

e Interfering with a system without any authority or permission
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e Misusing devices.

Similarly to the above agreements, there are different bilateral agreements that defend the rights of
individuals concerning cyber forensics. US-India Cyber-actual-Correal-Ester native (US) India Cyber
members of the family Framework US-India Cyber Framework.

V. CHALLENGES FACED BY CYBER FORENSICS

It doesn't rely how essential a generation or machine is. Usually the equal trouble. Likewise, maintaining
files or facts for evidential purposes is useful for the courts, however then again, there can be specific
makes use of and human intervention for the gathering of this facts. Some boundaries are: Some
browsers save WWW pages to disk because it saves the text but does not affect the display.

e There may be differences between what is displayed on the screen and what is recorded on the disc.

e The process used to store a particular file may not have a separate label for when and where it was
retrieved. Such information can easily be forged or altered.

e The system often has trouble finding the last page retrieved. If you study the entire series, it is more
difficult to determine which is later and which is earlier.

e Many ISPs use name servers to speed delivery of popular Web pages. Therefore, the user may not
know exactly what their ISP is getting from a particular website.

VI. CONCLUSION

Computer system will play an important role in the coming years. We could not paintings in our daily life
without computers. Therefore, the increase in technology may also lead to an increase in crime. Cases of
cybercrime need to be carefully monitored to know the truth. The training of police and judges is very
important.  India needs to make progress in  the fight against  cybercrime.

VII. SUGGESTIONS

There have to be a humane procedure of prosecuting laptop crimes with a purpose to solve the hassle of
struggle. It has to be ensured that the gadget imposes excessive consequences for pc crimes and computer
crimes and stops others from committing crimes. Maximum crimes committed underneath the records era
Act are actually prison and may be punishable via up to three years in prison.

This penalty should be added to a word that changes the definition of computer criminals who commit
almost the same and similar crimes. A separate office should be organized to efficiently speed up and save
computer data. Through cyber judges, officers can prove their expertise in cybercrime.
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The following are recommended strategies:

e Internet security to be tightened

e Encryption technology to be used

e Intrusion detection systems to be used

e Cyber forensic lab should be get established in all the police stations
e Establishment of cyber courts for handling cyber-crime cases.

e Educating the public on cyber-crimes cases

e Motivating cyber-crime victims for registering complaint against the criminals.
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