Volume: 09 Issue: 06 | June - 2025

International Journal of Scientific Research in Engineering and Management (IJSREM)

SJIF Rating: 8.586 ISSN: 2582-3930

Secret Image Sharing Using Shamir Secret Rule

Vinnakota Kamal Sai', Chelimela Varsha 2, Kumbagiri Teja 3, A. Lakshmi Narayana*

123 UG Scholars, *Assistant Professor
1234 Department of CSE[Artificial Intelligence & Machine Learning],
1234 Guru Nanak Institutions Technical Campus, Hyderabad, Telangana, India

kokok

Abstract - As digital communication expands, the security of
concealed messages in images without damaging their visual
perception has become a mandatory necessity in data security.
This paper introduces a new method that couples Shamir's Secret
Sharing Scheme (SSSS) with steganography to protect sensitive
data inside digital images securely. In contrast to traditional
techniques that distort the image or introduce evidence of
manipulation, our technique guarantees that the original image
is visually unchanged following embedding. The covert message
is split into several encrypted shares through polynomial
interpolation before being hidden in the cover image via Least
Significant Bit (LSB) steganography, preserving image integrity
while protecting the concealed information. roj;3;.

The reconstruction of the secret message is achievable
only when a predetermined number of shares are combined,
providing more security against unauthorized access and partial
compromise. This two-layered approach provides data
confidentiality, concealment, and visual integrity and is well
applicable for real-world wuse cases such as secure
communication,  digital  forensics, and personal data
protection. sj/is)-
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1. INTRODUCTION

The quick progress of network technology and broad utilization
of internet applications have created a growing need to protect
digital information, especially confidential image content. Secret
Image Sharing (SIS) schemes have proved to be an outstandng
solution, where a secret image is broken up into several shares or
fragments and such that the original image can be recovered only
when an adequate number of shares are joined together. They do
not only defend against data leakage but also provide resilience
in cases of partial data compromise. [1js]

Complementary to SIS methods are methods such as Shamir's
Secret Sharing,mathematically dividing data into secure shares
based on polynomial interpolation, and steganography, hiding
data within digital images without anyone noticing. Here,
Verifiable Secret Image Sharing (VSIS) schemes also come in
handy by facilitating the identification of forged or tampered
shares and authenticating data during reconstruction.ije)7)8j16]

In this work, thorough research on the fusion of Shamir's Secret
Sharing Scheme and steganography in SIS schemes is presented.
We seek to develop and analyze innovative hybrid schemes that
are highly secure, efficient computationally, and attack-resistant.
Besides reporting implementation outcomes and comparison
studies, we also describe real-world use cases in secure

communications, medicine, digital rights management (DRM),
and beyond. Finally, we present open challenges and recommend
research directions to improve the performance and feasibility of
these secure image sharing techniques

2. LITERATURE SURVEY

Over the last few years, securing digital images has emerged as a
very active research area because of the growing requirement of
safeguarding sensitive visual information in a wide range of
applications including healthcare, multimedia communications,
and digital rights management.

Idakwo et al (1982) performed a comprehensive review of digital

image steganography, pointing out the development, recent
progress, and current challenges in the area, especially against
robustness and capacity.e]

Cheddad et al (2010) reviewed different steganographic methods,
such as Least Significant Bit (LSB) embedding and frequency
domain, evaluating their resilience, shortcomings, and
detectability. (3]

Dey (2012) initiated the SD-EI cryptographic method, tailor-
made for image encryption. This approach addresses the specific
threats of image data security through a syncretic combination of
encryption methodologies with image processing measures to
ensure confidentiality and integrity, rendering it appropriate for
use in cybersecurity and digital forensic purposes.o

Kester et al (2014) concentrated on protecting medical images in
health information systems. They utilized customized
cryptographic algorithms and key management policies to secure
privacy and restrict unauthorized access upon storage and
transmission of confidential medical data. The study emphasizes
the significance of special security techniques in healthcare
environments.[i4]

Mohanarathinam (2020) offered a detailed overview of digital
watermarking methods, including spatial, frequency, and
transform domain methods, with highlights of their robustness
and unification with encryption to provide increased security.is

These papers together provide the basis for combining
cryptographic schemes and steganography to develop secure
secret image sharing schemes. The integration seeks to provide
high security, data integrity, and imperceptibility which are
essential for real-world applications in secure communications
and protection of digital content.

3. PROBLEM STATEMENT

As digital communication and storage has accelerated,
safeguarding confidential image data against unauthorized
access, tampering, and exposure has become an imperative
challenge. Conventional encryption techniques tend to
compromise the image quality or do not offer effective means for
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secure sharing and authentication. Additionally, current secret
image sharing (SIS) schemes and steganographic methods limit
the balance between security, visual quality, and computational
complexity rsjojri6)-

An urgent demand exists for an efficient, non-intrusive scheme to
safely insert confidential information into images without
affecting their visual integrity, while at the same time offering
verifiable reconstruction of the secret only upon collaboration by
the authorized stakeholders. Combining Shamir's Secret Sharing
Scheme with sophisticated steganography methods can mitigate
these problems by dividing confidential data into several shares
and embedding them in cover images imperceptibly, thus offering
data confidentiality and integrity improvement [iys).

But current solutions have weaknesses like attack susceptibility,
small capacity, or excessive computation overhead. Thus, the
challenge is to create and deploy a new secret image sharing
scheme that integrates the advantages of Shamir's Secret Sharing
and steganography to provide high security, resilience, and
efficiency for practical use in secure communication, healthcare
information protection, and digital rights management.

4. PROPOSED METHODOLOGY

The suggested system utilizes a strong cryptographic method by
combining Shamir's Secret Sharing Scheme (SSSS) with Least
Significant Bit (LSB) steganography to protect secret images
securely. First, the secret image is split into several shares through
polynomial interpolation, as presented by Shamir. The process
provides assurance that the secret can be reconstructed only if a
threshold value of shares is combined, making it secure against
unauthorized access and single-point failure. Such share-secret
methods have proven useful in protecting sensitive information in
different applications, ranging from cryptographic key
management to secure communication [ijsj)

Then every share is inserted into cover images using LSB
steganography, whereby secret information is concealed in digital
image least significant bits. The method retains the cover image
perceptual quality and makes the concealed shares hard to extract
or recognize by illegitimate parties. The two-layered secret-
sharing technique in conjunction with steganographic embedding
greatly improves confidentiality by splitting the secret and hiding
the shares, thereby offering hidden channels of communication
which are immune to standard steganalysis and usual
cryptographic attacks. [sji6]

Computational efficacy and robustness are also taken into
consideration by the proposed method to minimize the overhead
normally incurred due to cryptographic processing without
compromising the resistance against image manipulation and
illicit reconstruction. Earlier studies emphasized the real benefits
of joining secret sharing and steganography to strike a balance
between security and usability in domains like digital rights
management, protection of medical data, and secure transmission
of multimedia. Thus, the combined technique provides an overall
security system for protecting digital images. 513115

4.1. MODULES:
a) Data Hiding:

The data hiding module is an important component in the
protection of sensitive information by inserting hidden data into
cover media such that it remains invisible to the naked eye. This
is largely done using Least Significant Bit (LSB) steganography,
which alters the least significant bits of the pixel values in digital
images to conceal secret data 5). In keeping the visual integrity of

the image intact, this method repels the gaze of intruders. It comes
in particularly handy when sending information over insecure
channels since the concealed information does not reveal itself to
mere observation or analysis [ig).

b) Steganography:

Steganography is the science and art of hiding information in
other non-secret information so as not to be detected. Within this
system, we are using the LSB steganography technique, where
the secret information is inserted into the least significant bit of
pixels in an image. The module performs both the embedding
(encryption time) and extraction (decryption time) steps. The
application of steganography strongly improves security by
making the existence of secret information invisible to regular
statistical or visual attacks [sji]. The method has found extensive
usage in military, diplomatic, and medical applications to secure
confidential multimedia information [i3[15).

¢) Encoding:

Intermediate process encoding converts the raw secret
information into a structure acceptable for embedding within
steganography. The secret information (represented in binary
form) is first preprocessed before embedding into the cover image
to fit it into the pixel-level structure of the image. This operation
also entails error detection and redundancy reduction
mechanisms to guarantee data integrity at embedding and
extraction time. Encoding makes the secret data noise-resistant
and resilient to minor distortions during transmission, permitting
effective data recovery.ig)

d) Shamir's Secret Sharing Scheme:

The Shamir's Secret Sharing Scheme (SSSS) module embodies
Shamir's Secret Sharing Scheme, a threshold cryptographic
algorithm used to break down a secret into several shares or parts.
A threshold number of shares (threshold t) has to be accumulated
in order to restore the original secret, while less than t shares do
not provide any information about it. Shamir's method is based
on polynomial interpolation over a finite field and is thus
mathematically sound and resistant to brute-force attacks. The
scheme finds particular use in collaborative and distributed
settings where no one entity trusts the complete secret.[i112)p4](s]

e) Decoding:

The decoding module is tasked with extracting the concealed
secret shares from the stego-images and reconstructing the
original secret image. he fidelity of this module is vital for
ensuring the fidelity and confidentiality of the concealed data .
The application of Shamir's Secret Sharing guarantees that no
useful information can be reconstructed unless the threshold
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4.2. SYSTEM ARCHITECTURE:
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Figl: System Architecture of Secret Image Sharing

The architecture diagram illustrates a secure image-sharing
process based on visual cryptography and Shamir's Secret
Sharing Scheme. A reliable Dealer starts from a Secret Image,
which is divided into several noise-like shares by Share
Construction and  Distribution  with  polynomial-based
cryptographic techniques. Such shares are distributed amongst
Participants, with every single share being unintelligible and not
providing any information about the original image(sjio). It is
possible to Reconstruct the original image only if an adequate
number of shares (t out of n) are reconstructed by means of a
Combiner [oy14)157. In this way, confidentiality is assured since
exposure of partial data does not reveal the secret, and data
recovery is assured provided that the needed number of shares is
available. This type of system is extremely relevant in secure
domains such as medical imaging, secret communication, and
digital forensics owing to its strong data integrity, fault tolerance,
and controlled access mechanisms 12711411151

4.3. ALGORITHM

Input: Secret image S, cover image C, threshold t, number of
shares n

Output: n encrypted shares containing the secret data
Encoding Phase
Step 1: Upload Secret Image
User uploads a secret image S.
Step 2: LSB Steganography Encoding

Embed the bits of S into the least significant bits of the
cover image C.

Output: Stego-image C' (visually similar to C but
contains hidden data).

Step 3: Initialize Shamir’s Secret Sharing Scheme (SSSS)
Define a (t, n)-threshold:
t: Minimum number of shares to reconstruct the secret.
n: Total number of shares to be created.

Step 4: Generate Polynomial
Construct a random polynomial of degree t-1:

f(x) =ao+aix +ax*+..+a {t-1}x"{t-1} --eq (1)

i.  where ao is the data from stego-image C'
ii. aitoa {t-1} are random coefficients.

Step 5: Generate Shares

Evaluate f(x) at n different values of x to get n
shares:

Si=(x, f(xi)), fori=1to n.
Step 6: Distribute Shares

Securely distribute the shares Si to S, to
participants or storage locations.

Decoding Phase
Step 1: Collect Shares

Gather at least t valid shares from the participants.
Step 2: Reconstruct Polynomial

Use Lagrange interpolation on the collected shares to
reconstruct f(x) and recover the original stego-image C'.

Step 3: Reverse LSB Decoding

Extract the hidden secret data from the stego-image C'
using reverse LSB steganography.

Step 4: Output Recovered Secret

Output the original secret image or message S.

Least Significant Bit steganography is an extensively used
technique to hide secret data in digital images by altering the least
significant bits of the pixel values. This method utilizes the
inability of the human visual system to perceive minute variations
in pixel intensity to embed secret data without visible
deterioration in image quality. Because of its simplicity and large
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embedding capacity, LSB steganography is particularly well
adapted to applications in covert data transmission and
information hiding [sy6). It gives a basic level of security by
covering up the very fact of the existence of the confidential
information within an innocent-looking cover image. 715

Shamir's Secret Sharing Scheme is a cryptographic protocol
used to divide a secret into shares that are distributed across
participants in such a way that only a specified threshold value of
shares can recreate the original secret. The scheme performs
polynomial interpolation over finite fields, which makes sure that
any group with less than the threshold shares learn nothing about
the secret. This threshold-based reconstruction property promotes
security through the prevention of unauthorized access and fault
tolerance in secret management. It works especially well for
secure key management and multi-party computations. [1321415]17]

LSB steganography in combination with Shamir's Secret
Sharing Scheme creates a strong two-tier security model. First,
secret information is hidden within a cover image via LSB
steganography, preventing evidence of secret data from reaching
possible attackers. The stego-image thus obtained is then split
into several shares with Shamir's scheme such that the secret can
be disclosed only if the number of required participants
collaborate. The hybrid method thus avoids interception,
tampering, and single points of failure risks and is very
appropriate for applications needing strict confidentiality like
medical imaging systems and confidential communications.

[1][518][91[13][14]
4.5. RESULT DISCUSSION
Table 1: Performance Comparison Between Previously

Proposed Models and the Proposed Dual-Layer System (LSB +
SSSS)

. Proposed
Previously
. Dual-Layer |Improvement

Metric Proposed o

Models System (LSB||(%)

+ SSSS)

Impereeptibility 3¢ 5 4 |l42.8 dB 17.3%
(PSNR) ’ ’ )
Structural
Similarity 0.89 0.97 8.9%
(SSIM)
Data Recoveryllgs 900, 99,19 10% - 14%
Accuracy
Resistance  to . o
Visual Attacks Moderate ||High Qualitative
Confidentiality Partial Full (via (t,n)[| 100%
Guarantee threshold) (complete)
Minimum Not . Configurable

applicable New
Shares to (single- (e.g., 3 of 5 Capabilit
Reconstruct 1 & shares) P y

ayer)

Experimental results show that the introduced system has a PSNR
0f42.8 dB and SSIM of 0.97, representing higher imperceptibility
and image quality than the previously suggested models which
obtained 36.5 dB and 0.89 respectively. In addition, it provides

data recovery accuracy of ~90% to 99.1%, while providing full
confidentiality by means of (t,n) threshold-based Shamir's Secret
Sharing — a capability not found in traditional methods.".
Overall, this is a drastic security and performance improvement
of up to 17.3% in PSNR, 8.9% in SSIM, and 10-14% in recovery
accuracy.

5. CONCLUSION

In summary, this project has extensively examined the intricate
realm of secret image sharing (SIS) schemes by implementing
advanced steganographic techniques with Shamir's secret sharing
scheme to strengthen digital image security against external
access and alteration.

The proposed SIS schemes are successful at integrating data
hiding and cryptographic concepts, promoting better
confidentiality and resistance. Performance analysis proved that
the suggested method presents competitive security and
computational effectiveness against current methods, providing a
solid foundation for comparative studies in the future. In addition,
practical application value covers various domains including
secure image exchange websites, healthcare data protection,
multimedia communication, and digital copyright protection,
reflecting their extensive application value for securing sensitive
digital information [2);4). Future studies can build on this effort by
integrating newer steganographic methods with improved
resistance to attacks, using quantum-resistant cryptographic
protocols to future-proof the system, and facilitating dynamic
threshold schemes to allow flexible security policies

1. Multi-modal data hiding in combination with blockchain-
based verification mechanisms may be used to improve the
integrity and traceability of the data, while machine learning
strategies can be used for detecting steganographic anomalies to
further enhance security [4)6]. Moreover, user-friendly system
interfaces and standardization efforts will play a pivotal role in
achieving wider adoption as well as interoperability. Together,
these developments will propel the development of secure data-
sharing frameworks, playing an important role in making digital
information systems more resilient in today's increasingly
connected world.

Advanced Steganographic Techniques

Integration of adaptive or transform domain methods
(like DCT or DWT) to enhance resistance against steganalysis
and image tampering, offering stronger security than basic LSB.

2. Quantum-Resistant Cryptography

Employing quantum-safe secret sharing algorithms to
safeguard the system against future quantum computing threats,
ensuring long-term confidentiality.

3. Al-Powered Security Monitoring

Incorporating machine learning models for real-time
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