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Abstract - Now a days cloud storage is used to
store big data and provide a storage platform for
businesses and individuals and also with cloud
storage system user can store and access data
remotely. It avoids the commission of a large
number of users to manage and purchase software
and hardware. In cloud storage, key disclosure is
one of the security issues. In a commonly used
cloud storage system, Electronic Health Records
(EHR), Military information contains sensitive
information, and this sensitive information can be
exposed when sharing cloud files. Using encryption
techniques, file sharing is hidden from other users.
To solve this type of problem, we propose remote
data integrity auditing techniques; this system can
hide sensitive information when sharing data in the
cloud. To do this here, we use sanitized to sanitize
data blocks that are considered sensitive file
information and then convert those block signatures
to valid ones for sanitized files. Signatures are used
to verify the integrity of the sanitized file in the
integrity audit phase. These techniques are able to
secure cloud file storage and sharing as well as hide
sensitive information. This technique is based on
Identity Based Cryptography.

KeyWords: Cloud computing, Storage, Data, Hospital
Management, Encryption, Remote Data, Sanitizer,
identity based.

1. INTRODUCTION

With a large amount of data, it is burdensome
for users to store data locally. Thousands of
organizations and individuals want to store data in
the cloud. Cloud data storage is damaged or lost
due to hardware failure, human error, and cloud
software failure. Several data integrity auditing
schemes have been proposed to verify that data is
secure and properly stored in the cloud. Encrypting
the entire shared file can realize the hiding of
sensitive information, but it will make it impossible
for others to use the shared file. How to implement
data sharing with sensitive information hidden in
remote data integrity auditing has not yet been
explored. To solve this problem, we propose a
remote data integrity audit scheme that implements
data sharing with sensitive information hidden in
this document. In this scheme, sanitization is used
to sanitize data blocks corresponding to sensitive
file information and transforms the signatures of
those data blocks into ones valid for the sanitized
file.

Cloud storage introduces some new security threats
to data owners. Many cloud users would not want
to use cloud storage due to serious security
concerns. The primary concern of cloud users is the
integrity of their outsourced files. There are several
factors that can lead to data corruption. First, cloud
service providers are not fully trustworthy. As a
result, for monetary reasons, the cloud service
provider may delete data that is rare or has not been
accessed in order to save space for storing
additional files for charging additional expenses.
Second, stored data could be corrupted due to cloud
server failure, management errors, or adversary
attacks.
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Figure 1. System model.

The objective of the proposed work is to achieve
data sharing with sensitive information hidden in
remote data integrity auditing and to propose a new
concept called identity-based shared data integrity
auditing with sensitive information hiding for
secure cloud storage. In such a system, sensitive
information can be protected and other information
can be made public. This makes it possible for a file
stored in the cloud to be shared and used by others
under the condition that sensitive information is
protected, while remote data integrity auditing can
still be performed effectively. Design a practical
identity-based shared data integrity audit scheme
with hidden sensitive information for secure cloud
storage. Sanitizer sanitizes these blinded data
blocks into a uniform format and also sanitizes data
blocks corresponding to the organization's sensitive
information. It also transforms the matching
signatures into valid ones for the sanitized file. This
method not only implements remote data integrity
auditing, but also supports data sharing under the
condition that sensitive information is protected in
cloud storage. To the best of our knowledge, this is
the first scheme with the above features. In
addition, our scheme is based on identity-based
cryptography, which simplifies the complex
certificate. The result shows that the proposed

scheme achieves the desired security and
efficiency.
Il. RELATED WORK

Lei Zhang et.al [1] author designed a survey on
shared data on secure data storage. An effective
public auditing solution is used that can

simultaneously maintain identity privacy and
identity  traceability =~ for group  members.
Specifically, the new cloud data sharing framework
is designed for shared cloud data supporting
identity privacy and traceability. A group manager
is introduced to help members generate
authenticators to protect identity privacy, and two
lists are used to record members making final edits
on each block to achieve identity traceability. In
addition, the scheme also achieves data privacy
during the generation of authenticators using a
blind signature technique.

Cong Wang et.al [2] presented a survey on secure
cloud storage: Enabling public auditability of cloud
storage is essential so that users can turn to a third-
party auditor (TPA) to check the integrity of
outsourced data and be worry-free. In order to
safely implement an effective TPA, the audit
process should not introduce any new vulnerability
in user privacy and should not create any additional
online burden for users. A secure cloud storage
system supporting privacy-preserving public audit
IS proposed.

J. Yu and H. Wang [3], the author develops strong
key exposure resistant auditing for secure cloud
storage. key security is one of the critical issues in
cloud storage auditing. In this paper, They define
the definition and security model of this new kind
of cloud storage audit.

Y. Zhang, J. Yu, R. Hao, C. Wang, and K. Ren [4]
propose a repository auditing scheme in this paper.
Using this scheme, highly efficient user revocation
can be achieved independently of the total number
of file blocks the revoked user has in the cloud.
This is achieved by key generation and a new
private key update technique. If the authenticators
are not updated, data integrity auditing of the
revoked user can still be performed correctly.

Wei X et.al [5] proposed application scheduling in
mobile cloud computing with load balancing. In
this paper, a modern web application is designed to
help in providing multiple services deployed
through complex technologies. Shen W et al. [24]
proposed a simple and secure privacy-preserving
cloud audit scheme for group users. This scheme
helps to reduce the computational load on the user
side. Wang B et.al [8] proposed a public audit of
shared data with effective user revocation in the
cloud, where a third-party auditor is used to store
data and provide user authorization.

Shen W et.al [6] conducted a survey on cloud
storage auditing. It allows the user to store their
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data in the cloud, which ensures high security. Fu A
et.al [19] proposed a new privacy-aware public
auditing scheme for cloud data sharing with group
users. To ensure the integrity of the shared data, a
third-party scheme has been proposed. The
proposed scheme, a holomorphic true group
signature, ensures that a group user can track data
changes through a specified binary tree and recover
the last correct data block when the current data
block is corrupted.

Sundaraj, V et. al [7] proposed an optimized
denoising scheme using an opposition-based self-
adaptive learning PSO algorithm for a wavelet-
based ECG signal denoising algorithm. Since the
ECG signal is a very challenging task, many
researchers have reported various methods to
denoise the ECG signal in the past year. In this
paper, an optimized thresholding mechanism for
wavelet-based medical signal noise reduction is
proposed.

111 ALGORITHM USED

Path tracing is a graphical method of plotting routes
data navigation taking place in the network so that
global illumination is true to reality. This algorithm
integrates all data accumulation reaching a single
point on the object's surface. This the accumulation
is then reduced to sub paths based on different
access points at different intervals.

The following items were visualized within this
module:

1. Number of total packet reads (in bytes) since the
last server start

2. The last packets loaded in a certain interval
(Loading data bytes)

3. Number of total enrolment on packages (In
number of bytes) since the server was last started

4. The last packets are written at a certain interval
(data loading bytes)

5. Connection directed from the last server starts at
certain interval (data loading bytes)

IV. THE PROPOSED SYSTEM

Here are considering using this idea in the
area of sanitation signature to sanitize sensitive
information file by introducing an authorized
disinfectant. However that is infeasible if this
sanitization signature is used directly remote data
integrity audit. First, this signature in is constructed
based on chameleon hashes. However, a many
chameleon hashes exhibit a key exposure problem.

On to avoid this security issue requires the
signature used in strongly unforgivable chameleon
hashes, which will be inevitable incur huge
computational costs. Second, the signature used in
does not support blockless verifiability. That means
that the verifier must download all data from cloud
to verify data integrity, which takes a huge amount
communication overhead and excessive
authentication time big data storage scenario. Third,
the signature used in it is based on PKI, which
suffers from complexity certificate management.
And then this user will use the designed signature
algorithm to generate signatures for a blinded file.
If necessary, the user can restore original file from
blinded using this blinding factor.

PKG User
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Fig. 2. The process of private key generation

In our proposed scheme, PKG generates a
private key for the user by his ID. User can check
the correctness of the received private key. When
there is a desire for the user to upload the data to
the cloud to preserve it personal sensitive
information of the original file from sanitizer, this
user needs to use a blinding factor to blind data
blocks corresponding to sensitive personal
information original file.

These signatures will be used to verify the integrity
of this blinded file. in addition, the user generates a
file tag that is used to secure it file identifier name
correctness and some validation values. The user
also calculates a transformation value which is used
to transform signatures for disinfection. Finally, the
user sends the blinded file, its matching signatures,
and the file along with the value of transformation
into a disinfectant. When the above user messages
are valid, disinfection first sanitizes blinded data
blocks into a uniform format and also sanitizes data
blocks corresponding to organization data blocks
sensitive information to protect the privacy of the
organization, and then converts their corresponding
signatures to valid ones one for the sanitized file
using the transform value. Finally, sanitization
uploads the sanitized file and the corresponding
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signatures to the cloud.

IV. CONCLUSION

In this proposed system an identity-based data
integrity auditing scheme is proposed for secure
cloud storage, which supports data sharing while
hiding sensitive information using steganography.
By using stegano-image, it makes systems more
secure and provides benefits for applications such
as the collaborative world, the government sector,
and for personal use. A file stored in the cloud can
be shared and used by others as long as the file's
sensitive information is protected. In addition,
remote data integrity auditing is still possible
effectively. The security proof and experimental
analysis show that the proposed scheme achieves
the desired security and efficiency. In the future, a
cloud storage audit protocol with verifiable
outsourcing of key updates may be proposed. In this
paper, we proposed identity-based data integrity an
audit scheme for secure cloud storage that supports
data sharing with sensitive information. In our
scheme it is a file stored in the cloud can be shared
and used by others provided it is sensitive file
information protected. The security proof and the
experimental analysis demonstrate that the
proposed scheme achieves desirable security and
efficiency.
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