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ABSTRACT:

The main aim of this paper is to provide secure data sharing to authenticated users by the data owners by checking authorization.
As it is effective and low-cost management, cloud-based data storage services have the interest in both academia and industry in
recent years. Service providers must utilize secure data storage and sharing mechanisms to maintain data confidentiality and service
user privacy because they deliver service through an open network. Encryption is the most widely used for protecting sensitive data
from being hacked. However, simply encrypting data (for example, using AES) is insufficient to meet the actual need for data
management. Also, effective access control over download requests must be considered to prevent Economic Denial of Service
(EDoS) attacks from preventing users from using the service. In this work, we look at secure cloud-based storage, in the sense that
we create a control mechanism that can handle both data access and download requests while holding security and efficiency using
an attribute-based encryption algorithm.

Keywords: Cloud, Economic Denial of Sustainability (EDOS), Advanced encrypted standard(AES), Denial of
Service(DOS).

|. INTRODUCTION:

Both academia and industry have been paying attention to cloud-based storage systems in current decades. It might be
widely employed in a variety of Internet-based saleable applications (e.g., Apple iCould) due to a large number of advantages,
including access flexibility and the elimination of local data administration. A growing number of people and businesses are opting
to outsource their data to the cloud to save money on reworking their local data management facilities and devices. However, one
of the biggest obstacles preventing internet clients from using cloud-based storage services generally is the fear of data security
breakings. In many practical examples, outsourced data may need to be shared with others. Alice, for example, may share photos
with her Dropbox friends. Without employing data encryption, Alice must create a sharing link and then share it with friends before
sharing the images. The sharing link may be disclosed within the Dropbox management level, albeit providing access restrictions
over unauthorized users (e.g., those who are not Alice's friends) (e.g., the administrator could reach the link). Because the cloud
(which is built on an open network) cannot be trusted, it is generally suggested that data be encrypted before being uploaded to the
cloud. One similar option is to encrypt the outsourced data before uploading it to the cloud using encryption technology (e.g., AES)
so that only a single cloud user (with a valid decryption key) can decrypt the data. To prevent "insiders" of the system from accessing
shared photos, a simple solution is to select a group of approved data users before encrypting the data. However, Alice may have no
idea who the photo recipients/users will be in some cases. It's possible that Alice just knows about the picture receiver’s qualities.
Traditional public key encryption (e.g., Paillier Encryption) cannot be used in this circumstance because it requires the encryptor to

know who the data receiver is ahead of time.
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I1.LITERATURE SURVEY:

Secure cloud storage is one of the most important concerns for both businesses and end users when moving their private data to the
cloud. Recently, various new approaches have appeared, based on either the good concept of Symmetric Searchable Encryption
(SSE) or the well-studied topic of Attribute-Based Encryption (ABE). In this research, we present a mixed encryption system that
uses the advantages of both SSE and ABE to combine the two algorithms. Unlike many other techniques, we create a cancellation

process that is fully independent of the ABE scheme and purely based on SGX functionality. [1].

Searchable Encryption (SE) has been much investigated by academic and commercial researchers. While many academic SE
algorithms have proven security, to achieve great implementation, they frequently leak some questioning information (e.g., search
and access patterns). Several assumption attacks, such as a query recovery attack that uses previous information to convert unclear
query trapdoors to their corresponding keywords, have taken advantage of this leakage. Many proposed SE methods, on the other
hand, need an extensive change of current applications, making them less possible, usable, and deployable. In this paper, we present
IDCrypt, a secure and practical searchable symmetric encryption system for cloud applications that have been proven to improve
search efficiency and maintain the security of SE using symmetric cryptography. We also go into the challenges of exploring safely
across several indexes and providing encrypted data to multiple users. To solve the previous challenges, we propose a token-
adjustment search method to sustain search functionality among multi-indexes, as well as a key-sharing scheme that combines
identity-based encryption with public-key encryption. According to our findings, the overhead of the key-sharing mechanism is

somewhat low[2].

People see the value of cloud computing, but they are reluctant to trust cloud providers with sensitive data because of the lack of
user-to-cloud control over it. To maintain obscurity, data owners outsource encrypted data rather than plaintexts. When sharing
encrypted files with multiple users, ciphertext-policy attribute-based encryption (CP-ABE) can be utilized to provide fine-grained
and owner-centered access control. This, however, does not make you resistant to other forms of attacks. Many last systems did not
allow the cloud provider to check whether a downloader could decrypt the data. As a result, these data should be accessible to
anyone with access to cloud storage. A negative attacker can download thousands of files to perform financial rejection of service
(EDoS) attacks, consuming significant cloud resources. The cost is delivered by the cloud service payer. Likewise, the cloud provider
serves as both the accountant and the payee of resource consumption fees, leaving data owners in the dark. These issues should be
addressed in public cloud storage in the real world. In this research, we present a method for protecting encrypted cloud storage
from DoS assaults while also securing resource consumption clarity. It uses CP-ABE techniques in a black-box way and adheres to
the CP-arbitrary ABE's access policy. Two protocols are shown for various situations, followed by performance and security
analysis[3].

3. PROBLEM STATEMENT:

The use of cloud-based data storage services has seen a rise in favor among both academics and industries in recent years due to
their price-efficient and effective management. However, as these services are provided through an open network, service providers
must implement secure data storage and sharing techniques to preserve user privacy and maintain data confidentiality. Encryption
is the most commonly used method to protect liable information. Despite its widespread use, just depending on encryption may not

fully address the practical challenges of managing data.
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4. PROPOSED SYSTEM:

To overcome these challenges, we used an dual access control in our system. A developed encrypted model Advanced Encryption
Standard(AES) has been identified as a possible solution to enhance the data securely stored in cloud-based services. This encryption
technique provides not only confidentiality for outsourced data but also a flexible means of managing the outsourced data with
adequate control.

Advantages of Proposed System:

Confidentiality and Integrity
Data sharing
Accessible to only authorized users

Data encrypted

SYSTEM ARCHITECTURE:
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Fig 1. System Architecture

The above figure Represents that Data owners are the persons who upload files in the Cloud. Data users those who request the file.
The Cloud is embedded with an Entity called Enclave & also the Authority. The Enclave or Authority will be checking the Access
Policy.

4.1ALGORITHM USED:

AES

Round keys are a set of specially constructed keys used in the encryption process. These, along with other processes, are applied

to an array of data that contains exactly one block of data to be encrypted. This array is directed to the state array.

For a 128-bit block, you perform the following aes encryption steps:
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From the cipher key, create a series of round keys.

Use the block data to settle the state array (plaintext).

To the starting state array, add the first round key.

Nine rounds of state manipulation are required.

Complete the tenth and final state manipulation round.

Make a copy of the final state array as encrypted data (ciphertext).

Because the tenth round includes a somewhat different manipulation than the others, the rounds are given as "nine followed by a

final tenth round."

The encrypted block is simply a 128-bit sequence. Because AES operates with byte values, we must first change 128 bits to 16
bytes. We say "convert," but it's almost definitely already saved in this format. RSN/AES uses a two-dimensional byte array with

four rows and four columns for operations. The 16 bytes of data at the start of the encryption.
6.1 PROJECT DESCRIPTION:
a) DATA OWNER:

Data owners can create an account and log in using proper credentials. They can upload files to the platform. After uploading a file,

the data owner can check it once to confirm that it was correctly uploaded.

b) USER:

Data users are required to register on the platform using their personal information, and this information is stored in a MySQL
database. Once registered, a data user can search for a file using a keyword. If the file is found, the user can view it and send a

download request to the cloud provider. After receiving the required key from the cloud provider, the user can download the file.
c) CLOUD PROVIDER:

The cloud provider can log in using their valid credentials. All uploaded files are visible to the cloud provider. The cloud provider
has access to all of the users' information to grant access to the website. Similarly, the cloud provider has access to all of the data

providers' information to give them access to the website. The cloud provider gets a key from the management and sends it to the
appropriate party.

d) AUTHORITY:

As an authority, you can log in to view registered users and grant them permission to access certain resources. You can also generate

keys that allow users to access these resources.
Data sharing can be achieved in two ways:
Data owner to data owner rights

and Data owner to data user rights
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V.RESULTS:

The result of the proposed system is represented in fig 2 to fig 6.

Home View Owners and Authorization View Users View Users Requests Logout

Dual access control for cloud based storage and
sharing

slno. Name Email Number Gender Address Otp
16 = Rupesh rupeshrupi@gmail.com 2147483647 Male Piler, chittor(dist), AP 2345356
17 | Sainath = Sainath@gmail.com 2147483647 Male puttor(dist) 698738
19 Narendra Narendra@gmail.com 2147483647 Male Kadapa 544008
20 jayaram @ jayaram@gmail.com 2147483647 Male tirupati 276963
21 hari Hari@gmail.com 2147483647 Male banglore

Fig 2. Owner’s Information view

Home  View Users requests and generating key  View Users for authorization  View All Attackers  Logout

Dual access control for cloud based storage and
sharing

S.No User Mail Id File Name File Id Status Key Generation
6 rupeshypri43@gmai.com document| 12 |Accepted

7 rupeshypri43@gmai.com textfile 10 |Accepted

Fig 3. View User's request and Generate key
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Home Upload Files View Files View All Files and Request dual access View Dual Access Response View Dual Access Requests Logout

Dual access control for cloud based storage and
sharing

SI_No! owneremail FileName Files
7 rupeshrupi@gmail.com  34tw4
9 rupeshrupi@gmail.com samplefile
10 rupeshrupi@gmail.com textfile
14  jayaram@gmail.com example file

Fig 4. View All Files and request dual access

Home Profile Search files View Secret Key Response Logout

Dual access control for cloud based storage and
sharing

S.No File Name Fileld StatusAction
6 rupeshypr143@gmai.com document 12
7  rupeshypri43@gmai.com textfile 10

Fig 5. View Secret key response

Home Upload Files View Files View All Files and Request dual access View Dual Access Response View Dual Access Response Logout

Dual access control for cloud based storage and
sharing

SI_No owneremail FileName Keywords Files
12 Sainath@gmail.com document| docs  |b"\xe9\xf5\xfc\x88\x0e\xdb\xd2@\x98\xbf\xc5{\x97\t\x88\x8d"

Fig 6. View Files
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8. CONCLUSION:

In this paper, we present two novel dual-access control solutions to address a significant issue in cloud-based data sharing. Our
proposed system Advanced Encryption Standard (AES) is resilient to DDoS and EDoS attacks. It is a symmetric encryption
algorithm that is widely used to secure electronic data. AES uses a block cipher, which means it encrypts data in fixed-size blocks
of plaintext, typically 128 bits long. It also employs a symmetric key, which means the same key is used for both encryption and
decryption. AES uses a substitution-permutation network to carry out the encryption process, which involves substituting values in
the plaintext with values from a lookup table, and then rearranging the resulting values using a permutation function. The method
utilized to implement control on download requests is highly adaptable to various CP-ABE designs. Our upgraded system leverages
the fact that private information entered into the enclave cannot be recovered. Recent research has raised concerns over the
possibility of secret leakage from an enclave to a malicious host through memory access patterns or other side channels. To address
this, we introduce the transparent enclave execution model. The development of a dual access control system from a transparent

enclave for cloud data sharing is an exciting topic for future work.
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