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Abstract: In order to preserve academic integrity and guarantee fair exams and online learning, the quick expansion of
online education has made efficient proctoring systems necessary. For online tests and e-learning, traditional proctoring
techniques like in-person invigilation are impractical. A computer vision-based automated proctoring system is
suggested as a solution to this problem. This technology uses sophisticated computer vision algorithms to track and
examine how applicants behave during online tests and learning.

The Automated Proctoring System keeps an eye on the test environment in real time by using a webcam and screen
recording. The examinee's face, gaze direction, eye movements, body posture, and suspicious activities are all detected
and tracked using computer vision algorithms. Unusual patterns of behavior, including repeatedly averting one's gaze
from the screen or displaying several faces in the camera frame, are recognized by machine learning models. The
examiners receive alerts for more investigation as a result of these irregularities. Through the mitigation of academic
dishonesty, such as cheating, impersonation, and unauthorized aids, the suggested system seeks to improve exam
security and e-learning. It offers a scalable and non-intrusive way to supervise online tests and e-learning by utilizing
computer vision.

Keywords: Deep learning, E-learning, federated learning, machine learning, on screen activity detection, transfer
learning.

Introduction: Strong safeguards to maintain academic integrity during online tests are desperately needed, especially
in light of the rise in distant learning and online education. Maintaining a fair testing environment and making sure
candidates follow the required examination criteria are two major issues in online exam environments. Because of
logistical limitations and privacy issues, traditional in-person proctoring techniques are not practical in online settings.
As a result, automated proctoring systems that use computer vision techniques to oversee and manage online tests have
gained popularity.

This research suggests an Automated Proctoring System that uses cutting-edge computer vision algorithms to efficiently
track and examine how candidates behave during online tests. This system may detect and identify suspicious activities,
abnormal gaze patterns, and other behaviors that might point to possible academic dishonesty by utilizing computer
vision technologies. The goal is to give educational institutions and online learning environments a non-intrusive,
scalable, and effective way to maintain academic integrity.

In this paper, we provide a comprehensive analysis of the Automated Proctoring System, describing the machine learning
models used for anomaly detection, the behavior analysis methodology, and the underlying computer vision algorithms.
We highlight the system's ability to resolve issues with academic integrity and uphold fairness for all applicants, which
eventually helps to establish the legitimacy of online learning. The technical details of the suggested Automated
Proctoring System will be covered in detail in the following parts, which will also include the system's design,
deployment, and assessment to confirm how well it monitors and upholds the integrity of online tests. To guarantee that
the system complies with ethical standards and privacy laws, ethical issues pertaining to data protection and the reduction
of false positives will also be covered.
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Literature Survey:

Jay Mayekar et al[ 1]:In this paper, they have proposed and implemented an automated proctoring system using computer
vision techniques. The system helps in conducting examinations by fair means and hence, maintains its integrity. This
study demonstrates how to avoid cheating in online examinations by employing semi-automated proctoring based on
vision and audio capabilities, as well as monitoring several students.

Simon Wenig et al[2].:In this paper, a simulation framework for MMC-based multi terminal HVDC systems is presented.
The selected modeling concept offers insight into global arm quantities, considered as essential parameters to investigate
transient system controllability. Besides the feature to handle unbalanced voltage conditions in one of the interfaced ac
networks, this control approach facilitates active regulation strategies of all converter arm energies to keep the system
within a predefined operating area during and subsequent to dynamic events.

Aiman A Turani et al[3]: In this work, they have focused on the limitations and concerns regarding the online proctoring.
The two main concerns were test integrity and student performance. Avoiding frauds and cheating attempts within online
proctoring sessions without affecting test-taker’s performance is considered to be very challenging. We suggested using
the 360-degree security camera over the webcam for improving the proctoring process.

AsepHadianSudrajatGanidisastra et al[4]: The evaluation results have shows us that incremental training has a better
performance compared to batch training in speed and dataset size. The decrease of training speed and dataset size is not
giving a negative influence on the accuracy rate, on the contrary, the proposed method will result in smaller storage
space, smaller memory usage, and faster training speed. On the other hand, the face detection method can result in better
face recognition accuracy.

SarthakManiar et al[5]:In this paper, we have proposed and implemented anautomated proctoring system using computer
vision techniques. The system helps in conducting examinations by fair means and hence, maintains its

integrity. This study demonstrates how to avoid cheating in online examinations by employing semi-automated
proctoring based on vision and audio capabilities, as well as monitoring several students at once. However, if there is a
person sitting behind the laptop, the student can communicate with that person by reading the question. This can be
catered by having a 360 degree camera monitoring the whole room of the student.

Renuka Devi et al [6]: This paper deals with designing an approach wherein it tries to detect any abnormal behaviors
present in the videos. The system first works by detecting all students present in the video. After detecting all the
students, it tracks the detected students throughout the course of the video. The features of the tracked students are
calculated using HoG feature descriptor and then sent to the K-Nearest Neighbor classifier. The classifier is pre-trained
to detect normal or abnormal actions. System is made to be adaptable to lots of different conditions as in, a user can
choose the behaviors that they want the system to detect and train the system specifically for that.

YousefAtoum et al.[7]:This paper presents a multimedia analytics system for online exam proctoring, which aims to
maintain academic integrity in e-learning. The system is affordable and convenient touse from the test taker’s
perspective, since it only requireshaving two inexpensive cameras and a microphone. With the captured videos and
audio, we extract low-level features from six basic components: user verification, text detection, speech detection, active
window detection, gaze estimation, and phone detection.

YusepRosmansyah et al.[8]:In this paper, online learning or e-learning has become increasingly popular and evolved.
Many academic institutions use the Learning Management System (LMS) as a medium for delivering e-learning. A vital
feature in such a system is the electronic examination (e-exam), where verifying student’s authentic competence is a
challenge. This paper aims to present countermeasures for impersonation attacks. This research was a more focused
effort and a continuation of previously owned one and many others found in works of literature.

The method of protection is presented in the form of an attack-defense tree model.

Aditya Nigam et al.[9]: In this paper, online testing is the next wave of adoption after online learning which has seen a
significant rise in demand due to the problems posed by the ongoing COVID-19 Pandemic. OPS do not claim to be
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completely fool proof but are rapidly changing the adoption of online testing from home, a scenario that previously
would have been thought to be preposterous amongst the masses.

TejaswiPotluri et al.[10]: The main objective of this paper is to develop a well-rounded automation system that is capable
of helping the proctor to monitor the students attending an online examination. Out of the several proposed features of
the system, our paper has developed the ability to do multiple person detection, face spoofing, and head pose estimation.

Existing System: Distance learning has entered a new phase with the introduction of COVID-19. Learning has been
moved to apps like Google Meet, Microsoft Teams, Zoom, and others when schools and institutions have closed. The
majority of institutions have updated their courses to match the times. The virtual method of learning caused students'
practical knowledge to decline, and they started attending lectures only for the sake of doing so. The results came as a
surprise even though their grades and scores ought to be dropping in light of everything. Fantastically, everything turned
around. Many pupils fared better than they did on average. This is because there has never been a way to do a formal
evaluation in the online learning environment without utilising unfair methods. A method that can aid in assessing unfair
strategies utilised by students is needed to address the current issue. When it comes to online exams, the use of proctoring
techniques is a significant challenge for the research community.

Conclusion

In this paper, we have suggested and put into practice a computer vision-based automated proctoring system. The system
supports the fair administration of exams, upholding the integrity of the process. This study shows how semi-automated
proctoring based on vision and audio capabilities, as well as simultaneously monitoring many students, may prevent
cheating in online exams. However, if someone is seated behind the laptop, the student can speak with them by reading
the question to them. A 360-degree camera that monitors the student's whole room can address this.
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