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Abstract - This paper is based on electronic voting
machines, which are often used in elections and offer the
ability to execute the process safely using blockchain
technology. The prime aim of this system is to ensure
security, integrity as well as transparency. One of the
main considerations in the electronic voting site that
offers a blockchain-based voting system to address a
number of shortcomings of the current voting methods is
voter privacy. The portal also offers a simple, dependable,
rapid, and economical e-voting solution.
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1.INTRODUCTION

Voting is understood to be a type of choice. This
form of expression can be accomplished through the
ballot box or any other electoral scheme. Electronic
voting is a method of retrieving, tallying, and storing
votes cast by voters using a specific electronic medium.
The project will focus on the current voting method used
by the student union and identify a way to model it with
the internet voting system that will be implemented. The
system will implement various election mechanisms for
voting.

The system will be designed with strict security
features. These security features will apply from the time
a voter logs into the voting system until they cast their
vote for their preferred candidate and exit the system. The
system will include safeguards that prevent voters from
voting for the same candidates more than once.

The system that will be implemented must
address the issues concerning the security requirements
of a vote cast over the internet. Authentication and
validation of users, access rights, information encryption,
and vote security must all be thoroughly investigated to
create a secure means of voting online.

2. LITERATURE SURVEY:

V. Meenakshi, V. Vijeya Kaveri, etc. [1]. The
development of a decentralized voting system that can
readily support an open, logical, and easily verifiable
democratic plan is the main goal of this research study.

Reza Tourani, Michele Scarlato, etc. [2] The author of
this research suggests Sancus, an electronic voting system
based on blockchain. Sancus provides characteristics like
voter authentication and anonymity, which satisfy the
fundamental requirements of fair voting.

JON C. ROWCROFT and BASTSHAHZAD. [3] The
author of this paper discusses the use of the blockchain
for reliable electronic voting, and it is noted that the
current blockchain may require some modifications .

Gunnlaugur K. Hreioarsson, Friorik P., Hjalmarsson, etc
.[4] The study offers a novel blockchain-based electronic
voting system that tackles some of the drawbacks of
current systems and assesses some of the blockchain-
based electronic voting systems using well-known
blockchain technologies.

2.1 PROBLEM STATEMENT:

In the current system, EVMs and traditional
methodologies are used, which run the risk of tampering
with and manipulating voting results, resulting in the
wrong or unfit person governing the country. So, to
address this issue, we are incorporating blockchain and
smart contract technology into the online voting system.

Blockchain has the advantage of running on a network
that is not maintained by any third party or humans.
Blockchain is also considered transparent and secure
against attacks that target a system's central point. This
also eliminates the need to rely on a single authority to
ensure the accuracy of the transactions. More democratic
processes can be added to electronic voting due to the
characteristics of a decentralized network.

© 2023, IJSREM | www.ijsrem.com

DOI: 10.55041/IJSREM18523 |

Page 1


http://www.ijsrem.com/

&gﬂ' 38

' Iﬂ”‘;@ International Journal of Scientific Research in Engineering and Management (IJSREM)

Volume: 07 Issue: 03 | March - 2023

Aot

Impact Factor: 7.185 ISSN: 2582-3930

3 PROPOSED SYSTEM:

In this paper, we will introduce and implement
Blockchain technology to replace traditional voting
systems. Blockchain is a peer-to-peer (P2P) network that
is completely decentralized. It is a tamper-proof digital
ledger that operates autonomously. This allows the User's
Community to keep track of transactions in a Shared
ledger, but the normal operation cannot be modified for
transactions exposed as part of blockchain networks.

ADVANTAGES:

e Itis transparent and protects against attacks on a
system's core point.

e Because of the properties of a
decentralized network, electronic voting can be
enhanced with more democratic processes.

e Cost-effective while also being quick and
effective.

e There is no requirement for the authorization of a
third party.

3.1SYSTEM ARCHITECTURE:
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Figl: Architecture diagram
3. CONCLUSIONS

The online version of the volume will be available in LNCS
Online. Members of institutes subscribing to the Lecture Notes
in Computer Science series have access to all the pdfs of all the
online publications. Non-subscribers can only read as far as the
abstracts. If they try to go beyond this point, they are
automatically asked, whether they would like to order the pdf,
and are given instructions as to how to do so.

4 MODULE DESCRIPTION:

BLOCK: In a blockchain, blocks are the basic information
containers. They contain transaction data. A block that has been
added to the blockchain cannot be modified. Cryptographic
procedures are used to protect blocks.

USER: The user presents his relevant evidence and puts his 1D
into the user ID port. After submitting his legal id evidence, he

selects his election candidate by clicking on the id listed in the
ballot region. This completes the voting procedure on the user
side.

Ballot sealing and verification:

A block is created and initialized with the voter ID, vote,
timestamp, and hash. The ballot will be sealed, i.e. mined, after
a careful examination of the block with the previous hash,
transaction hash (vote), block hash, nonce, and timestamp.

CHAIN:

Transaction: Once the ballot is sealed in the blockchain-based
e-voting system, the list of confirmed votes is displayed as
transactions, with each transaction containing the Voter Id,
vote, Timestamp, Hash, and Block.

Chained Blocks: Once the transactions are completed, the
blocks are added to the ledger and chained to one another using
the previous hash and block hash. Once inserted, blocks cannot
be changed.

4.1 ALGORITHM USED:

Rivest-Shamir-Adleman (RSA) Algorithm- It is one of the
most well-known cryptosystems for key transfer and block
encryption. The bit length is 1024 or 2048.

Merkle root Algorithm- It is generally referred to as the hash
of all the hashes of all the transactions in a blockchain block.

SHA 512 HASH ALGORITHM — The Homomorphic
Algorithm is a block cipher that operates on data blocks of fixed
size.

5 RESULTS:

932391186878 {joa s, ™

r Please verfy an Emai-ID, rivate key wil be sent to this Email-D,

932391186878

hima sagara koteeswar
Oct. 28,2002

522509

Andhra Pradesh

Associated Email-10: ) =
ot akoesiod AT himasagarakoteeswar@gmail  Cwige  SendOT?

Fig 2 : Verification of voter
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Fig 3: Hashing of vote ballet

6 CONCLUSION:

This paper will provide insight into the general techniques used
to implement the online voting system. It will also describe the
initial proposal's aims and objectives, as well as the objectives
that could not be met. It will discuss the project's flaws as well
as the necessary work that can be done to improve the system
in the future. The project helps us to switch from paper-based
voting to electronic voting, This project will allow citizens to
vote remotely from any location via the internet. The testing
phase of the project was utilized to carefully test the system to
identify any defects and flaws that the system may have had.
The test findings indicated whether or not the system was ready
to be supplied to its ultimate customer. The constructed system
met its aims by being simple to use and secure, which was vital
because it would be utilized for the student union electoral
process.
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