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Abstract—In today’s digital age, the secure and immutable
storage of vital records, such as birth certificates, is of paramount
importance. Traditional systems for recording and managing such
documents often suffer from vulnerabilities and lack trans-
parency. To address these challenges, we present a web applica-
tion that leverages blockchain technology to record and manage
birth certificates. By utilizing a decentralized and distributed
ledger, our application ensures data integrity, transparency, and
increased security. This paper outlines the design, implementa-
tion, and evaluation of our birth certificate recording system,
highlighting its benefits for hospitals, registrars, and individuals.

Index Terms—blockchain, birth certificates, decentralized,
smart contract

I. INTRODUCTION

The recording and verification of birth certificates play a
crucial role in establishing legal identities and facilitating
various administrative processes. However, the existing paper-
based or centralized digital systems for managing birth records
present numerous challenges. These include potential data
tampering, lack of transparency, and reliance on trust in
centralized authorities.

To address these challenges, we propose a novel approach
that utilizes blockchain technology to record and manage birth
certificates in a decentralized and secure manner. Blockchain,
the underlying technology behind cryptocurrencies, offers a
distributed and immutable ledger that can provide trans-
parency, data integrity, and tamper-resistance. By leveraging
this technology, we aim to revolutionize the process of birth
certificate management, introducing a more efficient, secure,
and transparent solution.

Our web application employs a smart contract written in
Solidity, the programming language for Ethereum, to store and
manage birth certificate data. The smart contract is designed to
facilitate interactions between different stakeholders involved
in the process, including hospitals and registrars. The birth
certificate details are collected by the hospital account, which
then sends the recorded data to the registrar account for veri-
fication. Once the registrar verifies the information, the details
are uploaded onto the blockchain, ensuring immutability and
accessibility to authorized parties.

In this paper, we present the architecture, design choices, and
implementation details of our birth certificate recording
application. We discuss the advantages and challenges of
employing blockchain technology in this domain and provide
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an evaluation of our system’s performance and security. Fur-
thermore, we discuss the potential impact of our application
on enhancing data integrity, privacy, and efficiency in the
management of birth certificates.

The remainder of this paper is organized as follows: Sec- tion
2 provides an overview of related work in the field of
blockchain-based identity management systems. Section 3
presents the system architecture and design of our birth certifi-
cate recording application. Section 4 outlines the implementa-
tion details and the technologies employed. Section 5 presents
the evaluation of our system, discussing performance metrics
and security considerations. Finally, Section 6 concludes the
paper with a summary of our contributions and directions for
future work.

Il. RELATED WORK

Wide-ranging successful occurrences connected to the mis-
behavior of certificate authorities have been discovered during
the past few decades. A certificate authority (hereby referred
to as CA) is a company that verifies identities and uses digital
certificates to link them to cryptographic key pairs. Some CAs
that were compromised earlier were Comodo and DigiNo-tar.
They provided fake certificates to well-known websites like
Microsoft and Google in 2011 and 2012 respectively[3][9][10].

This project requires the study of different methods of cer-
tificate generation, storage, and authorization. The first method
proposed is a tamper-proof birth certificate system that utilizes
blockchain technology, cryptography algorithms, and the Inter
Planetary File System (IPFS) protocol. This system aims to
secure birth records, enable access and sharing with user
permission, and provide quick validation and authentication
of records.

The second method introduced is the Blockchain-Based
Public Key Infrastructure (BB-PKI) certificate management
system. It leverages blockchain technology to address vulner-
abilities caused by CA misbehavior and impersonation attacks
against Registration Authorities (RAs). BB-PKI ensures secure
certificate issuance, updates, and revocations while monitoring
and preventing misbehavior by RAs and eliminating the single
point of failure (SPoF) inherent in traditional PKI systems[3].

The third method is the Notary Based PKI (NBPKI), which
presents a new PKI model closer to the real world of hand-
written signatures[5]. In NBPKI, end users utilize self-signed
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X.509 certificates certified by trusted parties called Notarial
Authorities (NAs) to create and verify document signatures.
NAs certify the trustworthiness of the user’s certificate for
specific signatures at particular times.

Additionally, the paper discusses the deployment challenges
associated with log-based PKI enhancements and explores the
concept of certificate transparency. Certificate transparency
aims to reduce incorrectly issued certificates by publicly
logging their existence, allowing interested parties to verify
their accuracy and detect misissuance[7].

While these methods offer various advantages, they also
have disadvantages to consider. For example, the tamper- proof
birth certificate system may require user registration,
potentially leading to fraud and duplication of certificates. The
NBPKI model introduces an additional stage in the verification
process, relying on trust between users and NAs. Deployment
challenges and the security and data consistency of log servers
are concerns with certificate transparency.

By studying these different methods and their implications,
this paper contributes to the understanding of certificate gen-
eration, storage, and authorization techniques and provides
insights into potential solutions for enhancing the security and
integrity of certificate management systems.

Ill. PROPOSED SYSTEM ARCHITECTURE

In the current system of birth registration, there are two
entities that are involved in the process, these are the Hospital
and the Registrars. The proposed system aims to build the
current infrastructure on blockchain while maintaining the
functions and responsibilities of both authorities as they are.
The proposed system thus comprises of three types of entities
in the blockchain, these are: The Root Certificate Authority,
The Registrar, and the Hospital.

A. Root Certificate Authority

The Root CA is responsible for deploying the contract and
identifying and assigning Certificate Authorities on the
blockchain. The Root CA creates a directory of CAs that are
whitelisted by it and maintains a record of the details of the CA.
In the case of this project, the Certificate authority isthe
Registrar at the Gram Panchayat or any local government body.

B. Registrar

The registrar creates a database of recognized hospitals and
PHCs on the blockchain. The registrar will record the details
of the hospital and its physical address. Only the recognised
hospitals will be allowed to create birth certificates on the
blockchain. The parents of the child send a request to registrar
to verify the birth details and thus issue the certificate to the
child. The details of the child are open to view to the registrar
using the birth certificate ID which was generated by the
hospital. The registrar, being the Certificate Authority (CA)
in the blockchain infrastructure, approves the certificate and
signs it with her account address. In case a registrar deems a
certificate to be invalid or falsified, it is given the authority to
revoke a certificate using the unique ID of the birth certificate.
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C. Hospital/Primary Health Center

The recognized hospitals and PHCs are allowed to create
birth certificates on the blockchain. The details of the birth are
first noted by a registrar-recognized hospital or a PHC. They
take the details of the parents’ name, address, and baby name.
The hospitals then input these details which are then stored on
the blockchain and a unique certificate 1D is generated. This
certificate ID is issued to the parents who then send a request
to the registrar to approve the birth certificate of the child.

IV. IMPLEMENTATION

The programme utilizes a combination of technologies to
achieve its functionality. The primary components include the
smart contract written in Solidity, the Metamask wallet for
account management, PHP for deploying the application on
the front end, and HTML and JavaScript for creating web pages
and integrating the front end with the smart contract.

The smart contract, written in Solidity, forms the backbone
of the application. It defines the data structure and logic for
recording and managing birth certificate details on the
blockchain. The Solidity smart contract includes functions for
collecting and verifying birth certificate data, as well as
securely storing the information on the blockchain.

Metamask is employed to provide wallet accounts for the
application. It enables users to securely interact with the
blockchain and sign transactions. Metamask integrates seam-
lessly with the web browser, allowing users to manage their
accounts, sign transactions, and authorize interactions with the
smart contract.

PHP is used for deploying the application on the front end. It
facilitates the communication between the user interface and
the smart contract. PHP scripts handle user inputs, process data,
and interact with the blockchain through the smart contract’s
functions. This integration enables seamless user experience
and efficient data handling.

To create the user interface, HTML and JavaScript are
utilized. HTML is used to structure the web pages, while
JavaScript provides interactivity and dynamic behavior to
enhance the user experience. JavaScript code is responsible
for capturing user inputs, triggering transactions, and updating
the user interface based on the smart contract’s response.

Overall, this combination of technologies creates a compre-
hensive and user-friendly birth certificate recording applica-
tion. The Solidity smart contract ensures the secure storage
and management of birth certificate data on the blockchain.
Metamask enables users to interact with the application se-
curely, while PHP, HTML, and JavaScript provide a seamless
front-end experience, allowing users to easily record and verify
birth certificate details.

A. Structure of the Birth Certificate

The certificate includes the following:

1) Father Name
2) Mother Name
3) Baby Name
4) Birth Date
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5) Birth Time

6) Sex

7) Permanent Address

8) Doctor Name

9) Unique Certificate ID

10) Hospital Address

11) Registrar Verification Check
12) Registrar Address

The last four fields are not user editable and are added to the
certificate by the smart contract itself. Therefore a complete
digital signature of the birth certificate is produced. Only the
Hospitals can add the details given in Figure 2 and the registrar
cannot change these details unless there is an exceptional case
where the name of the child was not provided at birth. In this
case, the registrar can input the name of the child and thereby
complete the certificate details.

B. Registrar Whitelisting

The root CA is the authority that will whitelist registrar
accounts and thereby give the registrar the privilege to whitelist
hospitals, receive data from hospitals, verify said details and
upload them on blockchain and create certificates.

C. Hospital Whitelisting

The registrar whitelists hospitals and Public Healthcare
Centres that will send the birth details of births taking place
at their facilities. In this way, a system is created where the
registrar defines its jurisdiction over a certain geographical area
or the type of healthcare centres that they choose to verifybirths
in. Example: a registrar can choose to either validate certificates
from a specific geographical area or the registrar can choose to
validate births from only government hospitals and another
registrar may choose to validate births from only private
hospitals.

The hospital accounts thus whitelisted are responsible for
noting the birth details and transferring the same to the assigned
registrar.

V. RESULT ANALYSIS

This section is based on running the created Decentralised
Web-Application through a sample of 10 deployments and
creation and verification of a sample size of 100 certificates.

Accordingly, the cost associated with the operation of
the Decentralised Web-Application is: Cost of deploying the
Decentralised Web-Application is 197,742 wei, registering a
hospital and registering a registrar is roughly 276,770 wei each
and creating a certificate costs 253,620 wei, and verification
of the certificate requires another 257,076 wei.

The total cost for deploying the Decentralised Web-
Application, registering a hospital, registering a registrar, cre-
ating a certificate, and verifying a certificate is 1,262,978 wei.
In terms of Ether, this amounts to 1.21e-12 Ether which equals
0.00000025 INR.

As of the price of Ether at the time of writing, the average
cost per certificate, thus, is INR 0.00000010. In 2023, there
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occurred an estimated 25 million births in India. The cost to
issue certificates for all these births is INR 6.25.

The performance of the Decentralised Web-Application has
been tested using Remix and Solhint and no security breaches
or excessive gas usage has been detected.

VI. FUTURE WORK

For the future enhancement of the Blockchain-based Birth
Certificate Application, several key areas have been identified:

1) Implementing Parallel Computing: To increase the
throughput and scalability of the application, integrating
parallel computing techniques will be explored. This will
involve optimizing the blockchain network to process
multiple transactions simultaneously, reducing transac-
tion confirmation times, and enhancing the system’s
ability to serve a larger user base effectively.

2) Storage Optimization using IPFS: To improve data stor-
age efficiency and reduce costs, the application will
investigate the use of the InterPlanetary File System
(IPFS) for storing birth certificates. IPFS offers a dis-
tributed storage solution that could enhance data avail-
ability and integrity while ensuring that the system
remains scalable and resilient to data loss.

3) Enhanced Security Protocols: Continued research into
advanced encryption methods and security protocols will
be undertaken to ensure the highest levels of data security
and privacy. This includes exploring quantum- resistant
encryption techniques to future-proof the sys- tem
against emerging threats.

4) User Interface and Experience Improvements: Based on
user feedback and usability testing, the application will
undergo iterative design improvements to make it more
intuitive and accessible for all stakeholders, including
parents, hospital staff, and government officials.

These enhancements aim to solidify the Decentralised Web-
Application’s position as a cutting-edge solution for birth
certificate management, addressing current limitations and
preparing the system for future challenges and opportunities.
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