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I.ABSTRACT 

Internet of Things (IoT) is a domain in which the transfer of 

data is taking place every single second. To monitor the 

things that are connected using IoT devices from anywhere 

in the world over the network initially involves identification 

and authentication. On compromising, the IoT security can 

lead to attackers gaining access to the network, resulting in 

data leakage. Hence there is a need of securing the data in 

IoT. So our project aims to provide a solution to protect the 

privacy of the user by using both cryptography and 

steganography techniques at the time of authentication. 

 

II.INTRODUCTION 

Technology is growing and IoT plays an important role such 
as optimizing devices and connecting to devices without 

human interaction through which we can connect to the 

internet as this usage is increasing the generation of data so 

this is also increasing rapidly, Generally speaking, massive 

data is called big data, which mainly consists of unstructured 

data. 

 

The data security of these IoT devices is not guaranteed at 

all because the computing power of IoT devices is low and 

the power consumption is basically low. AES, DES 

algorithms cannot provide as much security for these data. 

Therefore, we propose a new algorithm that lays the 

foundation for easy communication and secure transfer of 

data. In IoT technology, security is essentially done using 

cryptography and steganography techniques Cryptography 
involves converting plaintext to ciphertext. Steganography 

hides data in another form, such as images, audio or video 

data, or mixed data. The data transmitted over the Internet 

through these IoT devices is very sensitive data. While this 

sensitive data is transmitted between devices in IoT devices, 

the data should be encrypted. Data can be turned into 

meaningless text using cryptography. The main motto of this 

cryptography is authentication and confidentiality. 

                                                                               

The source image is provided as the source and encrypted 

using encryption techniques, and other steganography 

techniques are also incorporated to provide greater data 

security. IoT is mainly composed of many sensors and 

RFIDS and communication networks. IoT is nothing more  

 

 

 

than connections between low-power devices to 

communicate and connect with each other and transmit a 

certain amount of data. This IoT technology mainly consists 

of small devices used for various applications, and through 

these IoT technologies, people interact less and life becomes 

easier. Even with IoT devices, there are constraints such as 

low computing power, connectivity and budget issues. 
While IoT has made life easier, there are also very serious 

data security concerns.Today, the main motto of developers 

is to improve the capabilities and skills of IoT devices in 

protecting data by making small further improvements.The 

data sent over the IoT network becomes the attacker's asset. 

These data must be backed up to ensure the safety of user 

data. If it has nothing to do with data security, there is no 

knowledge leakage, so users' sensitive information can be 

easily compromised by attackers.  

Most IoT concepts involve authentication, confidentiality, 

and identification. 

 

III.LITERATURESURVEY 

 
Earlier, there was a system with secure micro-hypervisors 

for storage isolation as well as security purposes and custom 

security. A low variant of datagram transmission is also 

proposed, which provides security with low computational 

power. This is also the previously proposed system, a 

medical chip-like device implanted in the human body to 
update breathing and blood pressure above normal levels, 

and then a warning message to send to the doctor, which 

basically works with wireless networks. The system uses 

important security technology to store the vast amount of 

information in the industry. These are previously proposed 

systems used to set goals for our proposed system. and 

improve the efficiency of the system. 

 

IV.PROPOSED SYSTEM 

 

The proposed system proposes Elliptic Galois 
Cryptography(EGC) to encrypt the data, moreover, in our 

proposed system, the steganography technique is used to 

hide the data in the image, so the image is sent over the 

Interent where the information is hidden .Data hidden in 

image files cannot be found or tracked by intruders. The data 

or secret message is first encrypted by the EGC protocol, 

then the encrypted message is inserted into the image using 

XOR steganography, and then an optimization algorithm is 

added to create a more optimized steganography technology 

and cryptography to make data transmission in IoT devices 
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more secure. 

 

ADVANTAGES OF PROPOSED SYSTEM: 

Fireflies are unisex, so they are attracted to each other. The 

attraction between the fireflies will increase, and then the 

brightness will also increase. The lower the brightness the 

firefly is attracted to, the brighter the firefly will become, 

increasing its brightness. Fireflies achieve their brightness 

through their gravitational pull.The two main issues in the 

firefly algorithm is: 

 a) The attractiveness of firefly and b) the intensity variation 

in the light. 

IV.METHODOLOGY 

 

Architecture: 

 

Cover file image: 

We are going to take a cover file (image){x} here to 

cover the msg(m) and apply steganography techniques 

to encrypt the message into image file using a user 

defined key(k). 

Secret message (m): 

The secret message is the message that we can to attach 

into the image using the steganographic encoder   and 

concert onto a stegano image. 

Steganographicencoder f (x, m, k): 
 
Steganographic encoder is a function which is used to 

encrypt the message into the image here the 

steganographic encoder function will play a major role 

in doing the encryption of message into image. In this 

function we are using the cryptography technique to do 

encryption. It takes the input as the image file(x) and 

secret message and also a user defined key (k). It 

processes and gives the output as encrypted image.  

Communication channel: 

Here the communication channel is  to send the 

encrypted image from the source to destination by 

taking the input as IP address of the sender. Here we are 

using the TCP to transfer the encrypted image to 

receiver.  

Steganographic decoder:  

  

Here the steganographic decoder is made to decrypt the 

encrypted image file. This steganographic decoder is also a 

function which is used to decrypt the secret message data 
from the image file by taking the user defined key as 

mentioned in the sender.    

ALGORITHM: 

In this we majorly have 3 modules  

Sender 

In this module, sender has to login with valid username and 
password. After login successfully he can do some 

operations such as browse and encrypt image, enter message 

to hide by secret encrypted key, hide message into encrypted 

image using cryptography and steganographic techniques. 

Receiver 

In this module, there are n number of users are present and 

do some operations like browse and select encrypted image, 

decrypt image and extract hidden data by cryptography and 

steganography techniques by entering data hidden key, save 

message or file. 

IOT Router 

The IOT router acts as a middle ware between sender 

and receiver to receive and read encrypted image to an 

appropriate receiver. 

 Firstly, login valid username and 

password then you will go to main menu 

page.    

 After that click on  the encrypt button and 

browse the source file that is  jpg file and 

also enter the message in below box then 
click on the next button it will ask for 4 

digit key for encryption give the user 

defined key and click on ok then take the 

image by clicking the image save button. 

 The image will be encrypted and saved in 

the location as it mentioned.  

 To send the encrypted image go to the 

main menu window and select the send 

image button and browse the encrypted 

file then select the receiver and click on 

ok then enter the IP address click on ok. 
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 You will find the image on IOT router 

window like forwarding your encrypted 

image 

 In receiver you will get the encrypted 

image. To decrypt this encrypted image, 

go to the main menu window and select 

the decrypt button then browse your 

received encrypted file and also enter the 

encrypted key and click on ok. 

 If you have entered correct encrypted key 
then you will get the secret message 

sender by the sender. If you have entered 

the wrong encrypted key then secret 

message will not be displayed. 

 

V.RESULTS 

 

Fig-1 Login Page 

The above image represents the Admin login page. 

 

 

Fig-2 Main Menu Page 

The above image represents the menu window for encryption and decryption and sending image. 

 

 

 

Fig-3 Steganoimage 

The above image represents encryption window. 

 

 

 

Fig-4 Encryption Key 

                   The above image represents encryption key defined by user. 

 

 

 

 

Fig-5 UnStegano 

          The above image represents decryption of the Un Stegano image. 

 

 

 

 

 
 
                   Fig-6 Decryption Key 

            The above image represents the key for decryption. 
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Fig-7 Send Image 

The above window represents the sending of encrypted image to  

Receiver. 

 

 
Fig-8 Send To Receiver 

The above image represents sending of encrypted image to particular receiver 

 

 
Fig-9 Receiver IP Address 

The above image represents the destination receive ip address. 

 

 

 
Fig-10 Receiver 

The above image represents the destination receiver where the stegano image will be sent. 

VI .CONCLUSION 

 

In our system the merging of two techniques cryptography 

and steganography made the message encrypted using 

cryptography  and that message is made to hide inside image 

using steganography, thus the proposed system can be 

achieved the increase of efficiency securing the data over 

transmitting through the internet. 
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