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Abstract:

Fingerprint-based authentication systems are widely used for various applications, but recent research has shown that
partial fingerprints can be used to bypass the authentication systems, highlighting the need for a novel approach to
enhance their security. In this research proposal, we aim to develop a novel method for enhancing the security of
partial fingerprint-based authentication systems using machine learning algorithms. The proposed method involves
data collection, feature extraction, and developing a machine learning model to match the partial fingerprints with the
previously stored fingerprints. The performance of the proposed method will be evaluated using various metrics, such
as accuracy, false acceptance rate, and false rejection rate. This research is expected to contribute to the development
of more secure and reliable authentication systems and increase awareness of the potential vulnerabilities of partial
fingerprint-based authentication systems.

Introduction:

Fingerprint-based authentication systems have been widely adopted for various applications, including mobile devices,
financial transactions, and access control systems, due to their convenience and security. However, recent research has
revealed that these systems can be vulnerable to attacks using partial fingerprints. Partial fingerprints are the areas of a
fingerprint that are captured during the authentication process, which are often incomplete due to various factors such
as finger placement, sweat, and dirt. These partial fingerprints can be exploited to bypass the authentication systems,

posing a significant security risk.

In the current state-of-the-art, traditional fingerprint-based authentication systems often use a binary matching
algorithm to compare the input partial fingerprint with previously stored fingerprints. However, this approach is not
effective in identifying partial fingerprints, as the algorithm may not detect matches due to the lack of complete
information. Therefore, there is a need for a novel approach to enhance the security of partial fingerprint-based

authentication systems.
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Machine learning has emerged as a promising solution to enhance the security of authentication systems, particularly
those based on partial fingerprints. Machine learning algorithms can analyze large datasets and identify patterns that
can be used to match partial fingerprints with previously stored fingerprints, improving the accuracy and reliability of
the authentication systems. In this research proposal, we aim to develop a novel method for enhancing the security of

partial fingerprint-based authentication systems using machine learning algorithms.

The proposed method involves three key stages: data collection, feature extraction, and machine learning model
development. In the first stage, a dataset of partial fingerprints will be collected from various sources to train and
evaluate the proposed model. The dataset will consist of partial fingerprints with varying degrees of completeness,

ensuring that the model is robust to real-world scenarios.

In the second stage, feature extraction techniques will be used to identify key features of the partial fingerprints, such
as ridges, valleys, and minutiae. These features will be used to develop a feature vector that represents the partial

fingerprint, which can be used for matching with previously stored fingerprints.

In the final stage, a machine learning model will be developed using various algorithms, such as convolutional neural
networks (CNN) and support vector machines (SVM). The model will be trained using the dataset of partial
fingerprints and evaluated using various metrics such as accuracy, false acceptance rate, and false rejection rate. The
proposed method is expected to achieve higher accuracy and lower false acceptance and rejection rates compared to

traditional binary matching algorithms.

The proposed research is significant because it addresses the vulnerability of partial fingerprint-based authentication
systems and proposes a novel solution to enhance their security using machine learning algorithms. The research is
expected to contribute to the development of more secure and reliable authentication systems and increase awareness

of the potential vulnerabilities of partial fingerprint-based authentication systems.

Literature Survey:

Literature Review
One of the main challenges of securing masterprint partial fingerprint-based authentication systems is the high degree
of similarity between different partial fingerprints. This makes it difficult to distinguish between genuine and fake

fingerprints. To address this challenge, several techniques have been proposed in the literature. One of the early
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approaches was proposed by Wang et al. (2017), who proposed a machine learning-based approach that uses a two-
layer convolutional neural network (CNN) to extract discriminative features from partial fingerprints. The proposed

approach achieved a high accuracy rate of 97.3% on the FVC2002 partial fingerprint dataset.

Another approach was proposed by Roy et al. (2019), who proposed a novel method for generating synthetic partial
fingerprints that can be used to train machine learning models. The proposed approach uses a generative adversarial
network (GAN) to generate synthetic partial fingerprints that are indistinguishable from real partial fingerprints. The
generated fingerprints are then used to train a machine learning model that achieves a high accuracy rate of 99.5% on
the FVVC2002 partial fingerprint dataset.

In addition to machine learning-based approaches, several other techniques have been proposed in the literature. For
example, Wu et al. (2019) proposed a feature-based approach that uses the ridge shape of the partial fingerprint to
generate a binary code that is used for authentication. The proposed approach achieved a high accuracy rate of 99.2%
on the FVC2002 partial fingerprint dataset.

Another approach was proposed by Zhang et al. (2020), who proposed a hybrid approach that combines machine
learning-based techniques with feature-based techniques. The proposed approach uses a CNN to extract discriminative
features from partial fingerprints and then uses the ridge shape of the partial fingerprint to generate a binary code that
is used for authentication. The proposed approach achieved a high accuracy rate of 98.9% on the FVC2002 partial
fingerprint dataset.

Proposed system
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Our project looks into the possibility of creating a “MasterPrint,” which is a synthetic or real partial fingerprint that
coincidentally matches one or more of the stored templates for a large number of users. Our preliminary results using
an optical fingerprint data set and a capacitive fingerprint data set show that it is possible to find or generate partial
fingerprints that can be used to impersonate a large number of users. In this regard, we highlight a potential flaw in
partial fingerprint-based authentication systems, particularly when multiple impressions are enrolled per finger.
Dataset :The FingerPass DB7 dataset consisting of images from a capacitive sensor and FVC 2002 DB1-A dataset

consisting of images from an optical sensor were used in our experiments.
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Figure 2: Select fingerprint
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Figure 3: Browse Fingerprint from database
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Figure 4: Browse Fingerprint from database 2
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Figure 6: Minutiae
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Figure 8: Store Features
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Figure 10: Finger print Authentication
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Figure 12: Preprocess Finger print
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Figure 13: Fingerprint Minutiae

Fingerprint Minutiae #

id Authentication Systems

Auimien ke

bmaertrind [l | e, : 1:1 L

Figure 14: Finger print Authenticated

© 2023, [JSREM | www.ijsrem.com | Page 11



http://www.ijsrem.com/

SJIF 2023: 8.176 ISSN: 2582-3930

id Authentication Systems

Autenirsis

]

td Authentication Systems

Salct Parl |2 = ;_:__“'“ﬁ,_\_:\:-‘\\\\‘ u.it:‘:...,....u-.-.-n x

Amenicais -
|

Figure 16: Finger print recognize
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Conclusion:

Fingerprint-based authentication is a highly reliable and secure method for user authentication. It has several
advantages over traditional password-based authentication, such as higher accuracy, resistance to phishing attacks, and
user convenience. The research on fingerprint-based authentication has explored various aspects of the technology,
including its effectiveness in different scenarios, the impact of environmental factors on fingerprint recognition, and

the vulnerabilities of the system.

Overall, the research suggests that fingerprint-based authentication can provide a robust security mechanism for
protecting sensitive data and resources. However, there are still some challenges that need to be addressed, such as the
potential for fingerprint spoofing and the need for continuous improvement in the accuracy and reliability of the
technology.

Further research and development in the field of fingerprint-based authentication are necessary to improve the
technology's effectiveness, efficiency, and security. With continued efforts, fingerprint-based authentication has the
potential to become a widely adopted authentication method for a wide range of applications, from mobile devices to

online banking and government services.
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