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Abstract - The widespread acceptance of cloud-based 

services in the healthcare sector has resulted in cost 

effective and convenient exchange of Personal Health 

Records (PHRs) among several participating entities of the 

e-Health systems. Nevertheless, storing the confidential 

health information to cloud servers is susceptible to 

revelation or theft and calls for the development of 

methodologies that ensure the privacy of the PHRs. 

Therefore, we propose a methodology called SeSPHR for 

secure sharing of the PHRs in the cloud. The SeSPHR 

scheme ensures patient-centric control on the PHRs and 

preserves the confidentiality of the PHRs. The patients 

store the encrypted PHRs on the un-trusted cloud servers 

and selectively grant access to different types of users on 

different portions of the PHRs. A semi- trusted proxy called 

Setup and Re-encryption Server (SRS) is introduced to set 

up the public/private key pairs and to produce the re-

encryption keys. Moreover, the methodology is secure 

against insider threats and also enforces a forward and 

backward access control. Furthermore,   we   formally   

analyze   and   verify   the working of SeSPHR methodology 

through the High Level Petri Nets (HLPN). Performance 

evaluation regarding time consumption indicates that the 

SeSPHR methodology has potential to be employed for 

securely sharing the PHRs in the cloud. 

Key Words:: Access Control, Cloud Computing, Personal 

Health Records, Privacy. 

1.INTRODUCTION 
 

 
 

Cloud   computing   has   emerged   as   an   important 

computing paradigm to offer pervasive and on demand 

availability of various resources in the form of hardware 

software infrastructure and storage consequently the cloud 

computing paradigm facilitates organizations by relieving 

them form the protected job of infrastructure development 

and has encouraged them to trust on the third party 

information technology services additionally the cloud 

computing model has demonstrated significant potential to 

increase coordination among several healthcare stakeholder 

and also to ensure continuous availability of health 

information and scalability. 

 

Despite the advantages of scalable agile cost effective and 

ubiquitous services offered by the cloud various concerns 

correlated to the privacy of health data also arise   a   major   

reason   for   patients   apprehensions regarding the 

confidentiality of PHRs is the nature of the cloud to share and 

store the phrs. Storing the private health information to 

servers managed by third parties is susceptible to 

unauthorized access. In particular privacy of the PHRs stored 

in public clouds that are managed by commercial service 

providers  is  extremely at risk the privacy of the PHRs can 

be at risk in several ways, for example theft, loss, and leakage 

the PHR either in cloud storage or in transit form the patient 

to the cloud or from cloud   to   any   other   user   may   be   

susceptible   to
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unauthorized access because of the malicious behavior of 

external entities. 

 

The  methodology  preserves  the confidentiality  of  the 

PHRs by restricting the unauthorized users. The patients as 

the owners of the PHRs are permitted to upload the 

encrypted PHRs on the cloud by selectively granting the 

access to users over different portions of the PHRs. Each 

member of the group of users of later type is granted access 

to the PHRs by the PHR owners to a certain level depending 

upon the role of the user. The levels of access granted to 

various categories of users are defined in the Access 

Control List (ACL) by the PHR owner. For example, the 

family members or friends of the patients may be given full 

access over the PHRs by the owner. Similarly, the 

representatives of the insurance company may only be able 

to access the portions of PHRs containing information about 

the health insurance claims while the other confidential 

medical information, such as medical history of the patient 

is restricted for such users.[1] 

 

The key contributions of the proposed work are given 

below: 

 

➢ We present a methodology called SeSPHR that permits 

patients to administer the sharing of their own PHRs in the 

cloud. 

 

➢ The SeSPHR  methodology  employs  the El-Gamal 

encryption and proxy re-encryption to ensure the PHR 

confidentiality. 

 

➢ The methodology allows the PHR owners to selectively  

grant  access  to users  over  the portions  of PHRs based 

on the access level specified in the ACL for different groups 

of users. 

 

➢ A semi-trusted proxy called SRS(Setup and Re- 

encryption Server) is deployed to ensure the access control  

and  to  generate  the  re-  encryption  keys  for 

different   groups   of   users   by   eliminating   the   key 
 

management overhead at the PHR owner’s end. 
 

 

➢ The forward  and  backward  access  control  is  also 

implemented in the proposed methodology Formal analysis 

and verification of the proposed methodology is performed to 

validate its working according to the specifications. 

 

2. RELATED WORK 
 

 

Literature survey is the most important step in software 

development process. Before developing the tool it is 

necessary to determine the time factor,  economy and 

company Traffic Redundancy Elimination,  once these 

things  are satisfied,  then  next  steps  are to  determine which 

operating system and language can be used for developing   

the   tool.   Once   the   programmers   start building the tool 

the programmers need lot of external support. This support 

can be obtained from senior programmers, from book or from 

websites. Before building  the  system  we  have  to  known  

the  below concepts for developing the proposed system 

 

1)   A  new  general  framework  for  secure public   

key   encryption   with   keyword search 

 

Public Key Encryption with Keyword Search (PEKS), 

introduced by Boneh et al. in Eurocrypt’04, allows users to 

search encrypted documents on an untrusted server without 

revealing any information. This notion is very useful in many 

applications and has attracted a lot of attention by the 

cryptographic research community. However,  one  limitation  

of  all  the  existing  PEKS schemes is that they cannot resist 

the Keyword Guessing Attack (KGA) launched by a 

malicious server. In this paper, we propose a new PEKS 

framework named Dual- Server  Public  Key  Encryption  with  

Keyword  Search (DS-PEKS). This new framework can 

withstand all the attacks,  including  the  KGA  from  the  

two  untrusted
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servers, as long as they do not collude. We then present a 

generic construction of DS-PEKS using a new variant of  

the  Smooth  Projective  Hash  Functions  (SPHFs), which 

is of independent interest. 

 

2) Searchable symmetric encryption- Improved 

definitions and efficient constructions 

Searchable symmetric encryption (SSE) allows a party to 

outsource the storage of his data to another party in a 

private manner, while maintaining the ability to selectively 

search over  it. This  problem has  been the focus of active 

research and several security definitions and constructions 

have been proposed 

.In this paper we begin by reviewing existing notions of 

security and propose new and stronger security definitions. 

We then present two constructions that we show secure 

under our new definitions. Interestingly, in addition to 

satisfying stronger security guarantees, our constructions 

are more efficient than all previous constructions. 

 

3)   Public  Key  Encryption  with  Keyword 
 

Search based on K-Resilient IBE 
 

An  encrypted  email  is  sent  from  Bob  to  Alice.  A 

gateway  wants  to  check  whether  a  certain  keyword 

exists in an email or not for some reason (e.g. routing). 

Nevertheless Alice does not want the email to be decrypted 

by anyone except her including the gateway itself. This is 

a scenario where public key encryption with keyword 

search (PEKS) is needed. In this paper we construct a new 

scheme (KR-PEKS) the KResilient Public Key Encryption 

with Keyword Search. The new scheme is secure under a 

chosen keyword attack without the random oracle. The 

ability of constructing a Public Key Encryption with 

Keyword Search from an Identity Based Encryption was 

used in the construction of the KR-PEKS. The security 

of the new scheme was proved 

by  showing  that  the  used  IBE  has  a  notion  of  key privacy 

 

4)   Generic  constructions  of secure-channel free 

searchable encryption with adaptive security 

 

For searching keywords against encrypted data, public key  

encryption scheme  with keyword search (PEKS), and its 

extension secure-channel free PEKS (SCF- PEKS), has been 

proposed. In this paper, we extend the security of SCF-PEKS, 

calling it adaptive SCF-PEKS, wherein an adversary 

(modeled as a “malicious-but- legitimate” receiver) is 

allowed to issue test queries adaptively. We show that 

adaptive SCF-PEKS can be generically constructed by 

anonymous identity-based encryption only. 

 

3.PROPOSED SYSTEM 
 
The  attribute  based  encryption  algorithm  first  encrypt data 

before storing on the cloud server. In ABE there are two 

variants based on placing attributes and access attribute policy. 

Here in this research paper, we develop a model and 

mechanism for control of data access to PHRs stored in cloud 

servers. To achieve efficient and modular data   access   control   

for   PHRs,   we   provide   ABE encryption approach to encrypt 

each PHR file. In this system  we  try  to  focus  on  the  

multiple  data  owner scheme, and divide the users into 

security domains that highly reduce the key management 

complication for owners and users. In this system patient 

privacy is guaranteed by exploiting multi- authority. 

 

ADVANTAGES OF PROPOSED SYSTEM: 
 

There are only one disadvantages for the system, searching   

depends   on   the   generation   of   keyword trapdoor, if some 

words generate wrong trapdoor when there is no back ground 

knowledge, then the system generates false positive ratio.

http://www.ijsrem.com/
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SYSTEM ARCHITECTURE 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

4.SYSTEM IMPLEMENTATION Module 

Description: 

    Cloud Server 
 

 

In this module, the Server login by 

using valid user name and password. 

After  login  successful  he  can  do 

some operations  such as  Authorize 

PHR User, Authorize PHR Data 

Owner,  Clinical  Report,  View Patient 

Details, Access Control Request, 

Encryption Key Requests, View Key 

Transactions, and View Result in Chart. 

    View and Authorize Users 
 

 

In this module, the admin can view the list of 

users who all registered. In this, the admin can 

view the user’s details such as, user name, email, 

address and admin authorizes the users. 

 

    PHR Owner 
 

In this module, there are n numbers of Owners 

are present. Owner should register before doing 

any operations. Once Owner  registers,  their  

details will be stored to the database. After 

registration  successful,   he  has  to login by  

using authorized user name and password. Once 

Login is successful Owner will do some 

operations like View Profile, Add Patient 

Details, View Patient Details, View Key 

Requests, and View Clinical Reports 

 
    PHR User 

 

In this module, there are n numbers of users 

are present. User should register before doing 

any operations. Once user registers, their details 

will be stored to the database. After registration  

successful,   he  has   to login by using 

authorized user name and password. Once Login 

is successful user will do some operations  like  

View  Profile, Request Key, View Access 

Control, View Clinical Reports, and View 

Patient Details.
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5.RESULTS 
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6. CONCLUSION 
 

 

We proposed a methodology to securely store and 

transmission of the PHRs to the authorized entities in the 

cloud. The methodology preserves the confidentiality of the 

PHRs and enforces a patient-centric access control to 

different portions of the PHRs based on the access provided 

by the patients. We implemented a fine-grained access 

control method in such a way that even the valid system 

users cannot access those portions of the PHR for which 

they are not authorized. The PHR owners store the 

encrypted data on the cloud and only the authorized users 

possessing valid re- encryption keys issued by a semitrusted 

proxy are able to decrypt the PHRs. 

 

The role of the semi-trusted proxy is to generate and 

store the public/private key pairs for the users in the system. 

In addition to preserving the confidentiality and ensuring 

patient-centric access control over the PHRs, the 

methodology also administers the forward and backward 

access  control  for  departing  and  the newly joining users, 

respectively. Moreover, we formally analyzed and verified 

the working of SeSPHR methodology through the HLPN, 

SMT-Lib, and the Z3 solver. The performance evaluation 

was done on the on the basis of time consumed to generate 

keys, encryption and decryption operations, and turnaround 

time. The experimental results exhibit the viability of the 

SeSPHR methodology to securely share the PHRs in the 

cloud environment. 
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