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Abstract—Online  social networks (OSNs) have become Broadly, there are two types of risks imposed on users of

mainstream way of sharing media and information among friends,
online. With ever increasing number of internet users, and in turn
OSN users, there is an increase in risks related to user’s privacy and
security. There are three core privacy issues in today’s OSNs, such as
not asking for user’s consent, not able to categorise data or friends on
the basis of certain factors, and lack of easy-to-access one-window
privacy settings. We have implemented Shade, a layered privacy
framework containing three privacy layers that aims to address the
three core privacy issues, and provide a solid foundation for OSNs.
Shade is an online social network implemented on top of Shade for
privacy-caring users. The three privacy layers present in Shade,
through Shade, are Consent Layer, Data Categorisation Layer, and
Friends Categorisation Layer. Each layer addresses one of the three
core privacy issues.
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Privacy Analysis, Shade Privacy Framework, Shade Social Network

I. INTRODUCTION

An online social network (OSN) is a way of interacting
with people you know in real life, or strangers with similar
interests, and sharing information and media online.

With a rapid growth in the number of internet-connected
devices in the last few years, OSNs have become the
mainstream way of sharing information among your online
friends. People share all sorts of personal information and
media such as photos, videos, phone number, address etc.

Around 4 billion devices are connected to internet [1], and
out of those 4 billion, 2 billion devices are on some sort of
OSN [2]. While it is generally good to have people connected
to internet, and in turn to OSNs, for a faster information
transport, it imposes some risks on the users of OSNs.

OSNs:

e Security risks: Users when on an OSN, can get
exposed to an insecure network via a third-party app or
service. These insecure networks can affect user’s
device in many ways. Most popular of them being
virus, malware, spyware, phishing, Trojan etc.

e Privacy risks: Privacy risks and security risks overlap
in some areas like phishing, but there are areas that
come under privacy risks only, such as not asking user
for consent before storing their data, selling their data
to third parties, leaking of sensitive yet plain data in
large amounts, etc.

In this paper, we have addressed three core privacy issues
in today’s OSNs:

e User is not asked for consent before storing or sharing
personal information.

e User is not able to categorise information based on risk
factor, and is also not able to categorise friends into
different groups for group specific posts.

e Privacy settings are scattered all over the place and are
complex for an average user.

We have implemented an OSN called Shade based on our
own Shade Privacy Framework. Shadeaddresses all the three
core privacy issues mentioned earlier, and is a layered privacy
framework containing three privacy layers to make users’
online experience private and secure:

e Jayer 1 ensures that users are asked for an explicit
consent whether they want to share their High-Risk
Data with OSN, or not, for analysis purposes.
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e [Layer 2 ensures that users’ data is categorised into two
different categories based on risk factor: Low-Risk
Dataand High-Risk Data.

e Layer 3 ensures that users’ friends are categorised into
four different categories based on comfort level:
Friends, Family, Acquaintances, and Public.

Each layer adds up on privacy level of the previous layer,
and makes user’s online experience more secure and more
private by many folds.

II. CONTENT

This section elaborates upon the basics of terminology
discussed in this paper.

A. Online Social Networks

An online social network (OSN) is an online platform built
for people to interact with their real-life friends, and also to
meet like-minded strangers online.

People are able to share any sort of information online with
their friends such as photos, videos, personal information like
phone number, home address, etc.

OSNs are also used for real-time chats with friends. It is
very useful as in the friends chatting with each other feel like
they are sitting together, and having a real conversation,
without anyone having to leave the comfort of their home.

Most popular OSNs, today, are Facebook, Twitter,
LinkedIn, etc. Facebook is also the most controversial of the lot
for their data scandal with Cambridge Analytica[3].

B. Online Risks

With a rapid increase in the internet-connected devices, and
in turn in the number of OSN users, the risks related to security
and privacy of users also increase.

There are mainly two types of risks related to user’s online
activity:

e Security Risks: Risks related to user’s exposure to
insecure networks, or malicious software like virus,
malware, Trojan, etc.

Virus, malware, spyware are malicious software which get
downloaded on user’s computer and steal or exploit personal
information [4].

e Privacy Risks: Risks related wuser’s personal
information on OSNs, or elsewhere, such as phishing,
data breach, etc.

Phishing is an online activity attempted by people with
malicious intentions, to obtain sensitive information of users
such as username, password, bank details etc [5].

Data breach refers to leaking of sensitive information of
people without their consent. Large amounts of profiling
information gets leaked, or stolen by hackers for malicious
reasons [6].

Security risks and privacy risks overlap in some areas but
we have mainly focused on privacy risks in this paper.

Privacy issues and privacy risks are two terms that are
generally used interchangeably. In this paper, privacy risks
refer to all the risks related user’s privacy anywhere on the
internet, and privacy issues are the three core privacy issues in
today’s OSNGs.

The three core privacy issues in today’s OSNs are:

e Users are not asked for an explicit consent while
signing-up, whether they want their data to be shared
with OSN, or not.

Users’ personal data can be used to profile them and to
provide them a personalised online experience. But today’s
OSNs do not ask for user’s consent during sign-up, or at any
point-of-time afterwards, before storing their data for profiling
and analysis purposes, and selling their data to third parties for
advertising purposes.

e Users’ data is not categorised based on risk factor, and
users’ friends are not categorised based on comfort
level.

OSNs do not categorise data into Low-Risk Data and
High- Risk Data, and friends into Friends, Family,
Acquaintances, and Public. This makes it hard for users to
create and post audience-specific posts. The posts are either
made for friends, or for public. There is no audience-specific
solution available in today’s OSNs.

e Privacy settings are scattered all over the place, and are
complex enough for an average user.

OSNs make it very hard for average users to change
privacy settings according to their taste. The settings are not
present in one place, and are scattered place all over the place,
that confuses users with all the possible permutations of best
possible privacy settings.

III. SHADEPRIVACY FRAMEWORK

Shadeis a layered privacy framework that aims to provide
a solid foundation for OSNs. We have implemented Shade on
top of the Shade Privacy Framework.

Shadecontains three privacy layers, each adds up to the
privacy level of the previous layer, and makes users’ online
experience more secure and more private, by many folds.

Each layer in the Shade Privacy Framework addresses one
of the three core privacy issues addressed in this paper.

A. Layer 1
This layer is called the Consent Layer.

This layer addresses the first privacy issue that “Users are
not asked for an explicit consent while signing-up, whether
they want to share their data with OSN, or not.”

In this layer, users are asked for an explicit consent at the
sign-up, whether they want to share their data with OSN, or
not. Based on their choice, they are put into one of the two
user pools:
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e Shaded Users: Users who don’t want their data to be
shared with OSN, and in turn don’t want their data to be
used for a personalised experience, and by third parties
for advertising purposes.

e Unshaded Users: Users who allow the OSN to gather
their data including their personal information for
profiling and advertising purposes, and in turn want a
personalised experience.

B. Layer?2
This layer is called the Data Categorisation Layer.

This layer addresses the second privacy issue that
“Users’ data is not categorised based on risk factor.”

In this layer, user’s data is categorised into two categories
based on the risk factor:

e Low-Risk Data: This data can not be used for profiling
purposes, and thus is invalid for advertising companies.
Low-Risk Data includes consent value, joining date,
etc.

e High-Risk Data: This data is sensitive. It can be used
for profiling users, and thus is very valuable for
advertising companies. This data can also be used for
malicious reasons by hackers. High-Risk Data includes
posts that can contain phone number, address, bank
details, etc.

To implement this layer, Shade uses two different
database, one for each category of data.

C. Layer 3
This layer is called the Friends Categorisation Layer.

This layer also addresses the second privacy issue that
“Users’ friends are not categorised based on comfort level.”

In this layer, user’s friends are categorised into three
different categories based on the comfort level in real life:

e Friends: These are the friends of user. User can share
any sort of information with them without having to
worry about information misuse.

e Family: These are members of user’s family and
extended family. User can only share family-friendly
information with them.

e Acquaintances: These are acquaintances, colleagues,
and other casual friends of user. User can trust them
with only certain amount of information.

e Public: These are any other people that are not user’s
friends, and visit user’s profile with a public point-of-
view. They can only see user’s Low-Risk Data and
Public posts.

IV. IMPLEMENTATION AND RESULTS

This section shows the implementation of Shade OSN
based on our Shade Privacy Framework.

A. Architecture

Fig. 1 shows the basic block architecture of Shade Privacy
Framework. Shade is based on this architecture. The
framework has three layers, as mentioned earlier: Consent
Layer, Data Categorisation Layer, and FriendsCategorisation
Layer.

Stretum
Privecy
Framewon

Fig. 1. Shade Privacy Framework Block Architecture

Technologies used in Shade are as follows:

o C(lient-Side Technologies: HTML, CSS and JavaScript
for layout, design and front-end functionality,
respectively.

o Server-Side Techonologies: Node.js/Express, EJS,
Mongoose, and Passport for server-side logic,
templating, database operations, and secure login
system, respectively.

o Database: MongoDB

B. Layer 1

Layer 1, or Consent Layer is exercised during sign-up
process. Users are asked for explicit consent on the sign-up
page, whether they want to share their data with OSN, or not.
Fig. 2 shows the sign-up page.

Register
Username

Password

I would like to share my data with Shade.

Fig. 2. Shade Sign Up Page
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Fig. 3 shows selective fields of a user’s
data as stored in the database. It clearly shows
whether the user has given consent to Shade,
or not. Shade respects user’s privacy, and
doesn’t go against user’s will.

oined 2819-83-87788:55:24. 9847

Fig. 3. Selective User Data

C. Layer?2

Layer 2, or Data Categorisation Layer is exercised at
database level. Two different database are used to store users’
data, one for each category of data.

usersdatabase is used to store users’ Low-Risk Data, and
posts database is used to store users’ High-Risk Data i.e. posts.

Fig. 4 shows the two database used with Shade.

Fig. 4. Shade Database

D. Layer 3

Layer 3, or Friends Categorisation Layer is exercised
through user’s interaction with Shade.

A logged-in user can connect with other user by opening
other user’s profile, and connecting with other user as a
Friend, Family, or Acquaintance.

Fig. 5 shows the three connection options on other user’s
profile as seen by a logged-in user.

You are not connected with abhay.

Connect as Friend
Connect as Family

Connect as Acquaintance

Fig. 5. Connection Options

A logged-in user can then select Friends, Family,
Acquaintances, or Public as audience during posting to create
an audience-specific post, or a public post.

Fig. 6 shows the four audience options during posting.

Write something...

Select an audience... s

Friends

Farniby
Acquaintances
Public

Fig. 6. Audience Options During Posting

Layer 1 ensures user is asked for consent before accessing
personal data.

Level 2 ensures data is properly categorised into two
categories based on the risk factor.

Layer 3 ensures friends are categorised to ensure proper
audience selection at the time of posts. All the three layers
combined ensure that user’s online experience on Shade is
more secure and private than ever.

V. CONCLUSION AND FUTURE SCOPE

OSNs have become mainstream way of communicating
online. People share their photos, videos, and other personal
information like address and phone number, among friends.
It’s the responsibility of OSNs to protect the massive amount
of data being generated by their users, everyday.

Unfortunately, in hope of better money, today’s OSNs are
ignoring privacy and security measures, which is responsible
for data breaches like Facebook - Cambridge Analytica Data
Scandal [7].

We identified three core privacy issues with today’s OSNs,
and built a new OSN called Shade which is based on our
Shade Privacy Framework. Shadeis a layered privacy
framework with three layers: Consent Layer, Data
Categorisation Layer, and Friends Categorisation Layer.
Each layer addresses one of the three core privacy issues, and
makes Shadea very solid foundation for an OSN.

We hope to keep incorporating new features into Shade to
combat the ever changing online threats.
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