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Abstract—The rise of non-communicable diseases (NCDs), 
particularly in India, highlights the need for innovative health- 
care solutions. SHERM (System of Electronic Health Record 
Management Software) addresses these challenges by offering a 
next-generation platform that integrates machine learning (ML), 
NFC, and QR technologies to enhance healthcare delivery. 

SHERM combines advanced data collection techniques, predic- 
tive analytics, and secure, real-time data access to improve patient 
outcomes and streamline healthcare processes. Its user-friendly 
design, developed using the MERN stack and Ionic framework, 
ensures inclusivity for differently-abled and rural populations 
while maintaining robust data security. 

The platform empowers healthcare providers with personal- 
ized insights for precise diagnoses and treatments, while pharma- 
ceutical companies gain actionable demographic data to optimize 
resources. By evolving its repository with minimal manual input, 
SHERM ensures scalability and long-term efficiency. 

By bridging gaps in traditional healthcare systems, SHERM 
demonstrates how technology can address NCD challenges, of- 
fering a scalable, secure, and accessible solution that enhances 
healthcare outcomes for all stakeholders. 

Index Terms—Electronic Health Records, Non-Communicable 
Diseases, Machine Learning, NFC, QR Code, Healthcare Acces- 
sibility 

I. INTRODUCTION 

The increasing prevalence of non-communicable diseases 

(NCDs) has posed a critical challenge to healthcare systems, 

particularly in emerging markets like India. NCDs contribute 

significantly to global mortality, necessitating advanced solu- 

tions for effective disease management and prevention. The 

System of Electronic Health Record Management (SHERM) 

emerges as a pioneering platform designed to transform the 

landscape of healthcare delivery. 

SHERM integrates advanced technologies, including Ma- 

chine Learning (ML), Near Field Communication (NFC), and 

QR Code systems, to provide a robust framework for col- 

lecting, managing, and analyzing patient data. By leveraging 

the MERN stack for web development, Ionic for mobile 

applications, and Firebase for database management, SHERM 

ensures a seamless user experience for both patients and 

healthcare providers. The platform emphasizes accessibility 

and inclusivity, with tailored features for differently-abled 

individuals, promoting equitable healthcare. 

A key innovation in SHERM lies in its automated data 

collection and analysis capabilities. Using ML algorithms, the 

system identifies trends and provides actionable insights into 

NCD management, enabling precise diagnosis and treatment. 

Furthermore, SHERM addresses crucial challenges such as 

data security and interoperability, incorporating blockchain 

technologies for secure and transparent health record manage- 

ment. 

The project’s holistic approach benefits multiple stakehold- 

ers—patients gain enhanced care and security for their health 

data, doctors access comprehensive medical histories with 

ease, and pharmaceutical companies receive tailored demo- 

graphic insights for targeted product development. At its core, 

SHERM aligns with global efforts to combat NCDs, aiming 

to extend life expectancy and improve quality of life. This 

research paper delves into the methodologies, challenges, and 

transformative potential of SHERM in redefining healthcare 

systems. 

II. LITERATURE REVIEW 

A comprehensive review of existing literature highlights key 

areas of focus: 

A. Machine Learning Integration 

Research emphasizes the potential of machine learning 

(ML) in optimizing EHR data for predictive analytics. For 

instance, ”Machine Learning for Multimodal EHR-based Re- 

search” explores leveraging structured and unstructured data 

to predict health outcomes. 

B. Data Security and Privacy 

”Blockchain for Electronic Health Records: A Systematic 

Literature Review” discusses blockchain’s role in safeguarding 

sensitive health data, aligning with SHERM’s emphasis on 

robust encryption mechanisms. 

C. Accessibility and Usability 

Studies like ”Mobile Health Applications: NFC and QR 

Code Usability for Health Data Access” reinforce the usability 

of NFC and QR technologies, which SHERM integrates to 

provide secure and user-friendly health record access. 

III. PROPOSED METHODOLOGY 

A. System Design 

SHERM employs a modular architecture: 
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• Web Application: Built using the MERN stack (Mon- 

goDB, Express.js, React.js, Node.js) for scalability and 

efficiency. 

 

 
Fig. 1. System Design Architecture of SHERM 

 

• Mobile Application: Developed with the Ionic frame- 

work for cross-platform compatibility. 

• Database: Firebase is used for real-time data synchro- 

nization and secure storage. 

• Hardware Integration: NFC and QR code technologies 

ensure secure, seamless data access. 

B. Predictive Analytics 

Machine learning models, implemented using TensorFlow, 

analyze patient data to provide early detection of NCDs and 

personalized treatment recommendations. 

C. Inclusivity Features 

SHERM prioritizes inclusivity through multilingual support, 

voice commands, and offline capabilities, addressing the needs 

of rural and differently-abled populations. 

IV. PROPOSED SYSTEM ARCHITECTURE 

The architecture of SHERM (System of Electronic Health 

Record Management Software) is designed with a modular and 

component-based approach to ensure scalability, maintainabil- 

ity, and a seamless user experience. The system incorporates 

distinct layers, each serving specific functions to optimize 

healthcare management processes. 

A. Frontend Layer 

The frontend layer serves as the primary interface for user 

interactions, designed to be dynamic and user-friendly. 

1) Technologies Used: 

• React.js: The frontend is developed using React.js, 

enabling dynamic and responsive interfaces. Essential 

components include LandingPage, PatientLogin, Doctor- 

SignIn, and DashboardDisplay, each tailored to specific 

user roles. 

2) Features: 

• User Interaction: Patients and doctors access the system 

via web browsers or mobile applications. React.js handles 

routing (react-router-dom) and component render- 

ing for smooth navigation. 

• Functionalities: 

– Login portals for patients and doctors with robust 

credential validation. 

– Dynamic dashboards displaying patient analyses and 

healthcare insights. 

– File uploader interfaces for adding medical records, 

with real-time analysis and result visualization. 

 

B. Backend Layer 

The backend manages the core application logic, including 

authentication, session management, and data handling. 

1) Key Features: 

• Authentication Logic: Separate workflows are imple- 

mented for patients and doctors. Patient login credentials 

are validated against predefined parameters, while doctor 

logins utilize unique identifiers such as employee IDs and 

medical registration numbers. 

• State Management: The application extensively uses 

useState for managing states such as login status, user 

information, and analysis results. 

2) Data Flow: 

• Credentials entered by users are verified, and suc- 

cessful authentication redirects them to role-specific 

interfaces (e.g., /file-uploader for patients or 

/doctor-dashboard for doctors). 

• User actions, such as uploading medical files or logging 

out, dynamically update the system state and render the 

appropriate content. 

 

C. Middleware Layer 

The middleware layer facilitates secure data processing and 

interaction between the frontend and backend. 

1) Purpose: 

• Handles data validation, authentication checks, and ses- 

sion management. 

• Embedded logic (e.g., handlePatientLogin and 

handleDoctorLogin) ensures secure and error-free 

user interactions. 

 

D. Database and Storage Layer 

The database layer ensures efficient data storage, retrieval, 

and real-time updates. 

1) Technology: 

• Firebase: Firebase is employed as the primary database 

for managing electronic health records, ensuring secure, 

scalable, and real-time synchronization across devices. 

2) Integration: 

• Data from the frontend (e.g., uploaded files or user 

details) is securely stored in Firebase. The database also 

supports seamless retrieval and updates of health records, 

enabling real-time data analysis and display. 

http://www.ijsrem.com/


          International Journal of Scientific Research in Engineering and Management (IJSREM) 

                        Volume: 09 Issue: 01 | Jan - 2025                           SJIF Rating: 8.448                                     ISSN: 2582-3930                                                                                                                                               

 

© 2025, IJSREM      | www.ijsrem.com                                 DOI: 10.55041/IJSREM40771                           |        Page 3 
 

 

 
 

Fig. 2. Proposed System Architecture for SHERM 

 

 

V. RESULTS AND DISCUSSION 

The implementation of SHERM demonstrates: 

• Enhanced healthcare outcomes through predictive analyt- 

ics and personalized care. 

• Improved accessibility for underserved populations using 

NFC and QR technologies. 

• Scalability and efficiency in managing large datasets with 

minimal manual intervention. 

Challenges include training healthcare providers in rural 

areas and ensuring interoperability with existing systems. 

Future enhancements will focus on integrating IoT devices 

and wearable technologies. 

VI. CONCLUSION 

SHERM offers a transformative approach to healthcare, 

addressing critical challenges such as fragmented data, limited 

accessibility, and the absence of predictive analytics for non- 

communicable diseases (NCDs). Its advanced features—such 

as machine learning-driven insights, secure NFC/QR-based ac- 

cess, and inclusive design—promote better healthcare delivery 

and accessibility across socio-economic barriers. 

The platform empowers patients with seamless access to 

their health records, enables doctors to deliver personalized 

care, and supports pharmaceutical companies with data-driven 

insights. By prioritizing security, scalability, and user inclusiv- 

ity, SHERM sets a benchmark for future healthcare systems. 

In demonstrating the power of technology to tackle global 

health challenges, SHERM stands as a sustainable and impact- 

ful solution, paving the way for enhanced health outcomes and 

equitable care worldwide. 
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