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Abstract: ATM or Automated Teller Machines are widely used by people nowadays. Performing cash withdrawal 

transaction with ATM is increasing day by day. ATM is very important device throughout the world. The existing 

conventional ATM is vulnerable to crimes because of the rapid technology development. A total of 270,000 reports 

have been reported regarding debit card fraud and this was the most reported form of identity theft in 2021. A secure 

and efficient ATM is needed to increase the overall experience, usability, and convenience of the transaction at the 

ATM. Specifically, the goal of this project is to give a computer vision method to solve the security risk associated 

with accessing ATM machines. This project proposes an automatic teller machine security model that uses electronic 

facial recognition using Deep Convolutional Neural Network. If this technology becomes widely used, faces would be 

protected as well as their accounts. Face Verification Click bait Link will be generated and sent to bank account holder 

to verify the identity of unauthorized user. 

 

I. INTRODUCTION 

 
ATM stands for "Automated Teller Machine". It is a computerized electronic machine that allows bank customers to 

perform various transactions without the need for a human teller or cashier. ATMs are typically located in public areas such as 

shopping malls, airports, and banks. ATMs provide a wide range of banking services, including cash withdrawals, deposits, 

balance inquiries, account transfers, and bill payments. To use an ATM, customers typically need a bank account and an ATM 

card or debit card that is linked to the account. To withdraw cash, customers insert their card into the machine, enter their 

Personal Identification Number(PIN),and specify the amount of cash they wish to withdraw. The machine dispenses the cash and 

issues receipt for the transaction. Similarly, customers can deposit cash or checks by inserting them into the machine and 

following the instructions on the screen. ATM are available 24/7, making them a convenient way for customers to access their  

accounts and perform transactions outside of regular banking hours. They have also become an essential part of the global 

financial system, providing easy and secure access to banking services for millions of people around the world. 
 

Figure1.1AutomatedTellerMachine 
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II. LITERATURE SURVEY 
1. FACE RECOGNITION AS A BIOMETRIC SECURITY FOR SECONDARY PASSWORD FOR ATM USERS, 

Lusekelo Kibona and 2015. 

In this paper, the author tried to review some mechanisms used in dealing with security threat posed to ATM users and 

found hat there are potential threats associated with using card based security system so there is a need to add up another 

secondary security after the primary stage has been passed and that secondary stage is facial recognition security system as 

explained in an algorithm developed in this paper. 

 

2. FINGERPRINT BASED BIOMETRIC ATM AUTHENTICATION SYSTEM, 

Dhiraj Sunehra and 2014. 

The prominent biometric methods that may be used for authentication include fingerprint, palm print,hand print, face 

recognition, speech recognition, dental and eye biometrics. In this paper, a microcontroller based prototype of ATM cashbox 

access system using fingerprint sensor module is implemented. The necessary software is written in Embedded ‘C’ and the 

system is tested. 

 

3. DEEP LEARNING BASED CARD-LESS ATM USING FINGERPRINT AND FACE RECOGNITION 

TECHNIQUES, 

Ayusha Mohite, Shruti Gamare, Karan More, Nita Patil 2019. 

We propose a system that uses fingerprint and face recognition authentication (not ATM cards) for accessing user 

account along with PIN which is more secure and reliable than the existing system. Here we are using the CNN model for 

face recognition and Minutiae feature extraction for fingerprint recognition. 

 

4. USABILITY AND BIOMETRIC VERIFICATION AT THE ATM INTERFACE, 

Lynne Coventry, Antonella De Angeli and Graham Johnson and 2003. 

Biometric techniques in general and focus upon the usability phases and issues, associated with iris verification 

technology at the Automated Teller Machine (ATM) user interface.    The paper concludes with a review of some of the 

major research issues encountered, and an outline of future work in the area. 

 

5. ENHANCED ATM SECURITY SYSTEM USING BIOMETRIC, 

S,Selina Oko,Jane Oruh and 2012. 

The existing security of the ATM (Automated Teller Machine) system has been improved by integrating the fingerprint 

of the user into the bank's database as to further authenticate it. This was achieved by modelling and building an ATM 

simulator that will mimic a typical ATM system. The end result is an enhanced biometric authenticated ATM system that 

ensures greater security and increased customer's confidence in the banking sector. 

 

III.PROPOSED SYSTEM 

• Existing ATM authentication method is the use of password-PINs and OTP. 

• QR cash withdrawals were enabled so customers could ditch their ATM cards and simply scan a QR-code on 

ATMs using the QRapp to withdraw cash. 

• ATM security system architecture that incorporates both the finger print and GSM technology into the existing 

PIN-based authentication process. 

• The algorithms used in the existing system for biometric authentication are Artificial Neural 

Networks(ANNs),Fuzzy Expert Systems(FESs),and Support Vector Machines(SVMs). 

         DEMERITS 

• The accuracy of the existing system is80 to 90 percent. 

• Face detection and loading training data processes just a little bit slow. 

• I tcan only detect face from a limited distance. 

• It cannot repeat live  video to recognize missed faces. 

• This method is not very secure and prone to increase in criminal activities. 
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Proposed work 
➢ This paper proposes an automatic teller machine security model that would combine a physical access card and 

electronic facial recognition using Deep Convolutional Neural Network. 

➢ When the stored image and the captured image is does not match, it results in unauthorized user. 

➢ Face Verification Link will be generated and sent to account holder to verify the identity of unauthorized user. 

 

 

 

III. SYSTEM ARCHITECTURE 
 

 
Figure2.1 SystemArchitecture 

The system architecture below illustrates how a user utilizes the ATM simulation to perform a transaction. At first, the 

user must enter the login page by using admin credentials. 

After entering the admin credentials, it verifies those credentials, which are stored in the database. If it matches, it goes 

to an account creation page. After entering the login page, the user can create an account on the account creation page by using 

the user credentials like username, mail ID, phone number, address, etc. 

After creating an account, the user must enroll their face, which gets stored in the database to generate an ATM ID and 

send it to the account holder's email. All those user credentials are stored in the database. 

While performing the transaction process at that time, it lively captures your face and goes to face verification. In this 

process, it verifies your face by comparing your captured face with the stored face in the database. 

If it matches, the user can proceed with the transaction process; if it does not, it sends an unknown face-forward link to 

the account holder's phone number. When the user clicks the link, it goes to a webpage where it captures an unknown face. The 

user has the option to accept or reject it. 

http://www.ijsrem.com/
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If the user clicks accept, the transaction process will proceed further; if not, it will get out of the transaction process or 

block the transaction. 

IV CNN ALGORITHM 

There are three types of layers that make up the CNN which are the convolutional layers, pooling layers, and fully-

connected (FC) layers. When these layers are stacked, a CNN architecture will be formed. In addition to these three layers, there 

are two more important parameters which are the dropout layer and the activation function which are defined below. 

1. Convolutional Layer: 

This layer is the first layer that is used to extract the various features from the input images. In this layer, the mathematical 

operation of convolution is performed between the input image and a filter of a particular size MxM. By sliding the filter over the 

input image, the dot product is taken between the filter and the parts of the input image with respect to the size of the filter 

(MxM). The output is termed as the Feature map which gives us information about the image such as the corners and edges. Later, 

this feature map is fed to other layers to learn several other features of the input image. 

2. Pooling Layer: 

In most cases, a Convolutional Layer is followed by a Pooling Layer. The primary aim of this layer is to decrease the size of 

the convolved feature map to reduce the computational costs. This is performed by decreasing the connections between layers and 

independently operates on each feature map. Depending upon method used, there are several types of Pooling operations. In Max 

Pooling, the largest element is taken from feature map. Average Pooling calculates the average of the elements in a predefined 

sized Image section. The total sum of the elements in the predefined section is computed in Sum Pooling. The Pooling Layer 

usually serves as a bridge between the Convolutional Layer and the FC Layer 

3. Fully Connected Layer: 

The Fully Connected (FC) layer consists of the weights and biases along with the neurons and is used to connect the neurons 

between two different layers. These layers are usually placed before the output layer and form the last few layers of a CNN 

Architecture.In this, the input image from the previous layers is flattened and fed to the FC layer. The flattened vector then 

undergoes few more FC layers where the mathematical functions operations usually take place. In this stage, the classification 

process begins to take place. 

 

4. Dropout: 

Usually, when all the features are connected to the FC layer, it can cause over fitting in the training dataset. Over fitting 

occurs when a particular model works so well on the training data causing a negative impact in the model’s performance when 

used on a new data. To overcome this problem, a dropout layer is utilized wherein a few neurons are dropped from the neural 

network during training process resulting in reduced size of the model. On passing a dropout of 0.3, 30% of the nodes are dropped 

out randomly from the neural network. 

5. Activation Functions: 

Finally, one of the most important parameters of the CNN model is the activation function. They are used to learn and 

approximate any kind of continuous and complex relationship between variables of the network. In simple words, it decides which 

information of the model should fire in the forward direction and which ones should not at the end of the network. It adds non- 

linearity to the network. There are several commonly used activation functions such as the ReLU, Soft Max, tanH and the 

Sigmoid functions. Each of these functions have a specific usage. For a binary classification DCNN model, sigmoid and Soft Max 

functions are preferred a for a multi-class classification, generally Soft Max us used. Deep learning is a subset of machine 

learning, which, in turn, is a subset of artificial intelligence (AI). When it comes to Face recognition, deep learning enables us to 

achieve greater accuracy than traditional machine learning methods Deep FR system with face detector and alignment. First, a 

face detector is used to localize faces. Second, the faces are aligned to normalized canonical coordinates. Third, the FR module is 

implemented. In FR module, face anti spoofing recognizes Whether the face is live or spoofed; face processing is used to handle 

variations before training and testing, e.g. poses, ages; Different architectures and loss functions are used to extract discriminative 

deep feature when training; face matching methods are used to do feature classification after the deep features of testing data are 
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VI.MODULES 
1. ATM Simulator 

ATM Simulator is a web technology to allow ATM testing with a virtualized version of any ATM.ATM Simulator uses 

virtualization to provide with realistic ATM simulation, coupled with automation for faster, more efficient testing for face 

authentication and unknown Face Forwarder Technique. 

 

2. FACE RECOGNITION MODULE 

 

 Face Enrollment: This module begins by registering a few frontal face of Bank Beneficiary templates. These 

templates then become the reference for evaluating and registering the templates for the other poses: tilting up/down, moving 

closer/further, and turning left/right. 

 

 Face Authentication: After capturing the face image from the ATM Camera, the image is given to face detection 

module. This module detects the image regions which are likely to be human. After the face detection using Region Proposal 

Network (RPN), face image is given as input to the feature extraction module to find the key features that will be used for 

classification. Here, it is done with DCNN with the help of a pattern classifier, the extracted features of face image are compared 

with the ones stored in the face database. 

 

3. UNKNOWN FACE FORWARDER MECHANISM 

Unknown Face Verification Link will be generated and sent to card holder to verify the identity of unauthorized user 

through some dedicated artificial intelligent agents, for remote certification, whicheither authorizes the transaction appropriately 

or signals a security-violation alert to the banking security system. 

 

4. TRANSACTION MODULE 

In this section, you have to enter your withdrawal amount and press enter. But make sure your withdrawal amount does 

not exceed your balance in the account otherwise transaction will fail. C.EXPERIMENTAL RESULT: To evaluate the 

performance of our method, we compare our method against the state-of-the-art methods in FDDB. The evaluation indicators 

include: recall rate is used to evaluate the proportion of the detected face to the total face of the sample mark; false positive is the 

number of errors in the detected face. These two indicators are expressed by the ROC(Receiver Operating Characteristic) curve. 

The ROC curve detection results show that the traditional face detection method VJ recall rate is only 66.6%, the detection 

method based on deep learning has been greatly improved. Our method achieves state-of-the-art performance in terms of both the 

discrete ROC curve and continuous ROC curve. Our discrete ROC curve is superior to the MTCNN. We also obtain the best true 

positive rate of the discrete ROC curve at 2000 false positives (96.1%). In addition, the possible influencing factor is that our 

method is not very effective in detecting the side face. The ROC curve does not clearly indicate which method is better, so another 

indicator AUC is used to illustrate the pros and cons of the method. AUC represents the area proportion under the ROC curve and 

the value is between 0 and 1. The higher the AUC value is, the better the method performance will be. Then test on the WIDER 

FACE dataset, WIDER FACE is a more challenging benchmark than FDDB in face detection. It is very encourage into see that 

our model consistently achieves the competitive performance across the three subsets. It has higher robustness for faces with large 

occlusion and Angle change, which is basically consistent with the evaluation results in the FDDB dataset 

 

 

CONCLUSION 

Biometrics as means of identifying and authenticating account owners at the Automated Teller Machines gives the needed 

and much anticipated solution to the problem of illegal transactions. In this project, we have developed to proffer a solution to the 

much-dreaded issue of fraudulent transactions through Automated Teller Machine by biometrics and Unknown Face Forwarder 

that can be made possible only when the account holder is physically or far present. Thus, it eliminates cases of illegal 

transactions at the ATM points without the knowledge of the authentic owner. Using a biometric feature for identification is 

strong and it is further fortified when another is used at authentication level. The ATM security design incorporates the possible 

proxy usage of the existing security tools(such as ATM Card)and information (such as PIN) into the existing ATM security 

mechanisms. It involves, on real-time basis, the bank account owner in all the available and accessible transactions 
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