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ABSTRACT- This paper presents a framework
that integrates cyber-physical systems, self-
organizing device networks, and fog computing to
enhance manufacturing and public life, improving
resource management, productivity, and service
availability. The high heterogeneity, complexity,
and dynamic topology of new technologies
introduce  numerous  cybersecurity  threats.
Assessing security is vital for maintaining a safe
environment. Traditional risk assessment methods
fall short for modern smart technologies,
necessitating new approaches. This paper
proposes a method combining security indicator
measurement, risk assessment, and protective
measures selection based on attack graphs. An
automated system for assessing security risks and
selecting  protective  measures has  been
implemented.

Keywords: attack graph, cyber risk, infrastructure,
protective measures, risk assessment, security
analysis, smart environment.

I.LINTRODUCTION

Programmed security the board in shrewd
foundations is fundamental for guaranteeing the
unwavering quality and wellbeing of coordinated
frameworks. This paper presents a structure
consolidating digital actual frameworks, self-
coordinating gadget organizations, and haze
figuring to upgrade the productivity and nature of
assembling and public administrations. The
intricacy, heterogeneity, and dynamic nature of
these advancements bring about various network
protection dangers, making extensive security
appraisals  essential.  Conventional gamble
evaluation strategies don't represent the
advancing idea of savvy advancements, requiring
imaginative methodologies. We propose a
technique wusing assault charts and hazard
examination to quantify security pointers,
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evaluate gambles, and select defensive measures
powerfully. This approach empowers persistent
checking and transformation to changes inside

the brilliant framework. The execution of a
computerized framework for security risk
evaluation and the choice of defensive measures
exhibits the viability of our strategy in keeping a
protected and dependable brilliant climate..

Il. RELATED WORK

The security examination of shrewd foundation is
a course of recognizing weaknesses, digital
dangers and digital dangers related with the
organization's resources and defensive estimates
that can moderate these dangers. There are three
essential ways to deal with Approved authorized
utilize  restricted to:  Carleton  College.
Downloaded on October 26,2023 at 06:24:27 UTC
from IEEE Xplore. Limitations apply.

digital gamble evaluation: subjective, quantitative,
and a cross breed approach.

Subjective  strategies  permit  recognizing
weaknesses and dangers, depicting the reasons for
their event, potential results and defensive
measures, and positioning dangers on their
premise. Nonetheless, such strategies don't decide
a mathematical incentive for the gamble. The
examples of the subjective strategies are COBRA,
OCTAVE, FRAP.

In opposite, quantitative strategies depict the
expected dangers in money related or recurrence
terms. In view of the qualities got and the expense
of carrying out defensive measures, the dangers
are contrasted with go to ideal defensive lengths.
For example, Hazard Watch and GRIF are
guantitative gamble evaluation procedures.

There is likewise a mixture approach that looks at
a subjective level of a specific quantitative reach.
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This toolbox incorporates CRAMM and risk
evaluation methods in view of assault diagrams.
The most adaptable and decisive, a gamble
evaluation technique was proposed in view of the
development and examination of an assault
diagram to break down the organization security.
This technique utilizes a changed Normal
Weakness Scoring Framework (CVSS) math to
decide the gamble Ilevel. Rather than the
underlying CVSS Security Necessities boundary,
a Criticality marker is presented, which decides
the worth of the resource for the organization,
which is determined considering the monetary
worth of the resource and the conditions of the
resource's security properties. Values range from
0 to 100; and the accompanying criticality ranges
are recognized: [0: 0.01) - unimportant; [0.01:
0.1) - little; [0.1: 1) - huge; [1:10) - harming; [10:
100)

- serious; 100 is lethal. The gamble can take a
worth from 0 to 10. In the wake of deciding the
gamble of every weakness of a resource, the
product not entirely set in stone as the most
elevated hazard of its weaknesses. The gamble
level for the framework is characterized as the
top gamble appraisal of all resources of the
framework, as the high/medium/low as per
CVSS. This technique permits us to choose the
most unprotected areas of the framework.

This technique is the nearest to application in
certifiable testing of the organization foundation
security, since an outsider eyewitness can
likewise direct weakness evaluation utilizing
CVSS, dissimilar to the strategies that utilization
surveys and require basic resources according to
the perspective of the organization's business
processes. Nonetheless, this technique doesn't
think about the significance of the actual hubs,
however just the chance of giving and taking
them by taking advantage of the most basic
weaknesses. For instance, two hubs that have a
similar most elevated weakness criticality gets a
similar gamble esteem, in any case, one of them
might contain a few administrations imperative
for the savvy framework, the significance of
which won't be thought of. Likewise, this strategy
doesn't portray measures taken to lessen the
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gamble.

In this way, the examination of the connected
works permits us to set the need to foster another
technique for evaluating the security risk for the
brilliant ~ frameworks,  which  meets the
accompanying necessities: the resources of the
organization are dynamic organization hubs;

an outsider individual surveying the security of the
savvy foundation ought to have the option to lead
a free evaluation of the worth of resources for the
organization; the worth of the hubs ought still up
in the air based on freely accessible not set in
stone by a number worth; the worth of a hub ought
to rely upon the ITC administrations running on it;
the choice of defensive allots ought to be
conveyed to limit the gamble of the whole
framework.

Digital gamble evaluation strategies permit
characterizing the idea of a security pointer - a
boundary that decides a subjective or quantitative
evaluation of the security of the examined
network. The security pointers are partitioned into
two sorts: essential and fundamental.

The essential pointers are the security markers
straightforwardly

portraying the design and security components of
the examined framework, for example, the ITC
administrations running on the hubs; the
weaknesses; the danger sources; the going after
activities; and the defensive measures. The
assurance of their qualities doesn't need extra
computations. Specifically, different sorts of the
security pointers can be found in various
exploration works. In, the security not entirely
settled based on harm to the shrewd foundation
related with the execution of the security dangers.
In, a marker is viewed as founded on the expertise
level of the gatecrasher. The degree of abilities
changes relying upon the assailant's information
on the framework. It is resolved in light of the
maximal intricacy of the going after activities. In,
various security markers are recorded: the all out
number of recognized weaknesses; resource with
the most noteworthy current gamble level; the
level of work force prepared in consistence with
the security approaches and techniques. In, an
expense of episodes and the level of resources

| Page 2


http://www.ijsrem.com/

27 ‘3{3
|

17z IJSREM
““”Téﬁ International Journal of Scientific Research in Engineering and Management (IJSREM)

W Volume: 08 Issue: 06 | June - 2024

SJIF Rating: 8.448

ISSN: 2582-3930

without weaknesses are introduced. As the
markers for the framework arrangement, the
measurements  of the applications and
administrations, the level of basic applications
and administrations, and others are used. The
considered security pointers permit us to cover
just a piece of the standards expected above for
the brilliant foundation. Other than this, the
majority of the security markers require the
master's meeting and extra information about the
reviewed framework, which can be distant to the
staff leading an autonomous the gamble
appraisal.

Essential markers are those that straightforwardly
portray the security of the whole savvy
foundation. The utilization of the indispensable
markers is one of the most encouraging ways of
taking care of the issue of surveying the network
protection and determination of countermeasures.
A large number of the considered strategies at the
last phase of the choice of defensive estimates
utilize unequivocally the essential markers, since
they permit deciding such qualities of the
framework as a gamble level or an assault
surface, and not set in stone based on assets that
can be used during the interruption.
Notwithstanding, the utilization of the necessary
markers has the downside - the recalculation of
such pointers to choose the most ideal defensive
measure takes an extensive time. Decreasing the
handling season of the essential pointers adds to
the improvement of calculations for computing
markers, or the presentation of limitations on the
assault charts.

In this paper, there are proposed a criticality sign
of the split the difference of every hub as an
essential base pointer and a topological mark of
the descending gamble determined as the amount
of the criticality signs of the split the difference
of every hub feasible from the ongoing one.
During the security investigation of the shrewd
framework, at the phase of choosing defensive
measures, it is important to focus on and apply
the proper defensive measures to lessen the
gamble level of the framework. There are a few
techniques for choosing the defensive measures:
a choice help strategy coordinated in IDS, a game
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hypothesis strategy, a technique in light of the
quantity of reachable hubs an organization
compromise rate file (NCP) technique. The vast
majority of the connected techniques utilize the
pointers that can be applied to evaluate the
security of the framework by the outsider who
doesn't approach the portrayal of the
organization's business processes, the genuine
worth of the resources and their significance for
the organization. Be that as it may, they don't take
care of the intricacy issue chart development and
end of the cycles. Strategies don't propose
calculations for the security markers computing
and the defensive measures picking.

In this manner, for the brilliant frameworks, a few
distinct techniques for the security surveying,
countermeasures choice and security pointers
estimation were thought of. The most reasonable
for tackling our errand are the strategies in light of
the assault charts examination. Such techniques
make it conceivable to distinguish the
shortcomings in the brilliant framework and select
defensive measures to limit the digital dangers.
The techniques in view of the assault diagrams
examination permit the assailant to have restricted
consciousness of the organization geography, its
business processes and the worth of the hubs for
the organization. In any case, none of the explored
techniques can completely computerize the
examination cycle with a full arrangement of
information accessible for the assailant. Not every
one of the looked into strategies settle the center
issues of the assault charts application for the
security appraisal - the presence of cycles and the
huge form time. In such manner, there is a need to
make a gamble evaluation procedure that meets
the accompanying prerequisites:

1. The appraisal is completed on the resources
of the organization, which are network hubs;

2. The master ought to have the option to
direct an evaluation of the security of the savvy
framework, depending entirely on the data about
the framework that can be autonomously gotten; 3.
The worth of the hubs ought not entirely settled by
a whole number worth;

4. The worth of the hub ought to
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straightforwardly rely upon the administrations
running on it;

the gamble of the hub got as the consequence of
going through all organization hubs compromised

5. The worth of the hub ought to rely upon its
sort an organization hub is an organization's
resource of a specific worth, addressed on the
assault diagram by the vertex;

6. The downstream gamble boundary ought to
be utilized as an essential mark of safety, the
estimation of which depends on the upsides of the
hosts reachable from the ongoing hub;

7. An vital marker ought to be a level of the
gamble of the framework, determined as the
amount of the boundaries of the descending
gamble of every one of the hubs in the chart;

8. The calculation for choice of defensive
measures ought to guarantee the shortfall of
cycles and the improvement of the phase of
modifying the assault diagram;

9. The determination of defensive allots ought
to be conveyed to limit the gamble level of the
whole shrewd framework.

1. THE PROPOSED COMPREHENSIVE
METHOD FOR SECURITY ANALYSIS

As per the consequences of the examination of
the connected works introduced in Segment II,
the assault chart is utilized as the design for
information putting away and breaking down, the
development of which should be possible during
an entrance testing. The accompanying elements
are utilized during the time spent dissecting the
security of the savvy framework in view of the
assault graph:a have weakness is a weakness used
to think twice about have addressed on the
assault chart by a gathering of circular segments
coordinated to one vertex addressing the weak
host;

a defensive measure is an activity to wipe out the
weakness of the particular resource, prompting
the evacuation of a gathering of circular segments
in the assault diagram addressing the weakness of
the organization hub;

a criticality of give and take is a fundamental sign
of the host network security;

a downstream gamble is a topological quality of
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from this hub;

a framework risk level is an indispensable mark of
the gamble in view of the descending gamble,
everything being equal.

The security appraisal is performed by the situated
diagram with its own distinguishing proof of the
bends (the digraph with ID) of the accompanying
structure:

=<,,, >, where is a nonempty set of chart vertices
addressing compromised hubs; is the arrangement
of circular segments of the diagram of the
structure = (, ), mirroring the chance of taking
advantage of the weakness of the hub by the hub ;
- the arrangement of the effectively taken
advantage of weaknesses.; has the accompanying
planning:

The conceivable case is:

o tG)e ()= ()
=()

The set shows the chance of giving and taking the
hub from the hub , and the planning characterizes
a bunch of the weaknesses that permit the splitting
the difference. Subsequently, is a surjective
planning. The circular segment not set in stone by
the succession of hubs.

The host's area name, the contact data of the
organization's workers, the sort and adaptation of
the working framework, the variant of the sent off
ITC administrations can be utilized during the
time spent developing the assault vectors,
nonetheless, deciding the criticality of giving and
taking the specific organization node isn't
sufficient. For this reason, this work utilizes the
data about the kind of hub and the administrations
running on it. Having this data, the evaluator,
similar to the gatecrasher, can make a decision
about the significance of this hub for the
framework even on account of absence of data
about the framework given by the client.
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Utilizing the data about the kind of hub and the
ITC administrations running on it, the worth of the
fundamental security pointer, the criticality of give
and take, is determined for the hub.

Nmap Security Scanner recognizes a few hub
types [21]. Every one of these sorts of the hubs
was related with a criticality coefficient relying
upon the significance of the given hub, taking
qualities from 0 to 1. The worth of the criticality
coefficient shifts relying upon the significance
for the interloper of some sort of hubs.

Every hub of the chart is relegated a rundown of
the open ports and the administrations running on
them. A criticality of give and take is an amount
of the criticality of giving and taking every one of
the administrations running on this hub and
increased by the criticality of the kind of this hub.
To decide the criticality of the hub's split the
difference, it is important to set the criticality
level of each help. The criticality boundary of
administration compromise can take a worth
from 0 to 100.

To survey the security chances, it is important to
evaluate the criticality of give and take of every
hub, as well as the worth of the downstream
gamble, which is determined as the amount of the
criticality of give and take of all hubs reachable
from the ongoing hub. To evaluate the criticality
of giving and taking a hub, the accompanying
recipe is applied:

0= 0(0)_0, where () is a criticality worth of
the hub, contingent upon the kind of the hub ,

_Is a criticality of giving and taking the help,
contingent upon the

administration having a place with one of the
gatherings, !() is a bunch of administrations of
the hub .

Subsequent to computing the criticality of giving
and taking all hubs of the assault chart, surveying
the descending gamble of every node is
fundamental. To survey the descending gamble
of the hub, the following recipe is applied:
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O="#()3$ % (), where and() is a bunch of chart
hubs reachable from . As a matter of fact, the
descending gamble shows how basic it is for a
gatecrasher to stir things up around town hub for
the whole framework.

The hub is reachable from , if and provided that
there is no less than one way from to . Besides,
assuming is a leaf of the diagram, or at least, there
is definitely not a solitary curve of the structure (, ,
), where ', then the descending gamble of this hub
is equivalent to the criticality of the split the
difference of the hub.

To ascertain () it is important to characterize the
set and(). To do this, the chart is crossed top to
bottom (DFS calculation), beginning from the hub
(, and all reachable hubs are stamped.

The digital gamble level for the framework is
characterized as an amount of the descending

Data processing module Visualization module

ntermeasure Selection module

Fig. 1. The architecture of the implemented security analysis system

Risk assessment module

dangers determined for each hub, which really
delineates how weak the framework is the point at
which it goes after the organization from any of
the hubs in the framework. The accompanying
equation is utilized to compute the gamble level of
the framework:

)0 =*(%) 0,

where is an assault diagram; () is a bunch of all its
vertices.

Having distinguished the gamble of the
framework along these lines, the suggestions got
at the phase of determination of the defensive
estimates will most really lessen the dangers of the
framework, paying little heed to where the section
point is.
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The most common way of choosing the defensive
estimates depends on the mark of the gamble
level of the framework. The technique for
determination of the defensive measures is to
look for such a weakness + , which will dispose
of the greatest gamble level of the framework:

=\ 0=}.=M} .0 .=<,1,

/>

)

DOO)OITL.

Because of end of the weakness , all curves of the
assault diagram interfacing any hub with the hub
will be erased through the weakness , except if
there is another weakness associating the hub
with the hub . All chart circular segments taking
advantage of similar weaknesses can be gathered
ahead of time, accordingly eliminating the
weakness in one cycle. Utilizing this approach
limits the gamble of giving and taking the
organization from any of the framework hubs
present in the assault diagram.

I11. IMPLEMENTATION OF SECURITY
ANALYSIS SYSTEM

To execute the computerized framework that
evaluates the security of the brilliant foundation
and chooses the defensive estimates in light of
the assault diagram, Python was decided because
of its crossplatform nature. The usefulness of the
framework is upheld by four fundamental
modules (Fig. 1): information handling module;
risk  evaluation  module;  countermeasure
determination module; perception module.

The information handling module is liable for
changing over the info information and the
information coming from the countermeasure
determination module into a bunch of classes that
execute procedure on the assault chart.
Information comes in the organization of the
diagram portrayal language (Speck), the chart
structure in the Spot language is depicted as a
rundown of subgraphs. This module parses the
information and fabricates the assault chart,
which is then utilized by different parts to assess
the security, foster countermeasures and

construct a visual model.

The gamble evaluation module computes the
principal risk pointers and makes a relative
appraisal of the present status and the express that
was gone before by the evacuation of one of the
current weaknesses.

In the countermeasure determination module, the
weakness search calculations are executed, when
taken out, the level of the framework chance will
be limited.

The representation module sends information
about the assault chart to the assistance intended
for perception of the assault diagram The created
programming tool compartment plays out an
iterative quest for the ideal countermeasures. This
implies that the information is provided with the
quantity of weaknesses that should be disposed of,
information recreating an assault chart, and the
result contains a bunch of matches (, ), where is
the objective hub and is one of its weaknesses,
arranged by need of end. Let consider the savvy
framework utilizing the case of the assault chart.

electromagnetic similarity of 5G ought to be
exhaustively considered [14]. The oversight of 5G
clinical gadgets includes various converging
divisions, and all offices ought to sensibly isolate
work, help out one another and participate really to
guarantee the wellbeing and adequacy of the entire
life pattern of 5G clinical gadgets.
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CONCLUSION

The developed comprehensive method based
on the attack graph contribute to identifying the
most critical vulnerabilities in the smart
infrastructures and can minimize the security risk
as aresult of an intruder penetrating the network
of the smart infrastructure from any of the system
nodes.

This method can be applied in the process of
developing the recommendations for eliminating
the wvulnerabilities as a result of penetration
testing, as well as an additional module for the
security analysis in any existing method. Table |1
presents a comparative analysis of the most
popular risk analysis methodologies
corresponding to our method.

TABLE II. COMPARISON WITH EXISTING METHODS

Comparison feature CRAMM GRIF Risk FRAP roposed
atch method

Questionnaire not required - - - = +

Business process + L L L +
information not required
Human interaction not required - - - = +
Incident information not required |+ H - + +

\Automation ready - - L [ -

The proposed method does not impose any
restrictions on the appraiser's awareness and is
completely the subject to automation, which
compares favorably with its analogues.

During our experiments, it has been found that
the calculation time strongly depends on the
structure of the graph. The more strongly
connected components in the graph, the longer
the lead time. Therefore, in the future it is
planned to optimize this method, reducing the
operating time expense.

REFERENCES

[1]D. Zegzhda, D. Lavrova, and M. Poltavtseva,
"Multifractal Security Examination of
Cyberphysical Frameworks," Nonlinear
Peculiarities in Complex Frameworks, Vol. 22, Is.
2, 2019, pp. 196-204.

[2]"Penetration testing of corporate data

© 2024, IJSREM | www.ijsrem.com

frameworks: insights and discoveries, 2019,"
Accessible on the web:
https://www.ptsecurity.com/wwen/investigation/co
rp-weaknesses 2019/(got to on 27 January 2020).

[3]P. Zegzhda, M. Poltavtseva, A. Pechenkin, D.
Lavrova, and E. Zaitseva "A Utilization Case
Examination of Heterogeneous Semistructured
Items in Data Security Issues,” Programmed
Control and PC Sciences, Vol. 52, Is. 8, 2018, pp
918-930.

[4]A. Dakhnovich, D. Moskvin, and D. Zegzhda
"A Way to deal with Building Digital Safe
Communications in the Modern Web of Things,"
Programmed Control and PC Sciences, Vol. 53, Is.
8, 2019, pp 948953.

[5]B.W. Boehm, "Programming risk the
executives: standards and practices,” in IEEE
Programming, Vol. 8, No. 1, pp. 32-41, Jan. 1991.

[6]L. C. Briand, K. EI Emam, and F. Bomarius,
"COBRA: a half breed strategy for programming
cost assessment, benchmarking, and risk
evaluation,” Procedures of the twentieth Global
Gathering on Computer programming, Kyoto,
Japan, 1998, pp. 390-399.

[7IM. T. Jufri, M. Hendayun, and T. Suharto,
"Hazard evaluation based scholastic data
Framework security strategy utilizing octave
Allegro and ISO 27002," in Procedures of the
second Global Meeting on Informatics and
Processing, ICIC 2017, 2018.

[8]A. Shameli-Sendi, R. Aghababaei-Barzegar, and
M. Cheriet, "Scientific categorization of data
security risk appraisal (ISRA),” Comput. Secur.,
Vol. 57, pp. 14-30, 2016.

[9]1. Medvedovsky, "Current techniques and
method for investigation and control of dangers of
data frameworks organizations,” Computerized
Security. Accessible on the web:
http://citforum.ru/items/dsec/itrisk/(got to on 27
January 2020).

[10]N. Kukanova, "Present day strategies and
method for examination and chance administration

| Page 7


http://www.ijsrem.com/

&g' '3y

iz IISREM
*"ﬁ International Journal of Scientific Research in Engineering and Management (IJSREM)
R~  Volume: 08 Issue: 06 | June - 2024 SJIF Rating: 8.448 ISSN: 2582-3930

of data frameworks organizations,” Computerized
Security. Accessible on the web:
http://citforum.ru/items/dsec/cramm/(got to on 27
January 2020). [11] Z. Yazar, "A Subjective
Gamble Examination and The executives
Instrument - CRAMM," 2002.

[12]1. Kotenko, E. Doynikova, and A. Chechulin,
"Security Measurements In light of Assault Charts
for the Olympic Games Situation,” Euromicro
Worldwide Meeting on Equal, Dispersed, and
Organization Based Handling, Torino, 2014, pp.
561-568.

[13]E. Doynikova, I. Kotenko, "CVSS-based
Probabilistic Gamble Evaluation for Digital
Situational Mindfulness and Countermeasure
Choice,” Euromicro Worldwide Meeting on
Equal, Disseminated and Organization based
Handling (PDP), St. Petersburg, 2017, pp. 346-
353.

© 2024, 1JSREM | www.ijsrem.com | Page8



http://www.ijsrem.com/

