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Abstract - In an era where safety, automation, and 

environmental awareness are increasingly vital, the 

demand for intelligent, multi-functional robotic systems 

has grown substantially. This paper presents the design and 

implementation of an IoT-enabled surveillance and 

environmental monitoring robot aimed at addressing key 

challenges in security, safety, and remote observation. The 

proposed system includes a combination of 

microcontrollers Arduino Uno, ESP32-CAM, and 

ESP8266 that coordinate essential functionalities such as 

real-time object detection, live video streaming, metal 

detection, and air quality monitoring. It features an 

ultrasonic sensor for obstacle detection and servo motors 

for directional control, ensuring autonomous mobility and 

accurate navigation. Environmental conditions are 

monitored using an MQ-2 sensor for gas and air quality, 

while a relay-controlled water pump provides fire 

suppression or irrigation capabilities. Wireless 

communication is achieved through the Blynk IoT 

platform, enabling real-time remote control and data 

visualization. Designed to be adaptable and cost-effective, 

this robotic system is well-suited for industrial monitoring, 

environmental assessment, and public safety applications. 

The results highlight its potential as a scalable, intelligent 

platform that integrates security, automation, and 

sustainable technology. 
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1.INTRODUCTION 

 In the age of technological advancement and 

increasing security challenges, the demand for innovative 

surveillance solutions has grown significantly. 

Conventional surveillance systems often lack adaptability, 

multi-functional capabilities, and seamless remote access, 

which limits their efficiency in diverse applications such as 

security monitoring, environmental assessment, and 

industrial inspections. Furthermore, rising concerns around 

environmental sustainability and resource optimization 

emphasize the need for systems that are both versatile and 

cost-effective. 

In response to these challenges, the Embedded and IoT-

Based Multi-Application Surveillance Robot introduces a 

cutting-edge approach to autonomous surveillance and 

environmental monitoring. Utilizing Arduino Uno, ESP32 

CAM, and ESP8266 microcontrollers, this system 

integrates advanced object detection, live video streaming, 

metal detection, and air quality monitoring into a compact, 

adaptable robotic platform. Sensors such as ultrasonic 

distance sensors and MQ-2 gas sensors enable precise 

environmental data collection, while IoT connectivity 

ensures seamless real-time data transmission and remote 

control via platforms like Blynk. 

The modular design of this robot allows for multi-

functional adaptability, including fire suppression using a 

water pump, obstacle navigation, and metal detection, 

making it suitable for a wide range of applications. By 

combining real-time IoT integration with cost-effective 

components, this system bridges gaps in current 

surveillance technologies, offering a scalable and energy-

efficient solution for modern-day challenges in security, 

agriculture, and industrial automation. This project 

represents a step forward in the use of IoT-enabled robotics 

to address pressing needs across multiple domains. 
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2. PROPOSED SYSTEM - WORKING PRINCIPLE 

 

Figure 1: Block Diagram of the Proposed System 

 

The Embedded and IoT-Based Multi-Application 

Surveillance Robot is a versatile system designed for real-

time surveillance and environmental monitoring. This 

robot integrates Arduino Uno, ESP32 CAM, and ESP8266 

microcontrollers to manage key functionalities like 

obstacle detection, live video streaming, metal detection, 

and air quality monitoring. With ultrasonic sensors, servo 

motors, and motor drivers, the robot ensures precise 

navigation and tracking. The MQ-2 sensor, controlled by 

the ESP8266, measures gas levels and monitors air quality, 

while a water pump managed via a relay adds capabilities 

like fire suppression or irrigation. 

Real-time IoT integration allows users to remotely monitor 

and control the robot through the Blynk application. Live 

video streaming, object detection alerts, and environmental 

data are seamlessly transmitted, enabling timely responses 

to security or environmental anomalies. The modular 

design further enhances the robot's adaptability, making it 

suitable for applications in fields like security surveillance, 

agriculture, and industrial automation. 

By combining embedded systems with IoT connectivity, 

this project offers an innovative, cost-effective, and 

scalable solution to address modern challenges. Its energy-

efficient design and multi-functional capabilities ensure 

reliability, versatility, and practicality, showcasing the 

potential of IoT-enabled robotics in diverse real-world 

scenarios. 

 

3. SYSTEM ANALYSIS 

Arduino Uno 

The Arduino Uno serves as the primary 

microcontroller in the system, responsible for controlling 

the robot's mobility and object detection features. Powered 

by the ATmega328P microcontroller, it offers a wide range 

of functionalities, including PWM signal generation to 

drive the servo motors, managing the motor driver module 

(L298N), and processing data from the ultrasonic sensors 

for obstacle detection. Its ease of programming using the 

Arduino IDE and compatibility with various modules make 

it an ideal choice for embedded systems and robotics 

projects. 

ESP32 CAM 

The ESP32 CAM is an advanced microcontroller with 

integrated Wi-Fi capabilities and a 2MP camera module, 

enabling real-time video streaming and object detection. In 

your project, the ESP32 CAM is used for surveillance 

tasks, providing live footage and capturing details of 

objects in its environment. Its powerful dual-core processor 

ensures smooth data handling and wireless communication. 

Additionally, the ESP32 CAM connects to the metal sensor 

to detect metallic objects, enhancing the robot's security 

applications. 

ESP8266 NodeMCU 

The ESP8266 NodeMCU is a Wi-Fi-enabled 

microcontroller dedicated to environmental monitoring and 

IoT functionalities. It interfaces with the MQ-2 sensor to 

measure air quality and gas levels, transmitting the data 

wirelessly to platforms like Blynk. It also controls the 12V 

water pump via a relay module, adding functionalities such 

as fire suppression or irrigation. Compact and energy-

efficient, the ESP8266 is vital for enabling real-time 

updates and remote control in IoT-based systems. 

Metal Sensor 

The metal sensor detects the presence of metallic 

objects in the environment, contributing to the robot's 

multi-application surveillance capabilities. Using 

principles of inductance or electromagnetic field 

disruption, the sensor generates signals when metallic 

items are nearby. It interfaces with the ESP32 CAM to 

enhance security monitoring, making it ideal for industrial 

or security-focused applications. 
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Ultrasonic Sensor 

Ultrasonic sensors play a critical role in obstacle 

detection and distance measurement. By emitting 

ultrasonic waves and detecting their reflection from 

objects, these sensors calculate precise distances. In your 

project, the sensors interface with the Arduino Uno to 

enable the robot's navigation, ensuring collision-free 

movement and accurate object tracking. 

Servo Motor 

The servo motor provides directional control for the 

robot's navigation system or surveillance camera. 

Controlled via PWM signals from the Arduino Uno, it 

ensures precise adjustments in angle and position. Servo 

motors are widely used in robotics for tasks that require 

controlled movements and stability, such as tracking 

objects or aligning sensors. 

12V Water Pump Motor 

The 12V water pump motor is integrated for functions 

like fire suppression or irrigation. Controlled by the 

ESP8266 through a relay module, the pump operates 

efficiently in response to specific conditions detected by 

sensors. Compact and durable, the motor provides a 

reliable solution for liquid handling tasks in robotics 

applications. 

L298N Motor Driver 

The L298N motor driver is used to control the robot's 

motors, enabling forward, backward, and turning 

movements. Connected to the Arduino Uno, it facilitates 

high-current driving of DC motors, ensuring smooth and 

stable operation. Its ability to control two motors 

simultaneously makes it ideal for robotic applications 

requiring mobility. 

MQ-2 Sensor Module 

The MQ-2 sensor module is a gas sensor designed for 

detecting harmful gases such as propane, methane, and 

smoke. Integrated with the ESP8266, it monitors air quality 

and sends real-time updates to IoT platforms. Its compact 

design, fast response time, and adjustable sensitivity make 

it a reliable component for environmental monitoring and 

safety systems. 

 

4. CONCLUSIONS 

 

The proposed Embedded and IoT-Based Multi-

Application Surveillance Robot offers a practical and 

adaptable solution for real-time surveillance and 

environmental monitoring. By integrating advanced 

components—such as the Arduino Uno for mobility and 

obstacle detection, ESP32 CAM for live video streaming 

and metal detection, and ESP8266 for gas monitoring and 

water pump control—the system achieves versatile 

functionality across various applications. Ultrasonic 

sensors provide precise navigation, while the MQ-2 sensor 

monitors air quality and raises alerts through IoT 

connectivity on the Blynk application, ensuring seamless 

remote supervision. 

Designed for efficiency and modular adaptability, the robot 

supports security surveillance, agricultural processes, and 

industrial automation while consuming minimal power and 

maintaining a compact structure. By combining embedded 

systems with IoT technology, this project demonstrates 

scalability, innovation, and cost-effectiveness, making it an 

impactful tool for addressing modern challenges. Its multi-

functional design and robust performance showcase the 

potential of IoT-enabled robotics in real-world 

applications. 
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