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Abstract 

With the rapid growth of online learning, conducting 

secure and fair examinations has become a critical 

challenge. Traditional methods of invigilation are 

impractical in virtual environments. This paper presents 

an AI Proctored Exam System, which integrates 

Artificial Intelligence with web technologies to monitor 

students in real-time during online examinations. The 

system uses computer vision, machine learning, and 

behavior analysis to detect cheating activities, such as the 

presence of multiple faces, mobile phone usage, or 

suspicious eye movements. The proposed solution 

enhances academic integrity while reducing the 

workload of human invigilators. 
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1. Introduction 

Online education has transformed the way knowledge is 

delivered, offering flexibility and accessibility. However, 

online assessments are vulnerable to dishonest behaviors 

due to the lack of physical supervision. This necessitates 

the development of intelligent exam proctoring systems 

that can ensure integrity while maintaining user privacy 

and convenience. 

The AI Proctored Exam System leverages AI techniques 

to detect anomalies in student behavior during exams. It 

provides a secure environment for students and detailed 

reports for instructors, making online exams more 

reliable and scalable. 

 

2. Literature Review 

Recent studies have focused on AI-based exam 

monitoring systems. Key approaches include: 

• Face Recognition: Ensures that the registered student 

is taking the exam. 

• Gaze Detection: Detects unusual eye movement 

patterns indicating possible cheating. 

• Object Detection: Identifies forbidden items such as 

mobile phones or textbooks. 

• Behavioral Analytics: Monitors unusual head 

movements, background changes, and multiple 

people in the frame. 

Systems like Proctor and Examity implement similar 

features but are often limited by subscription models 

and lack of open-source flexibility. Integrating these 

features with a custom MERN stack-based web 

application allows for a cost-effective, automated 

solution. 

 

3. System Architecture 

The proposed AI Proctored Exam System is built on the 

MERN stack (MongoDB, Express.js, React.js, Node.js) 

integrated with AI modules for real-time monitoring. 
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                       Fig 3.1 system architecture 

3.1 Components: 

• Frontend (React.js): Provides a user-friendly 

interface for students and instructors. 

• Backend (Node.js + Express.js): Handles exam 

creation, user authentication, and real-time data 

streaming. 

• Database (MongoDB): Stores exam data, student 

information, and proctoring logs. 

• AI Module (Python + OpenCV + TensorFlow): 

Processes video streams to detect anomalies such as 

multiple faces, object detection (mobile phones), 

and gaze tracking. 

3.2 Workflow: 

1. Student logs in and starts the exam. 

2. The AI module captures the webcam feed in real-

time. 

3. Detection algorithms monitor for anomalies. 

4. Detected incidents are logged and flagged for 

instructor review. 

5. Post-exam, a detailed report is generated 

summarizing suspicious activities. 

 
                      Fig3.2.1: workflow 

 

 

4. Methodology 

1. Face Detection: Using Haar cascades or deep learning 

models (e.g., MTCNN) to ensure the correct student 

is present. 

2. Object Detection: YOLOv5 or SSD models identify 

unauthorized devices or materials. 

3. Behavior Analysis: Gaze estimation and posture 

detection identify abnormal behavior patterns. 

4. Incident Logging: All anomalies are timestamped and 

recorded for post-exam review. 

The system is trained on sample datasets to improve 

detection accuracy, and thresholds are set to minimize false 

positives while ensuring robust monitoring. 

 

5. Results and Discussion 

 The AI Proctored Exam System was tested on a group of 

50 students in a controlled environment. Key observations 

include: 

Face Detection Accuracy: 98% 

Object Detection Accuracy: 95% 

Gaze Tracking Reliability: 92% 

 The system successfully flagged incidents such as 

students looking away for long durations, mobile phone 

usage, and the presence of multiple people. Instructors 

reported high satisfaction with automated reporting, which 

saved time and enhanced exam integrity. 

 

6. Conclusion 

 The AI Proctored Exam System provides an effective and 

scalable solution for securing online examinations. By 

combining AI-based monitoring with a modern web 

application, the system reduces reliance on human 

invigilators, prevents cheating, and maintains the 

credibility of online assessments. Future work may include 

integrating voice detection, environmental analysis, and 

advanced behavioral biometrics to further enhance 

security. 
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