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Abstract: Role-Based Access Control (RBAC) has been the leading access control model for a long time due to its simplicity and
ease of administration. However, the creation of contemporary computing environments has revealed its limitations in dealing with
dynamic and context-aware authorization requirements. Attribute-Based Access Control (ABAC) offers more flexibility since
access decisions are based on multiple attributes. Nonetheless, the transition from RBAC to ABAC remains complex and costly.
Some recent works have studied supervised learning approaches to automate ABAC policy mining, to reduce the manual efforts
while improving the policy accuracy. This review paper offers an in-depth analysis of the existing supervised learning based
approaches for mining ABAC policies from RBAC enabled systems. It reviews the machine learning algorithms, feature extraction
methods, datasets, evaluation metrics and policy generation strategies that are commonly used in recent studies. The literature
review indicates that supervised learning can potentially enhance the efficiency and scalability of RBAC-to-ABAC migration.
However, there are still some open research issues including limited labeled datasets, feature selection, policy interpretability and
model generalization. This review aims to review the current state of the research, identify existing gaps, and discuss future research
directions for developing intelligent and scalable ABAC policy mining solutions.
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L. INTRODUCTION

Access control is an important aspect of information security,
since it determines who may access a resource and what
actions they are allowed to perform. The increasing use of
cloud computing, Internet of Things (IoT) devices,
distributed applications and large-scale information systems
has made the management of access permission more and
more difficult [2], [8], [17]. Organizations require access
control mechanisms that can protect resources and adapt to
changes in users, resources and working environments [1],
[12]. Role-Based Access Control (RBAC) is one of the most
widely used approaches because it provides a relatively
simple way to manage permissions with predefined roles
[14], [17], [18].

In an RBAC system, permissions are attached to roles and
users acquire permissions through the roles assigned to them
[14], [17], [18]. This helps to manage access more easily,
especially for organizations where members have well-
defined responsibilities. However, RBAC is hard to manage
when access requirements become more complex. You can
have many roles to reflect different combinations of
permissions. This leads to the so-called role explosion
problem. RBAC also struggles to handle situations where
access is determined by factors such as the location of the
user, the time of access, the device, or other contextual
information [12], [17]. Such restrictions have motivated
researchers to investigate more flexible access control
models.

One such model is Attribute-Based Access Control (ABAC).
ABAC makes access decisions based on attributes of the user,
resource, requested action and surrounding environment [1],
[2] instead of relying mostly on predefined roles. This
enables organizations to create more granular and adaptive
access policies. For example, an employee could only be

allowed to view a certain document if they are in a certain
department, using a certain device, and attempting to access
that document during working hours. Such conditions can be
more naturally modeled by ABAC than by a huge number of
RBAC roles [1], [2].

While ABAC provides more flexibility, it is not trivial to
migrate an existing RBAC system to ABAC. Existing
systems may have a large number of roles and permission
assignments, and translating this information into meaningful
attributes and ABAC policies can be a lot of manual work.
And it requires a good knowledge of the existing access
requirements of the organization. As the system grows in size
and complexity, manual policy creation can become
unwieldy, and can lead to inconsistent or incorrect policies.
This is the reason why researchers have begun to investigate
automated methods to mine ABAC policies from existing
access control information [3], [4], [13].

This is an area in which machine learning, and in particular
supervised learning, is receiving increasing attention.
Supervised learning algorithms learn patterns from labeled
data and use those patterns to make predictions or
classifications [5], [7], [9], [10]. For the migration from
RBAC to ABAC, information such as users, roles,
permissions, resources, actions and contextual conditions can
be used as input features. ABAC policies can be expressed as
patterns discovered by machine learning techniques that
analyze these relationships. Different learning algorithms and
policy mining approaches have been studied in several works
to reduce human effort and improve the efficiency of the
migration process [3], [4], [5], [11].

Due to these challenges, there is a need for a comprehensive
review of existing supervised learning based approaches for
ABAC policy mining. This paper reviews and analyzes
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current research on mining ABAC policies from RBAC-
enabled systems. The review emphasizes the machine
learning techniques, feature extraction techniques, datasets,
policy mining strategies, and evaluation metrics adopted in
the previous studies. It also compares the reviewed
approaches  according to  accuracy,  scalability,

II. LITERATURE SURVEY

interpretability, computational efficiency and practical
applicability. Finally, the paper identifies important research
gaps and discusses potential directions for developing more
efficient and scalable approaches for automated ABAC
policy mining.[21]-[23]

TABLE I. SUMMARY OF LITERATURE SURVEY

Ref. | Author(s), Year Meth(.)d J Major Contribution Limitation
Technique

Alohaly et al.,
(1 2022

[2] | Kimetal,2022

[3] | Cotrini et al., 2018

[4] @ Karimi et al., 2022

[5] | Shanetal., 2020

[6] @ Beraetal., 2021

[71 | Wangetal., 2024

[8] | Luoetal., 2026

[9] | Anetal., 2026

[10] | Wang etal., 2021

[11] | Zhong et al., 2025

[12] | Feng et al., 2026

[13] | Dasetal., 2018

[14] | Baralla et al., 2025

Rooney and

[15] Hinders, 2021

[16] | Liuetal., 2024

[17] | Zhang et al., 2025

[18] | Xuetal., 2024

[19] | Pham etal., 2023

[20] | Lietal, 2021
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ABAC with cyber
deception

ABAC-based security
model

ABAC rule mining
from sparse logs

Unsupervised policy
extraction

Support Vector
Machine (SVM)

Al and blockchain-
based access control

Fully and semi-
supervised learning

Graph-based
authorization

Conditional self-
supervised learning

Semi-supervised and
supervised learning

eBPF-based
automated policy
generation

LLM and RAG-based
access control

Hybrid ABAC policy
engineering

Blockchain, SST and
RBAC

ML-based
classification

Self-supervised and
supervised learning

Privacy-enhanced
RBAC

RBAC-based
authentication

Self-supervised
representation
learning

Weakly supervised
learning

| https://ijsrem.com

Integrates cyber-deception techniques with ABAC to
improve insider-threat detection and protection of
sensitive resources.

Develops an ABAC security model for DDS to provide
flexible authorization in distributed environments.

Mines ABAC rules from limited access logs and
demonstrates automated policy generation from
observed access behavior.

Automatically extracts ABAC policies from access logs
using learning, rule pruning, and policy refinement.

Applies supervised machine learning to develop an
intelligent access-control mechanism for online social
networks.

Combines Al, blockchain, and access control for
malicious-attack detection and mitigation in IoE
environments.

Demonstrates the use of supervised and semi-supervised
learning for accurate and interpretable classification.

Introduces a graph-based approach for efficient and
verifiable cloud authorization.

Combines supervised and self-supervised learning for
improved few-shot learning with limited labeled data.

Proposes a self-trained framework using ensemble
transformations to improve learning with limited labeled
data.

Generates control policies automatically from SSH
system behavior and reduces manual policy
configuration.

Introduces context-aware authorization by integrating
LLMs and RAG with RBAC.

Combines top-down policy specification with bottom-up
access analysis using entropy and frequency measures.

Integrates blockchain and Self-Sovereign Identity with
RBAC for secure resource management.

Uses clustering and supervised learning to recognize
MAC protocols in communication networks.

Investigates pre-trained encoders to improve secure and
privacy-preserving supervised learning.

Enhances RBAC for IoT systems using privacy-
preserving cryptographic techniques.

Proposes one-to-many authentication and key

negotiation using RBAC for smart-factory environments.

Uses residual momentum to improve visual
representation learning without extensive labeled data.

Develops a framework for learning with weak, noisy, or
incomplete supervision.
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Does not address ABAC policy mining or RBAC-to-
ABAC transformation.

Does not consider automatic policy extraction or
supervised learning.

Relies on access logs and does not exploit existing
RBAC structures or supervised learning.

Does not use labeled RBAC information or supervised
learning for policy generation.

Focuses on access decisions rather than ABAC policy
mining from RBAC systems.

Does not focus on ABAC rule extraction or RBAC-to-
ABAC conversion.

Application is medical image diagnosis and is unrelated
to access-control policy mining.

Does not specifically address supervised ABAC rule
mining from RBAC data.

Not applied to RBAC, ABAC, or authorization-policy

mining.

Designed for image classification rather than access-
control policy generation.

Generates system-call-based policies and does not
perform ABAC policy mining.

Focuses on runtime authorization rather than mining

ABAC rules from RBAC systems.

Uses heuristic techniques and does not employ
supervised learning for RBAC-to-ABAC conversion.

Remains RBAC-oriented and does not address ABAC
policy mining.

Focuses on communication protocols rather than
access-control policies.

Does not address RBAC, ABAC, or authorization-
policy generation.

Depends on static roles and does not explore ABAC
rule generation.

Focuses on authentication and key management rather
than ABAC policy mining.

Focuses on visual learning and has no direct application
to access-control policies.

General learning framework and does not address
RBAC or ABAC policy mining.
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Research Gap

The literature review indicates that existing ABAC policy
mining techniques are predominantly based on access logs,

1. Active RBAC System

The process starts with an existing RBAC-enabled system with
information about users, roles and permissions. Roles are
assigned to users, and each role has permissions for access to
specific resources. This existing RBAC information is the

unsupervised learning or heuristic approaches [3], [4], [13].
Supervised learning has also shown promising results for
classification and pattern discovery in many applications [5],
[9], [10}. But the use of supervised learning to learn ABAC
rules directly from the structured information of an existing

primary source of data required by the proposed system.

2. Data Gathering

RBAC-enabled system has been insufficiently explored.

Therefore, this research proposes a supervised learning-based
approach to mine ABAC rules from an existing RBAC-enabled
system by learning and generating more flexible attribute-based
authorization rules based on the existing information of roles

and permissions.[21-[23]

III. PROBLEM STATEMENT AND OBJECTIVES

The relevant authorization information is collected from RBAC
system in the form of access-control records or logs. The
information gathered includes relationships between users,
roles, permissions and access assignments. The data serves as
the basis for learning existing authorization patterns.

3. Data preparation

The collected data is processed by machine learning. This stage
also includes data cleaning, removing duplicate records,

As the number of users, roles, and permissions grows,
managing existing RBAC systems can be challenging.
The goal of this research is to develop a supervised
learning-based approach to automatically mine flexible
ABAC rules from existing RBAC data, thus decreasing
manual policy-conversion effort and improving access-
control management. The goals are to examine RBAC

handling missing values and encoding categorical information
in a suitable format. Proper preprocessing helps to maintain

consistency and improves the quality of the training data.

4. Extracting Attributes

data, select important attributes, build a supervised
learning model, produce ABAC rules and assess their

correctness and consistency.

After preprocessing, the relevant attributes are selected from the
available authorization information. These attributes fall into
three main categories:
* User information: department, designation, location, etc.
*» Resource properties: type of resource, owner, sensitivity, etc.

IV. PROPOSED SYSTEM ARCHITECTURE

We propose a system that provides a supervised learning based
framework to mine ABAC (Attribute Based Access Control)
rules from an existing RBAC (Role Based Access Control)
system. The architecture comprises of ten stages beginning with
gathering the existing RBAC information and concluding with
the deployment of the generated ABAC policies for decision

» Environmental attributes: time, place, device, network, etc.

These attributes set the conditions that could be later used to
build ABAC rules.

5. Training Data Base

making.
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Fig. 1. Proposed System Architecture for Supervised Learning-
Based Mining of ABAC Rules from an Existing RBAC-Enabled

System.

The extracted attributes are combined with corresponding
access decisions (Allow/Deny) to create the training dataset.
The dataset provides labeled examples that allow the supervised
learning model to learn the mapping from attributes to
authorization decisions.

6. Model for supervised learning

The dataset is then fed into a supervised learning algorithm.
Decision Tree, Random Forest, Support Vector Machine (SVM)
or Naive Bayes can be considered depending on the
characteristics of the dataset. In the training phase the model
learns the patterns between the available attributes and the
corresponding access decisions.

7. ABAC Rules Mining

After the model has learned the authorization patterns, the
learned relationships are used for generating ABAC rules. The
generated rules are expressed in terms of attributes, conditions
and actions. For example, a rule might state that a user from a
particular department may perform a particular action on a
particular kind of resource under particular conditions.
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8. Rules Validation and Optimization

The generated rules are evaluated and then applied in the
authorization system. It eliminates redundant rules, identifies
and resolves conflicts between rules, and does overall
optimization of the policy set. This yields a consistent and
manageable set of ABAC policies.

9. ABAC Policy Set Creation and Deployment

The generated rules are the final ABAC policy set after
validation and optimization. These policies are then deployed to
an ABAC policy engine or PDP (Policy Decision Point). The
PDP assesses incoming access requests against the policies that
it has generated.

10. Decision on Access

Finally, when a user submits an access request, the ABAC
policy engine evaluates the request according to the generated
policies and the relevant attributes. The system then makes an
Allow Access or Deny Access decision based on learned rules.

Overall Workflow

The complete process can be represented as:

(o mgesamans | Aoty

Fig. 2. Proposed Al-Driven RBAC-to-ABAC Policy Mining
and Deployment Architecture.

This architecture enables the existing RBAC information to be
reused for generating more flexible ABAC policies, while
supervised learning reduces the dependency on completely
manual policy creation.

V. METHODOLOGY

The methodology proposed here applies supervised learning to
infer ABAC rules from an existing RBAC-enabled system. The
process includes data collection, preprocessing, attributes
extraction, model training, rules generation, and policies
validation.

The existing RBAC system is first analyzed to collect users,
roles, permissions, and access decisions. The data collected is
then cleaned by removing duplicate records, handling missing
values and converting categorical information to an appropriate
format. Extract relevant user, resource and environmental
attributes from processed data

The extracted attributes are combined with the respective
Allow/Deny access decisions to form the training dataset. Then
you can train a supervised learning algorithm (Decision Tree,
Random Forest, SVM, Naive Bayes) to learn the patterns
between attributes and access decisions.

The learned patterns are converted into ABAC rules which
consist of attributes, conditions and actions. The generated rules
are then validated to identify redundant or conflicting policies.
The optimized ABAC policy set is deployed to an ABAC policy
engine or Policy Decision Point (PDP).

The relevant attributes are then evaluated against the policies
generated for the new access request. The final Allow or Deny
decision is then made by the system. This way the methodology
offers a systematic way of reusing the existing RBAC
information and generating more flexible ABAC policies with
less manual work.

Methodology Flow:

Fig. 3. Methodology Flow for AI-Driven RBAC-to-ABAC
Policy Transformation.

VI. RESULTS AND DISCUSSION

The proposed system provides a systematic way of deriving
ABAC rules from the existing RBAC enabled system by
supervised learning. First, the RBAC data is analyzed to find
proper relationship between users, roles, permissions and access
decisions. Then, these relations are used to train the selected
machine learning model and the attribute based authorization
rules are generated.

The generated ABAC rules are more flexible than the original
role-based permissions as access decisions can take into account
user, resource and environmental attributes. The rule validation
phase also helps in spotting the rules which are redundant or
conflicting leading to a more consistent set of policies.

The proposed approach also reduces the manual effort for
ABAC policy creation since the existing RBAC information is
reused as the basis for rule generation. Instead of using only
manually defined policies, the system can learn the way
authorizations are made from existing data, by means of
supervised learning. The results indicate that the proposed
methodology can be a practical approach to migrate from a
traditional RBAC structure to a more flexible ABAC based
authorization model. Further evaluation of the approach
effectiveness can be done using metrics like accuracy, precision,
recall, F1-score, rule consistency, and policy generation time.
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VII. CONCLUSION AND FUTURE SCOPE

The proposed work proposes a supervised learning based
approach to mine ABAC rules from an existing RBAC-enabled
system. The approach leverages existing user, role, permission
and access-decision information to reduce manual policy
creation and to provide more flexible and fine-grained access
control. Future work can be done to improve the system by
trying different machine-learning algorithms, larger real world
datasets, deep learning and explainable Al, real-time policy
update and automatic conflict resolution.
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