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Abstract

As a result of using an online personal health
record (PHR), individuals may save, access, and
share their private health information in a more
efficient manner. To take advantage of the
cloud's scalability and lower operational costs,
PHR service providers should shift their apps and
data to the cloud. In order to prevent
unauthorised access to their personal health
records, patients must encrypt their PHR data
before storing it on cloud servers. Access to
Health Records (PHRs) can be

challenging to scale and environmentally friendly

Personal

under encryption. PHRs must be encrypted in
such a way that the number of persons with
access to the data does not become an issue. An
important consideration when there are several
users of a PHR device and each user has access
to a unique set of encryption keys is the ease with
which the keys may be distributed to each user.
For the time being, management information can
only be accessed through cryptographic methods

for single-proprietor companies.

A novel cloud-based solution to PHR

management is proposed in this study, as

explained above. Using ABE methods to encrypt
each patient's Personal Health Record (PHR) data
enables for granular and scalable access control
for PHRs. Additionally, our approach provides
green and on-call revocation of individual access
credentials, as well as break-glass access in the

event of an emergency.

Keywords:  Personal health records, cloud
computing, Electronic Health Record, fine-grained
access control.

I. Introduction

The Personal Health Record (PHR) allows
people to share health information with one
another (PHR). A patient's personal health
information can be accessed at any time through
a PHR service if they have access to a web
browser and an active Internet connection.
Accessing and exchanging medical records has
never been easier thanks to this cutting-edge
technology. Anyone can request access to a
patient's clinical data, including family members
and friends, as well as other healthcare
professionals and academics who are working on
related projects. Healthcare expenditures may be

decreased, while quality and patient happiness
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would be improved, if this strategy were to be
used.

There are almost unlimited and elastic storage
and processing resources available when using
the cloud as a computer platform for software
development. Thus, in order to save money, PHR
carriers are more likely than not to migrate their
PHR storage and alerting systems onto the cloud.
Two of the most popular personal health records
are Google Health and Microsoft HealthVault
(PHRs).

However, even if security and privacy worries
about cloud-based PHR services are unfounded,
they may not be extensively used. At this time,
we're concerned about who has access to the
PHRs stored on a cloud server and how that
information is used. Confidential medical records
are no longer accessible to patients after they are
stored on a computer. Misbehaviour by a cloud
service provider employee might result in the
disclosure of Personal Health Records (PHRS)
(PHI). An employee of the Veterans Affairs
Department took the Social Security numbers
and medical conditions of 26.5 million war
veterans without permission. This comes as no
surprise, given the amount of research done on
the subject. Because the cloud platform is
exposed to the public, servers running in the

cloud are vulnerable to outside threats.

Individuals with personal health records (PHRS)

have the option to choose whether or not to share

their information with PHR providers, who may
encrypt the data. Access manipulation
mechanisms on the server employ same
encryption methods, thus PHR records must be
encrypted in the same way. Patients must
produce and distribute their own decryption keys
to their genuine customers. Anyone who does not
have the proper keys to access PHR data should
not have any access to it. A company's PHR has
to be able to restrict access to certain features and
functionalities to specific consumers. Once
they've mastered it, they'll require the higher
levels of access that come with it. With several
owners, PHR systems are described as "patient-
centric” since each owner has a unique
cryptographic key to safeguard his or her

personal data.

Il. Theoretical Background

2.1 Cloud Computing

Based on the method of distribution, cloud
computing may be broken down into three
distinct layers: Because only contractual clients
have access to the dedicated resources of the
cloud computing vendor at a pay-per-use rate,
this "is a single tenant cloud tier" (Ram govind et
al. 2010) [3]. Since so much hardware, such as
servers, routers, and load balancers, may be
saved with laaS, the missing starting costs are
particularly substantial. Depending on how much
time is spent using this service, there is a

monthly fee. Platform as a Service (PaaS)
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provides an integrated environment for the
design, development, testing, installation, and
replacement of customised web applications. If
(Xu, 2010) [4] is correct. Software vendors,
developers, and value-added resellers can operate
prefabricated services on the PaaS platform. A
"SaaS" software programme can be accessed,
utilised, and maintained from a remote location
by one or more service providers. According to
Smith (2010). A typical outsourcing approach
and proprietary software are at odds with each
other under the SaaS model (Buxmann et al.
2008). You'll have to pay for more features if you
wish to customise or expand the programme. Use
of "pay per use" (Ramgovind et al. 2010) allows
fixed expenditures to be transformed into
variables, therefore reducing the overall cost of
the project.

An further approach of distinction is to classify
clouds depending on their deployment mode [6].
A private cloud and a public cloud are the two
most popular kinds of cloud computing. Hybrid
cloud options are available, including community
and government cloud options, depending on
your needs. Overlapping clouds have many of the
same characteristics. Internal statistical facilities
that aren't accessible to the general public are
known as "private clouds," which are defined as
those that are large enough to profit from cloud
computing. Using "the company itself, akin to

Intranet capabilities,” "all cloud assets and apps

are controlled by using the business itself." [7]. A

private cloud is a superior option than a public
cloud when it comes to security, compliance, and
regulatory requirements. [8]. To define a public
cloud, we use the phrase “the cloud infrastructure
is created to be the complete public or a huge
business institution.” Most public cloud services
are based on pay-as-you-go pricing structures,
which allow IT organisations to avoid future
capital expenditures and substitute them with
more flexible operational costs. Public cloud
computing raises security and privacy issues
despite its widespread availability. Due to the
increased burden of protecting all apps and data
accessed on a broad public cloud, public cloud
models are considered less secure than other
cloud models. The secure network of the hybrid
cloud connects private cloud services to at least
one or more external cloud services, which are
thus centrally controlled and provided as a
unified unit. No matter whether type of external
cloud service is used, data and applications may
be transported between them since they all use
the same technology, regardless of whether they

are private, public, or community clouds.

I11. Electronic Health Records

EHRs are digital representations of a patient's
medical history, which are kept by a company
over time and include demographics, developed
notes, problems, medications, vital signs,
previous hospital history, immunizations,

laboratory information, and radiology reports for
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that person's care under a specific company. Two
of the advantages of having an EHR include
automated access to data and the potential to
streamline a clinician's workflow. Other care-
related tasks, such as evidence-based decision
support and effective management and reporting,
can also benefit from the usage of several
interfaces.

Keeping track of a patient's health state
throughout time is the goal of electronic health
records (EHRSs). As a result, patients don't have
to spend as much time hunting through old paper
scientific data, and the information they do have
is more recent, correct, and easy to understand.
Privacy and security are also provided, yet open
contact between the patient and provider may be
maintained at all times. It is less probable that
documents would be misplaced because there is
just one record that may be altered. Additionally,
it is less expensive. Virtual data stored in a single
EMR (electronic medical record) makes EMRs
more powerful when retrieving medical records
for analysis of possible developments and long-
term changes in a patient. EHRs and EMRs are
making it easier to perform population-based
research on medical records because of their
widespread use.

When it comes to EHR deployment, the benefits
of cloud computing include scalability, security,
and privacy; a shared platform and

independence; reduced errors and improved

quality; structure, structure flexibility; and the
capacity to share data [9].

3.1 Cost

consumers save money on hardware, software,
and services expenses by using cloud computing,
which eliminates the need to install and maintain
software and speeds up data access. [10, 14, 19,
24, 27-29].

3.2 Security and Privacy

In electronic health records, the storage location
of patient data is a concern. Data privacy must be
protected by strict restrictions. Techniques such
as character-based encryption, authentication,
and digital signatures are employed in cloud
environments to maintain the confidentiality of
health information. [11, 12, 13, 15-20, 22, 24,
26-28].

3.3 Scalability

Network or process feature that decreases the
burden on a network or process. "Scalability"
refers to a system’s ability to increase resources
while  maintaining or improving overall
performance. When developing and deploying
large and complex systems, such as databases, it
is vital to keep scalability in mind. There is no
requirement for users to be ready for maximum
resource consumption, as resources can be
supplied as needed by the users themselves. [10,
11, 14, 15, 19, 22].

3.4 Implementation

The ability to install software that is not reliant

on Windows and can also be loaded on a mobile
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phone is one factor that contributes to the
independence of this technology as well as other
devices operating in this market. It is possible to
implement numerous databases, such as SQL,
Oracle, or cash, while using cloud computing,
which is one of the advantages of using this
method. The installation of software does make it
feasible to achieve a higher level of
independence. This particular system does not
call for any kind of hardware due to the fact that
all of the files and programmes are stored in a
singular format. [10, 23, 30].

3.5 Ability to search and exploration
Using a broad variety of search algorithms,
cloud-based electronic health records may be
searched for so much information and data about
patients [10, 16, 18, 23, 25]. Electronic health
records (EHRs) can preserve information on a
patient's mental and behavioural state as well as
their prescription history [24]. Clinical and
insurance data can be retrieved independently of

each other.
3.6 Flexibility

V. Conclusion

Personal health records stored in the cloud are
the focus of this study's findings. In order to
protect their privacy, we believe that patients
should be given the ability to encrypt and fine-
tune access to their Personal Health Records
(PHRs). Using several PHR owners and
customers instead of just one helps the

framework simplify key control when there are

Electronic health clouds should be able to meet
the demands of healthcare providers of all sizes
and specialisations. For operations, users,
management, and service quality, this
functionality should be viable. There should be
considerable configuration flexibility in the cloud
computing infrastructure to meet the various
requirements of healthcare providers.
Adaptability is key, and this may be
accomplished with little work and expense. [10,
13, 21, 25, 30].

3.7 Exchange and Sharing ability

Data and information transfer and sharing are
extremely important in health information
systems, but they must be handled with extreme
caution due to the presence of several diverse
components. Sharing  electronic  health
information via the internet and in the cloud has
its drawbacks. In order to get over these
obstacles, the following materials need be
assembled: A single, secure and integrated
specification for HER will be available to you as

part of this [19].

many PHR owners and consumers. Consider the
advantages of cloud computing in EHR
implementation, such as cost savings, improved
privacy and security, scalability, reciprocal
performance, the implementation of search and
exploration capabilities, flexibility and sharing
capabilities. These are all important aspects of

cloud computing. There are certain downsides to
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cloud

computing, such as the lack of

administrative help. In addition, the lack of user
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