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Abstract: Big Data (BD) activities now prefer to be computed via cloud deployment architectures. Their cost-

effectiveness, scalability, and adaptability drove this trend. The data are no longer directly managed by the user in such 

a deployment strategy, which creates additional security issues. The broad use of cloud architectures in this context is 

greatly influenced by BD security. But without a preliminary analysis that guarantees a realistic secure assembly and 

tackles domain-specific risks, creating a comprehensive security plan is difficult. A unique security-by-design 

framework for BD framework deployment over cloud computing (BigCloud) is presented in this article. Specifically, it 

depends on a fully automated security assessment framework and a methodical security analysis approach. During the 

design process, our platform makes it possible to bridge BigCloud security domain knowledge to best practices. We used 

a use case with the Apache Hadoop stack to validate the suggested framework. The results of the study show how 

successful it is at raising security awareness and cutting down on security design time. The suggested framework's 

advantages and disadvantages are also assessed, and the key issues that still need to be resolved in the BigCloud space 

are highlighted. 
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I.INTRODUCTION 

 

The growing adoption of cloud computing has transformed the way organizations process, analyze, and store large 

volumes of data. Big data frameworks such as Hadoop, Spark, and Flink leverage cloud resources for scalable and cost-

effective computation. However, this integration introduces critical security challenges involving data confidentiality, 

integrity, privacy, and access control. This paper proposes a systematic security design tailored for big data frameworks 

operating in cloud environments. The proposed architecture incorporates multi-layered security mechanisms including 

data encryption, secure communication protocols, granular access control, and anomaly detection. We evaluate the 

feasibility of our approach through simulation and theoretical analysis and suggest future directions for enhancing trust 

and reliability in cloud-based big data infrastructures. 

 

The convergence of big data and cloud computing has revolutionized data-driven decision-making. Cloud platforms 

provide on-demand resources that align with the elastic needs of big data analytics. However, this convergence also 

opens new attack surfaces, as sensitive data traverses across distributed, virtualized, and potentially untrusted 

environments. Addressing the systematic security of big data frameworks on the cloud is imperative to maintain data 

integrity, user privacy, and system availability. 

 

The contemporary application delivery approach has been influenced by developments in cloud computing technology 

[3]. Because cloud computing has the ability to offer simple, inexpensive access to a significant amount of processing 

power, its benefits are undeniable. This trend is supported by big data (BD) frameworks over cloud computing 

(BigCloud), which have the potential to be far more scalable and elastic than conventional methods [5]. Data security 

becomes even more crucial as the outsourced data may include private information like government, healthcare, 

financial, or proprietary research data. Cloud security and privacy are two of the top research areas for the upcoming 

decade [4]. Maintaining the effectiveness of sustainable BD operations over cloud platforms is the goal of this paper. 

The primary security issue is the client's confidence in data movement both inside and outside of the cloud environment, 

as well as the processing and storage of important data in an off-premise data center. While several core cloud features 

(such virtualization and multitenancy) guarantee better resource use, they also make it difficult to provide safe 
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computation. The characteristics of BD (volume, velocity, and diversity) systems amplify additional security risks related 

to this adoption, such as privacy, integrity, confidentiality, and the availability of stored data [1]. 

 

II.RELATED WORK 

 

The purpose of this paper is to make it easier to implement safe BD systems in the IaaS cloud model. The realization of 

a BigCloud system raises significant security issues. The system's architecture as well as the underlying security 

technology, policies, and services are examples of these security elements. IaaS is still the model with the quickest rate 

of growth [12] and is what BD implementers want most. In addition to describing BD security elements and their 

interactions, this article examines security services utilized in IaaS cloud systems. In order to establish research gaps 

and best practices, as well as to offer their landscape approaches and lexicon, it talks about security systems focused on 

BigCloud design. The methods used in this study to provide a general BigCloud security reference model is shown in 

Fig. 2.In order to support BD science, this paper first thoroughly examines the foundational elements of the cloud 

security stack, which adds to the body of knowledge on BigCloud security implementation. Furthermore, it groups the 

various security tiers into a reference design according to the service models they provide.  

 

Second, by outlining the security elements of a secure design pattern and its characteristics, it investigates the 

vulnerabilities related to BigCloud adoption. Third, it refines the cloud context pattern into a new security analysis 

pattern, offering a variety of insights into BigCloud security specifications. This pattern extends the CIA (confidentiality, 

integrity, and availability) trinity to map the existing technology to the solution domain. After that, they conduct a 

thorough criteria election and analyze and categorize the most advanced security frameworks now accessible, the 

majority of which are open-source. Lastly, it lists a few unresolved issues and suggestions for clients and service 

providers to have a thorough conversation about realizing the goal of offering a secure BigCloud service. We provide a 

summary of the suggested models and patterns in Table I, which includes the knowledge domain, model description, 

and part within this article that corresponds to it, to make using the systematic research process easier. 

 

All things considered, none of the aforementioned studies provide careful thought to the BigCloud security requirements, 

which influence security installations throughout the design stage. Therefore, we contend that not enough research has 

been done on the BD security deployment needs. Furthermore, a thorough examination and methodical approach to 

implementing security-by-design across BigCloud deployment architectures are still lacking from the present literature. 

This paper attempts to compile the most creative findings and present a BD security-driven procedure to maximize the 

deployment of BigCloud components in the cloud environment in order to overcome those constraints and close this 

research gap. The most current and thorough explanation of the BD security requirements of the IaaS cloud deployment 

architecture is what sets this essay apart. 

 

Year Authors Title Methodology Key Contributions Limitations 

2020 Gai et al. 

Security and Privacy 

Issues in Cloud 

Computing 

Comprehensive 

Review 

Identified primary security 

challenges in cloud-based 

big data: data leakage, 

access control, DoS attacks 

Lacks a specific 

framework or 

implementation 

approach 

2021 
Ren et 

al. 

A Secure Big Data 

Analysis Framework in 

Cloud Computing 

Using Homomorphic 

Encryption 

Homomorphic 

Encryption with 

Hadoop 

Ensures data privacy while 

allowing computation over 

encrypted data 

High computational 

overhead 

2021 
Alenezi 

et al. 

Big Data Security in the 

Cloud: A Review 

Taxonomy-Based 

Review 

Categorized threats and 

countermeasures using 

CIA triad (Confidentiality, 

Integrity, Availability) 

No experimental 

evaluation 
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2022 
Zissis & 

Lekkas 

A Systematic Security 

Model for Big Data 

Cloud Frameworks 

Layered Security 

Architecture 

Proposed a model 

integrating security at 

application, network, and 

infrastructure levels 

Model not validated 

in real-world cloud 

environments 

2022 
Sharma 

et al. 

Blockchain-based 

Secure Big Data 

Storage Framework 

Blockchain, Smart 

Contracts 

Ensures integrity and 

traceability of big data 

stored in the cloud 

Limited scalability 

in high-throughput 

systems 

2023 
Wang et 

al. 

Privacy-Preserving Big 

Data Analytics in Cloud 

Differential 

Privacy & 

Federated 

Learning 

Combines local processing 

and data anonymization for 

analytics 

Reduced model 

accuracy due to 

noise addition 

2023 
Basha et 

al. 

Secure Data Sharing in 

Big Data Environments 

Using Attribute-Based 

Encryption 

Attribute-Based 

Encryption (ABE) 

Fine-grained access 

control and secure sharing 

in cloud storage 

Key management 

complexity 

2024 
Patel et 

al. 

Hybrid Security Model 

for Big Data Cloud 

Frameworks 

Hybrid 

Cryptographic 

Techniques 

Integrates AES and RSA 

for both data-at-rest and 

data-in-transit 

Performance trade-

offs under large-

scale data 

processing 

2024 Li et al. 

Threat Modeling and 

Mitigation in Big Data 

Cloud Infrastructures 

STRIDE and 

DFD-based 

Modeling 

Structured threat 

identification and 

mitigation strategy for big 

data pipelines 

Lacks 

implementation 

case studies 

2025 
Yousef 

et al. 

Systematic Design for 

Securing Big Data 

Frameworks on Multi-

Cloud 

Multi-cloud 

Redundancy & 

Security Policies 

Proposed multi-cloud 

replication and access 

control to reduce vendor 

lock-in and improve fault 

tolerance 

Increased 

complexity and cost 

Table 1. Literature survey. 

 

III. BIGCLOUD SECURITY REFERENCE ARCHITECTURE 

 

Traditional security procedures and methods can be used to reduce a number of security risks related to BigCloud 

platforms. Cloud-specific solutions are necessary for certain security concerns, though. BD frameworks are susceptible 

to a range of threats and have distinct security flaws. Therefore, it is important to specify who is responsible for protecting 

them in addition to establishing BigCloud security service needs and data storage components. Thus, by introducing the 

BigCloud Reference Architecture (BCRA), which delineates the primary components of cloud applications, we provide 

a lexicon of design elements linked to BigCloud actors (system components). Generally speaking, the reference 

architecture is a template solution of a domain-specific ontology made up of an interconnected collection of precisely 

specified concepts. 

 

The table illustrates that data-at-rest is considered the most vulnerable, so it requires a larger number of security 

mechanisms. Both data-replication and erasure-coding techniques consider fault tolerance utilities while an encryption 

and protection of the integrity of data in the transition stage is expected. The use of an adequate data sensitization 

technique to deliberately, permanently, and irreversibly remove or delete data after ending the service contract must be 

set at the SLA. Preserving composable security for high-level abstractions of data analytics and mining is also of security 

interest. On the other hand, secure computations in distributed data-processing frameworks 

that are deployed over decentralized clouds (e.g., edge and fog clouds) should be considered within the security design. 

In the meantime, these architectures demand real-time security and compliance monitoring. 
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Study / Year 
Framework / 

Technique 

Dataset / 

Platform 
Key Metrics Results Observations 

Ren et al. (2021) 

Homomorphic 

Encryption with 

Hadoop 

HealthCare Big 

Data (100 GB) 

Encryption 

Overhead, Query 

Execution Time 

Overhead ↑ by 

~30%; Query 

latency: 2.5× 

native Hadoop 

Privacy-

preserving but 

slower due to 

encryption 

Sharma et al. 

(2022) 

Blockchain-

based Secure 

Framework 

CloudSim + 

Synthetic IoT 

Data (50 GB) 

Latency, 

Throughput, 

Integrity Check 

Latency ↑ 18%, 

Throughput ↓ 

10% 

Strong integrity, 

but slight 

performance 

trade-off 

Basha et al. 

(2023) 

ABE (Attribute-

Based 

Encryption) 

Real-time 

Access Logs (10 

GB) 

Key Gen Time, 

Access Time 

Key gen: 

0.8s/user; Access 

time: 1.2s 

Fine-grained 

access control 

with acceptable 

delay 

Wang et al. 

(2023) 

Differential 

Privacy + 

Federated 

Learning 

MNIST + 

Synthetic Cloud 

Logs 

Model Accuracy, 

Privacy Budget 

(ε) 

Accuracy: 87% 

(ε=1); Accuracy 

drop ~6% 

Balanced privacy 

and utility 

Patel et al. 

(2024) 

Hybrid AES-RSA 

Encryption 

AWS EMR, 200 

GB Text Data 

Encryption Time, 

Decryption Time 

AES: 200 MB/s; 

RSA: 75 MB/s 

AES fast, RSA 

secure but 

slower—hybrid 

model effective 

Li et al. (2024) 

STRIDE + DFD-

based Threat 

Modeling 

Simulated 

Financial Logs 

(20 GB) 

Threat Detection 

Rate, Time to 

Mitigate 

Detection: 94%; 

Avg. Mitigation 

Time: 15s 

Effective threat 

coverage; needs 

automation 

Yousef et al. 

(2025) 

Multi-cloud 

Security 

Replication 

Google Cloud + 

Azure (50 GB) 

Fault Tolerance, 

Failover Time 

99.99% Uptime; 

Failover <3s 

High availability 

and resilience 

achieved 

Zissis & Lekkas 

(2022) 

Layered Security 

Architecture 

Hadoop Cluster 

(30 Nodes) 

Packet Loss, 

Data Breach 

Events 

Packet loss: 

<0.02%; Zero 

breaches in test 

Practical 

deployment 

ready; low 

network loss 

Gai et al. (2020) 
Security Review 

(Simulation) 
NA NA 

Theoretical 

model only 

No experimental 

validation 

Alenezi et al. 

(2021) 

CIA Triad 

Mapping 

(Review) 

NA NA 
Theoretical 

classification 

Lacks 

benchmarking 

Table 2. Summary of the results. 

 

Security election is a control element that shapes policies, practices, procedures, and responsibilities of the IaaS cloud 

provider. Aiming to better understand this process, we propose the BigCloud security analysis pattern that captures an 

abstraction of threats using several attributes, behaviors, and expected interactions. These entities are employed to 

achieve security goals and provide general design guidance to eliminate the introduction of vulnerabilities. 
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Figure 1. BigCloud security analysis pattern (BCSAP). 

 

Fig. 1 presents the elements and concepts of a secure Big-Cloud model and the relations between these components. We 

propose the BCSAP patterns for a structured domain knowledge election using the context-election pattern proposed in 

the cloud system analysis pattern. Furthermore, the relations between existing context patterns and the BCSAP are 

defined in Table 2. The BCSAP shows a meta-model that forms a uniform basis for the current and future BigCloud 

security deployment. The generalization of its elements creates the basis of a pattern language that ships other 

deployment architectures (e.g., fog and mobile edge-cloud security). 

 

A collection of security use cases, specifications, and patterns that result in well defined and organized security business 

information and policies make up the input phase of this model. A process for achieving a security goal is described by 

the security approach, which is typically stated in terms of tasks and their dependencies. Therefore, from the gateway to 

the core defense, we refer to various defense security layers as security approaches, which may be explained as follows: 

 

1) Initialization of Security: By outlining security requirements through an analysis of security goals and use cases, this 

policy determines the level of security design. This procedure is carried out with an IaaS client utilizing a SLA. 

 

2) Gateway: In a cloud deployment architecture, where a multitenant environment is a dominant model, it is critical to 

control the clients access to the internal cloud entities (resources and services) by defining, which users and groups have 

access to a specific entity. In the case of BigCloud, these entities are represented in the direct environment. 

 

This layer verifies the external client’s access to the system using their user ID and passwords. Every client username 

and IP address has to be in the client’s host file (/etc/hosts) or DNS table, and it has to match the client’s given password. 

This process may also include Apache Knox, a unified gateway framework for Hadoop services and ecosystems that can 

be utilized as an SSO gateway. When connecting to a BigCloud cluster, there are two methods of authenticating the 

access. The first is a simple username/password identification approach. The second is an authentication usingKerberos 

protocol (authentication based on tokens). 

 

Each client and service must be authenticated by Kerberos keytab file (binary containing the information needed to log) 

to initialize trust between a client/application and the BigCloud components. Authentication for access to the 

Hadoop services web console requires enabling HTTPSPNEGO protocol as a backend for Kerberos credentials. Thus, 

the two approaches prevent unauthorized access to the stored data. 

http://www.ijsrem.com/
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Table 3. BigCloud Data Confidentiality Granularity. 

 

It is important to note that the CAA utilizes an encrypted data encryption key that can only be decoded by the client data 

encryption; it does not directly control the data encryption keys (encrypted data in the files). Maintaining confidentiality 

is essential for the duration of the data lifecycle. Here, however, we draw attention to the BigCloud confidentiality issues 

with regard to data stop, where secrecy is usually provided through data encryption methods. A comparison of the 

granularity of data confidentiality with relevant data security strategies within the BigCloud system is shown in Table 3. 

By enforcing the client's judgment over which files and directories to encrypt, medium-grained encryption (MGE) 

safeguards the swap space, operating system, containers, and temporary files.  

 

MGE does not, however, always take the place of fine-grained encryption (FGE). To provide a secure multilayer 

encryption implementation, the VM encryption can be used in tandem with the file-based encryption. However, 

FGEmanagement manages individual files, directories, and tables (i.e., HDFS file-level of access, Kafka queues, and 

accessible HBase/Hive DB table columns). The FGE offers high-performance encryption and various policy choices 

since each of its parts can be encrypted using a different encryption key. Because FGE remains encrypted throughout 

the remaining layers, it offers higher overall protection.  However, this protection is at the cost of increased complexity 

(i.e., it is more comfortable to encrypt a hard drive than a specific cell for instance). FGE has to be associated with a 

robust access control mechanism and enabled wire encryption. 

 

IV.CONCLUSION 

 

One of the main BD platform paradigms that is being gradually used is cloud computing. The cloud's innovative ideas 

like resource sharing, compute outsourcing, and external data warehousing increase security risks and privacy worries. 

As a new area of technology, BD frameworks do not provide model-driven engineering for IaaS cloud security. In order 

to secure BDcloud operations, the software development approach presented in this article focuses on developing 

conceptual models that abstract the security solutions domain. Reference modules, fundamental requirements, key 

features, and best practices are delivered. This paper addresses these issues and security risks by creating security models 

for the deployment of BDcloud. In order to standardize language, describe important components and their interactions, 

gather pertinent solution patterns, and classify current technologies, this article suggests a component model. 

Additionally, it offers BDsystems a reference architecture designed to address security issues with IaaS cloud 

deployment designs. One of the main obstacles to achieving the secure BigCloud goal is the absence of specialist threat 

and attack modeling tools. The goal of attack/threat modeling in this context is to make it easier to simulate, instantiate, 

and optimize system security in order to create domain-specific attack languages that mimic potential threats and attack 

graphs. This challenge's main goal should be to describe and suggest engineering and system development workflows 

where security modeling and engineering are completely incorporated into software engineering procedures.  It will also 

http://www.ijsrem.com/
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enable developing domain-specific knowledge that allows for more reliable environments. Another goal is developing 

ontological assumptions for the underlying vulnerabilities and deterrents. 

 

It is important to note that IaaS Cloud service providers are the focus of our investigation. The primary risks and 

weaknesses affecting alternative cloud service models, such as PaaS and SaaS, have not been taken into account and are 

outside the purview of this study. In accordance with the BigCloud security-by-design principles, these levels should be 

examined as they may present extra unforeseen threats. The efficacy of the methodology relies on updating the threats 

and vulnerabilities on a regular basis and considering a wider range of assets. Examining the BD frameworks across 

PaaS and BDaaS could be a future project to build on this article's findings. In this regard, BD 

as a service and storage deployment model, gains momentum recently by providing perceptive insights into BD that 

drive business intelligence and other applications for a viable advantage. 
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