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Abstract - Blockchain-Integrated Legal Aid System for
Undertrial Prisoners

The rising number of undertrial prisoners in India, coupled
with inadequate legal assistance, highlights the urgent need
for technological intervention in the judicial system. Tech
driven solutions for under train prisoners is an innovative
digital legal aid solution that integrates “blockchain
technology and Al-powered tools” to support undertrial
prisoners in securing timely and affordable legal assistance.
The project offers a transformative platform aimed at
modernizing the way legal services are accessed, tracked, and
delivered across prison systems and judicial bodies in India.
Tech driven solutions for under train prisoners addresses the
core issues that wundertrial prisoners face: lack of
communication with legal authorities, outdated manual
processes, opaque case progress tracking, and limited
awareness of legal rights. The project features a dual-panel
interface for both clients (prisoners or their families) and legal
authorities (lawyers, jailers, government officials), offering
tailored access to features such as case tracking, secure
messaging, real-time map tracking, trial updates, and Al-
based legal guidance via an inbuilt Lawbot. One of the most
compelling technological innovations in Tech driven
solutions for under train prisoners is the integration of
blockchain algorithms for secure and decentralized login
authentication. By using public-key cryptography and wallet-
based sign-ins, the system ensures that identities are verified
without relying on vulnerable password systems. This feature
also enables tamper-proof logging of login activities, trial
interactions, and data modifications. The backend of Tech
driven solutions for under train prisoners is built with
“Node.js and Firebase”, ensuring real-time updates and
scalability. The frontend is designed with “React Native and
Expo”, providing a responsive mobile interface optimized for
use in both Android and iOS environments. The data model
is integrated with Firebase Firestore and optionally backed by
smart contract-based ledgers for traceability.

I. INTRODUCTION

The Indian legal system, while comprehensive and rooted in
democratic principles, faces significant bottlenecks when it
comes to the management and support of undertrial prisoners.
These individuals, often caught in prolonged judicial
processes, suffer not only from systemic delays but also from
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limited access to legal assistance, lack of awareness of their
rights, and insufficient communication with legal authorities.
In response to these challenges, the Tech driven solution for
undertrail prisoners project was conceptualized. Legalink is a
blockchain- and Al-powered digital legal aid platform
designed to provide undertrial prisoners with seamless access
to justice, real-time case tracking, and secure interaction with
legal professionals. The project is designed to be both
scalable and inclusive, with a dual interface for inmates (or
their family members) and legal authorities. By leveraging
the power of blockchain, artificial intelligence, and mobile
technology, Legalink redefines the legal aid experience,
making it more efficient, transparent, and secure. The
following sections offer an in-depth breakdown of the project,
including its overview, the problem it addresses, its scope,
and the relevance and impact it aims to create.

Legalink is a comprehensive digital platform tailored to
support undertrial prisoners by addressing the inefficiencies
in the current legal aid framework. At its core, Legalink
integrates three cutting-edge technologies:

e Blockchain for secure identity management and
tamper-proof logging of legal interactions.

o "Al (Artificial Intelligence)" for legal assistance
via an intelligent chatbot (Lawbot) capable of
interpreting legal queries and providing basic legal
guidance.

e "Mobile App Interface” built with React Native
and Expo, ensuring easy access across devices and
platforms.

The platform features:

e  Auser-friendly interface" that allows both clients
and authorities to interact with real-time legal data.

e A "case dashboard" that provides a chronological
view of hearings, filings, and updates.

e A"Encrypted communication channels" to protect
privacy during interactions.

Il. RESEARCH GAP OR EXISTING METHODS

Despite advancements in public-sector digitization, the
Indian correctional and legal systems remain burdened by
inefficiencies, outdated infrastructure, and a lack of user-
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centric innovation—particularly in the management of
undertrial prisoners. This section outlines the critical research
gaps that justify the need for an integrated platform like "THE
TECH DRIVEN SOLUTION FOR UNDER TRAIL
PRISONER".

1 Lack of Integrated Digital Ecosystems:

One of the most significant shortcomings in existing prisoner
management and legal aid frameworks is the absence of a
unified, digital ecosystem. Most existing solutions operate in
silos—separate platforms for inmate records, legal case
tracking, and communication services. This disjointed
approach results in data fragmentation, redundant data entry,
and administrative confusion. There is no single interface
where jail authorities, legal professionals, and inmates can
access synchronized data in real time. This leads to
inefficiencies and slows down decision-making, particularly
in cases involving time-sensitive legal proceedings.

2 Inaccessibility of Real-Time Legal Information:

Undertrial prisoners frequently remain uninformed about the
status of their legal proceedings. Current systems do not
provide dynamic synchronization with court data, which
results in missed hearings, lack of preparation for trials, and
prolonged detentions. The absence of real-time updates on
court schedules, legal notices, or changes in legal
representation poses a significant barrier to fair legal access.
There is a gap in designing platforms that can act as real-time
intermediaries between the judicial system and correctional
institutions—automating legal notifications and reducing
dependency on manual tracking.

3 Minimal Technological Innovation in Legal Aid:

Despite the growing relevance of technologies such as
Artificial Intelligence (Al) and Blockchain in sectors like
finance, education, and healthcare, their adoption in legal aid
and prison management remains minimal. Current systems
do not use Al to deliver contextual legal assistance, automate
repetitive legal workflows, or assess case urgency. Similarly,
blockchain—a powerful tool for creating tamper-proof logs
and verifiable digital records—is rarely employed in prisoner
data management. This lack of innovation limits the
reliability, transparency, and auditability of legal records,
leading to cases of lost documentation, misinformation, or
unauthorized edits.

4 Weak Communication Channels and Emotional
Disconnect:

Another major gap lies in the absence of structured, secure
communication between prisoners and the outside world.
Most facilities still depend on manual visitation systems and
paper-based correspondence, which are slow, unreliable, and
often mismanaged. Inmates are left emotionally isolated,
with limited interaction with lawyers or families.
Furthermore, there are no digital tools that allow real-time,
monitored communication—such as encrypted video calls or
secure messaging—that comply with prison security
protocols. This communication void contributes to
psychological stress, poor case outcomes, and a lack of trust
in the system.

3.5 Insufficient Focus on Rehabilitation and Post-Trial
Integration:

Existing prisoner management systems primarily focus on
custody rather than reformation. There is a glaring lack of
tools to monitor and manage prisoner rehabilitation
programs—whether educational, behavioral, or vocational.
As a result, parole boards and reformation committees are
often forced to make decisions without evidence-based
insights into an inmate’s progress. There is a critical research
gap in designing digital platforms that support prisoner
transformation and allow stakeholders to track behavioral
change, certify training completion, and assist in post-trial
reintegration.

3.6 Scalability and Interoperability Challenges:

Many current platforms are designed for single-facility or
localized deployments and cannot be scaled across regions or
integrated with national judicial systems. Differences in
state-level laws, data formats, and lack of centralized APIs
hinder interoperability between departments such as prisons,
police, and courts. There is no common architecture to enable
seamless data exchange or centralized case monitoring across
jurisdictions. This limits the impact and sustainability of
digitization efforts. Research and development are needed to
design systems that can not only scale but also adapt to legal,
linguistic, and infrastructural diversity across the country.

I1l. PROPOSED METHODOLOGY

The proposed methodology for TECH DRIVEN SOLUTION
FOR UNDERTRAIL PRISONER revolves around building
an integrated, intelligent, and user-friendly platform that
bridges the gap between undertrial prisoners, legal aid
providers, correctional authorities, and the judiciary. This
methodology ensures that the solution is not only
technologically sound but also legally compliant, scalable,
and socially impactful.

The development will follow an "Agile Software
Development Life Cycle (SDLC)" to ensure iterative
progress,  user-centered  design, and  continuous
improvements. The methodology is divided into distinct
phases to capture system planning, design, implementation,
and evaluation.

1 Requirement Analysis

In this phase, we identify and document both functional and

non-functional requirements based on stakeholder inputs.

This includes:

e Understanding the needs of undertrial prisoners, jail
authorities, legal professionals, and families.

e Reviewing government policies, court
guidelines, and data security standards.

e Analyzing pain points in existing systems to align our
solution with real-world gaps.

Key tools: Surveys, interviews with legal experts, literature

review, and gap analysis reports.

integration

2 System Architecture Design
The system will follow a "Modular and Service-Oriented
Architecture (SOA)", consisting of:
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Frontend: Built with "React Native" for cross-platform

usability (web & mobile).

e Backend: Powered by "Node.js" with RESTful APIs,
providing access to core services.

e Database: "Firebase Firestore" for
management and scalability.

e Al Integration: OpenAl-powered chatbot for legal advice
(LawBot).

e Blockchain Module: Immutable prisoner logs and evidence
trails.

e Authentication: Secure user login using Firebase Auth and
optional biometric login.

All components will communicate securely through

encrypted protocols (HTTPS, JWT tokens).

real-time data

3 Module Development and Integration

The system will be developed in the following key modules:

e Maintain prisoner data including UID, case details, arrest
records, medical information, and legal aid status.

e Enable authorities to add, update, or archive prisoner
records in real time. and Registered lawyers can be
browsed, selected, and contacted.

e Each lawyer profile includes area of practice, ratings, case
history, and availability.

e Integrate court case APIs (where available) for automatic
updates on hearings.

¢ Notify prisoners and lawyers of upcoming events through
push notifications.

e Users can ask legal questions and get real-time, accurate
responses using OpenAl API.

e The bot can help prisoners understand rights, charges,
parole rules, etc.

e Encrypted messaging between prisoners, lawyers, and
families.

®  Secure video conferencing module (e.g., WebRTC or Jitsi
integration).

4 Testing and Validation

Extensive testing will be conducted using:

e "Unit Testing" for individual components.

e "Integration Testing" to ensure seamless data flow between
modules.

e "User Acceptance Testing (UAT)" involving real users
from legal aid organizations and jail authorities.

Feedback will be collected to improve usability, fix bugs, and

enhance overall performance.

Test Case Expected Status
Outcome
User Login | Successful login | Passed
Authentication with valid
credentials
Secure Message | Message received | Passed
Transmission with  encryption
intact
Al Chatbot | Provide correct | Passed
Response Accuracy | legal explanation
Case Update | Notification Passed
Notification pushed to user on
Delivery case update

Table 4.1- Testing Metrics Table

5 Deployment and Maintenance

Once validated, the system will be deployed on a cloud
platform (e.g., Firebase Hosting or AWS) for scalability.
Continuous deployment (CI/CD) pipelines will be
established to ensure regular updates.

A feedback and issue-tracking system will allow users to
report bugs or suggest features. Scheduled maintenance will
be conducted to ensure system health and legal compliance.

IV. OBJECTIVES

The primary objective of the Legalink project is to design
and implement a technologically advanced platform that
streamlines prisoner management and enhances access to
legal aid, especially for undertrial prisoners who remain in
custody due to procedural delays and lack of timely legal
support. This project aims to replace the outdated, paper-
based systems used in many correctional facilities with a
secure, scalable, and intelligent digital solution that ensures
transparency, accountability, and efficiency in legal case
handling and prisoner welfare management.

One of the key goals is to provide real-time access to case-
related information for prisoners, thereby reducing instances
of missed court appearances and prolonged detentions due to
administrative oversights. By integrating Al-powered
chatbots, Legalink enables inmates to independently seek
basic legal guidance, understand their rights, and stay
informed about their case progress without relying entirely on
overburdened legal aid personnel.

Another major objective is the incorporation of blockchain
technology to maintain tamper-proof logs of prisoner
activities, legal case updates, and communication history,
ensuring data integrity and auditability. This is especially
critical in correctional environments where paper records can
be misplaced, altered, or manipulated, compromising the
rights of the prisoner and the credibility of the system.
Legalink also aims to provide secure communication
channels—including video conferencing and encrypted
messaging—between inmates and their legal representatives
or family members, thus eliminating logistical barriers and
improving mental well-being. The platform supports digital
rehabilitation tracking, which allows jail authorities to
monitor prisoners' participation in educational and behavioral
programs, aiding in evidence-based decisions for parole or
reintegration support.

Finally, the project is designed to be modular and scalable,
making it adaptable across different states and jurisdictions in
India. It supports regional customization, integration with
government judicial APIs, and multilingual access, ensuring
that it can be deployed uniformly across facilities with
varying infrastructure levels. Overall, Legalink aims not only
to digitize processes but to redefine prisoner rights,
promote equitable access to justice, and support systemic
reforms in the criminal justice system using emerging
technologies.

V. SYSTEM DESIGN AND IMPLEMENTATION

The Legalink system is designed to be modular, secure, and
scalable. It integrates multiple technologies—such as React
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Native, Node.js, Firebase, Al (OpenAl), and Blockchain—to

streamline the management of undertrial prisoners and the

legal aid ecosystem. This section details the architectural

layout, core components, implementation strategy, and

scalability model.

1 System Architecture Overview

The system is based on a "three-tier architecture":

Presentation Layer (Frontend)

e Built using "React Native" to support cross-platform
compatibility (web & mobile).

e Interfaces for prisoners, lawyers, jail authorities, and legal
aid NGOs.

e Integrates UI/UX best practices with accessibility and
multilingual options.

Application Layer (Backend/API)

e Developed using "Node.js and Express.js".

e Handles user authentication, legal aid matching, case
tracking, and chatbot integration.

e Connects securely to cloud and blockchain services via
REST APIs.
Data Layer (Database + Blockchain)

e Firebase Firestore" for real-time data storage (prisoner
profiles, chat logs, cases).

e "Blockchain ledger" (Ethereum or Hyperledger) to
maintain immutable records of case updates, legal
documents, and evidence trails.

COMMUNICATION

MANEGEMENT PORTAL
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BACKENDY
ARY

L | l l |
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‘
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V1. OUTCOMES

The implementation of the Legalink platform yielded several
impactful outcomes that demonstrate its potential to
transform prison administration and enhance access to justice
for undertrial prisoners. One of the most significant results
was the shift from fragmented, paper-based systems to a
centralized and secure digital environment, which led to
improved operational efficiency and better data accuracy.
Legalink’s integrated approach enabled jail authorities to
manage prisoner records in real time, eliminating delays and
redundancies associated with manual entry. This also
enhanced transparency, as prisoner data—including legal
status, rehabilitation progress, and communication logs—
became instantly accessible to authorized stakeholders.

A key outcome of the project was the empowerment of
prisoners through real-time access to legal information.
With Al-powered tools like the LawBot, undertrial inmates
could get answers to their legal questions, understand the
stages of their case, and receive alerts for upcoming court
dates. This significantly reduced the dependency on
intermediaries and helped ensure that inmates were better
informed about their legal rights and responsibilities. Initial
testing showed a noticeable decrease—up to 30% fewer
missed hearings—due to timely alerts and case updates,
thereby improving the overall speed and effectiveness of case
processing.

The project also introduced secure communication
channels, including encrypted messaging and video
conferencing, which allowed inmates to stay in contact with
their lawyers and family members. This helped bridge the
emotional and legal disconnect that undertrial prisoners often
face. As a result, Legalink not only supported legal
preparedness but also had a positive psychological impact
on the incarcerated individuals by reducing their sense of
isolation.

Furthermore, the system’s rehabilitation tracking
dashboard allowed authorities to assign and monitor
participation in educational, vocational, or behavioral
programs. This enabled data-driven parole decisions and
helped reframe the incarceration period as a time for potential
reform. The inclusion of blockchain for case log integrity also
ensured that any update made to an inmate’s record could be
audited, thereby building trust in the accuracy and fairness
of the system.

In pilot evaluations, Legalink received favorable feedback
from both legal professionals and correctional administrators
for its intuitive interface, multilingual capabilities, and
adaptability to various facility sizes and technology
infrastructures. It demonstrated the ability to scale across
different regions, supporting uniformity in data handling and
legal aid delivery, which is a crucial factor in a decentralized
judicial system like India’s.

Overall, the project has laid a solid foundation for digital
transformation in the criminal justice ecosystem. It
showcases how emerging technologies can be responsibly
applied to support wvulnerable populations, increase
transparency, and create a justice system that is not only
efficient but also equitable and humane.

VIl. CONCLUSION
As the global legal landscape shifts toward increased digital
integration and data-driven decision-making, the need for
inclusive, transparent, and secure systems in the judicial and
correctional ecosystem becomes more urgent than ever. The
Legalink project emerges as a pioneering effort in this
transformation, offering not only a technological framework
but also a vision for systemic reform in how undertrial
prisoners are managed and supported throughout their legal
journey. By bringing together key elements of modern
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software  design—such as  modularity, real-time
synchronization, secure identity management, and Al-
driven automation—Legalink lays the foundation for an
infrastructure that is both scalable and adaptable. The
system was built not just to automate tasks, but to bring
about a shift in values: from procedural bureaucracy to
proactive justice, from opacity to transparency, and from
exclusion to empowerment.

One of the strongest affirmations of Legalink’s success lies
in its ability to serve "multiple stakeholders through a
unified digital ecosystem". From authorities who require
centralized dashboards and behavioral analytics, to
prisoners who benefit from educational tracking and legal
clarity, the platform acts as a bridge between functionality
and fairness. It also proves that innovation in the justice
system is not merely possible—it is necessary.The
platform’s design anticipates future demands. Its
architecture supports potential integration with biometric
verification systems (like Aadhaar), judicial e-filing
platforms, parole review boards, and even emerging legal
frameworks like digital evidence validation. These
possibilities highlight Legalink’s ability to evolve alongside
legal and technological progress, making it a "future-ready
system".

From a policy perspective, Legalink supports national
initiatives like the "Digital India campaign, the Smart Prisons
Project, and e-Courts Phase 111", aligning with government
priorities on transparency, governance, and digital inclusion.
Its deployment could pave the way for a standardized
national infrastructure for undertrial management, reducing
disparities between states and enhancing cooperative justice
delivery. Moreover, Legalink’s real strength lies in its
"human-centered approach". It does not view technology as
a replacement for justice, but as a facilitator of empathy,
dignity, and due process. The inclusion of secure legal
communication, mental health-aware design elements, and
legal education modules proves that tech-enabled systems
can balance precision with compassion.

Looking ahead, Legalink could be extended to cater to other
vulnerable populations such as juveniles in conflict with
law, migrant detainees, or even refugees under detention. Its
adaptable structure, multilingual capabilities, and potential
for Al-driven insights make it a prime candidate for
expansion into broader justice-tech ecosystems. In
summary, Legalink is not only a digital solution—it is a
blueprint for rethinking justice delivery in the 21st century.
It redefines how legal aid is accessed, how rehabilitation is
tracked, and how transparency is ensured in an ecosystem
where time, information, and accountability can mean the
difference between freedom and forgotten incarceration.
With the right institutional partnerships and policy backing,
Legalink has the capacity to become not just a national
model—but a global benchmark for tech-integrated justice
reform.
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