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ABSTRACT 

Traditional enterprise security frameworks such as 

Active Directory rely on manual administration, static 

policies, and lack built‑in intelligence to counter modern 

cyber threats. This paper presents SentinelAI, an 

autonomous endpoint security system that replaces 

Active Directory with a distributed network of AI 

agents. The system comprises a central server, 

lightweight endpoint bots, and a web dashboard. It 

performs real‑time monitoring of processes, network 

connections, logon events, and file system changes. 

Policies are defined as dynamic JSON rules targeting 

users, groups, machines, or organizational units and are 

instantly pushed to endpoints via WebSocket. An 

integrated threat‑scoring heuristic triggers automatic 

lockdown, isolating compromised endpoints, capturing 

comprehensive forensic snapshots, and allowing 

controlled unlock by administrators. The system 

supports MFA, LDAP integration, and role‑based access 

control, providing a scalable and explainable alternative 

for modern enterprise security. Experimental results 

demonstrate effective enforcement, low resource 

consumption, and rapid incident response, positioning 

SentinelAI as a practical research contribution in the 

domain of autonomous endpoint security. 
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INTRODUCTION 

Digital transformation has made enterprise networks 

more complex and exposed to sophisticated cyber 

threats. Ransomware, zero‑day exploits, and insider 

attacks can spread rapidly, demanding immediate 

containment. Traditional identity and policy 

management solutions such as Active Directory (AD) 

were not designed for such dynamic threat 

environments. AD relies on Group Policy Objects 

(GPOs) that are applied at fixed intervals and require 

manual intervention to isolate compromised machines. 

Furthermore, it lacks built‑in behavioral monitoring or 

automated forensics, leaving security teams reactive. 

Modern Endpoint Detection and Response (EDR) 

systems offer real‑time monitoring and automated 

response, but they are often proprietary, expensive, and 

may require cloud connectivity. There is a clear need for 

an open‑source, on‑premises alternative that integrates 

identity management, dynamic policy enforcement, and 

autonomous incident response into a single platform. 
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SentinelAI addresses this gap by providing a complete 

autonomous security framework. It replaces AD’s static, 

manual model with a distributed network of AI agents 

that continuously monitor endpoints, enforce dynamic 

policies, and perform surgical containment when threats 

are detected. The system includes a central server that 

stores policies, manages users, and communicates with 

agents via WebSocket; lightweight endpoint bots that 

monitor system activity and execute commands; and a 

web dashboard for administration, auditing, and 

forensics retrieval. 

This paper presents the design, implementation, and 

evaluation of SentinelAI. The main contributions are: 

1. An open‑source, modular architecture for autonomous 

endpoint security. 

2. A dynamic policy engine supporting targeting of 

users, groups, machines, and organizational units with 

real‑time enforcement. 

3. A forensic collection module that captures detailed 

system state upon lockdown. 

4. Integration of MFA, LDAP, and role‑based access 

control for enterprise readiness. 

5. A practical demonstration of autonomous threat 

containment with explainable audit trails. 

The rest of the paper is organized as follows: Section 2 

reviews related work. Section 3 describes the 

implementation study, including the existing system and 

the proposed architecture. Section 4 details the software 

and libraries used. Section 5 presents experimental 

results and discussion. Section 6 concludes the paper 

and outlines future directions. 

LITERATURE SURVEY 

1. Active Directory and its Limitations   

Active Directory (AD) has been the cornerstone of 

Windows network management for decades. It provides 

centralised authentication, authorization, and policy 

management through Group Policy Objects (GPOs). 

However, recent studies  highlight that AD’s static 

policies, manual response times, and lack of behavioral 

intelligence make it inadequate for modern threat 

landscapes. 

 

2. Endpoint Detection and Response (EDR) 

Systems 

Commercial EDR solutions such as CrowdStrike Falcon 

and Microsoft Defender for Endpoint offer real‑time 

monitoring and automated response . They use machine 

learning for anomaly detection and can isolate 

compromised endpoints. Despite their effectiveness, 

they are often expensive, closed‑source, and may require 

cloud infrastructure, which is not suitable for all 

organizations. 

3. Machine Learning in Cybersecurity 

Buczak and Guven  provide a comprehensive survey of 

data mining and machine learning methods for 

cybersecurity, including intrusion detection and malware 

classification. Yavanoglu and Aydos  review 

cybersecurity datasets and their use in ML models. In 

our system, we employ a heuristic threat‑scoring model 

that can later be replaced with a trained ML classifier. 

4. Dynamic Policy Engines and Policy‑as‑Code 

The concept of policy‑as‑code has gained traction in 

cloud security through tools like Open Policy Agent . 

SentinelAI adapts this idea to endpoint security by 

representing policies as JSON rules that are instantly 

pushed to agents via WebSocket, enabling real‑time 

enforcement. 

5. Forensics and Image Provenance 

Research in digital image forensics, such as the work by 

Chen and Davis  on metadata verification, and more 

recent studies on screenshot detection and AI‑generated 

image detection , emphasize the importance of 

multi‑faceted analysis. While our focus is on endpoint 

security, the forensics module in SentinelAI collects 

comprehensive system state data, aligning with these 

principles. 

IMPLEMENTATION STUDY 

EXISTING SYSTEM 

Traditional security frameworks like Active Directory 

rely on Group Policy Objects (GPOs) that are applied at 

fixed intervals (e.g., every 90 minutes). When a threat is 

detected, administrators must manually disable accounts 

or isolate machines, often taking minutes to hours. There 

is no built‑in anomaly detection or automated forensics. 

Moreover, policies are static and cannot adapt to 

real‑time conditions or user context. This reactive, 
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coarse‑grained approach leaves organizations vulnerable 

to fast‑moving attacks. 

Commercial EDR products offer real‑time monitoring 

but are typically closed‑source, expensive, and may 

require cloud connectivity. They often lack tight 

integration with identity management and policy 

definition. Additionally, many EDRs do not provide a 

transparent, explainable decision process, making them 

difficult to use in legal or compliance contexts. 

 

PROPOSED SYSTEM 

SentinelAI addresses these limitations with a three‑tier 

architecture comprising a central server, endpoint bots, 

and a web dashboard. The system operates as follows: 

1. Bot Registration and Monitoring:Each endpoint runs a 

Python agent that connects to the server via WebSocket. 

On first run, the bot generates a unique UUID and 

prompts for a username (the Windows user). The bot 

then continuously monitors processes, network 

connections, logon events, and file system changes. It 

sends alerts and session status to the server. 

2. Dynamic Policy Engine: Administrators define 

policies as JSON rules using a wizard or direct editing. 

Policies can target All, User, Group, Machine, or 

Organizational Unit. Rule types include: 

block_processes: list of executable names (e.g., 

notepad.exe). 

block_usb: boolean to disable USB storage. 

required_processes: list of required processes (e.g., 

MsMpEng.exe). 

network_rules: firewall rules (block/allow, direction, 

remote IP, protocol, port). 

ip_blacklist: list of IPs to block. 

folder_rules: folder RBAC via icacls (target, path, 

permission). 

   schedule: optional time window for activation. 

   When a policy is created or updated, the server 

broadcasts it to all connected bots via WebSocket, 

ensuring real‑time enforcement. 

3.Threat Scoring and Autonomous Lockdown:The bot 

calculates a threat score every 5 seconds based on: 

0.3 for each process whose name contains a suspicious 

keyword (e.g., “ransomware”). 

0.2 if any process uses >50% CPU. 

The score is capped at 1.0. If the score exceeds a 

threshold (default 0.6), the bot automatically enters 

lockdown. 

4. Lockdown and Forensics: During lockdown, the bot: 

Captures a forensic snapshot (processes, network 

connections, services, scheduled tasks, installed 

software, autoruns, event log errors). 

Isolates the network using Windows Firewall (allows 

only DNS, DHCP, and server communication). 

Kills all non‑critical processes. 

Displays a full‑screen overlay (Tkinter) and blocks 

keyboard/mouse input. 

Saves the forensics JSON locally and sends it to the 

server. 

5.Unlock:Administrators can unlock an endpoint from 

the dashboard, which sends a WebSocket command to 

restore firewall rules, close the overlay, and unblock 

input. 

6.Dashboard and Reporting:The web interface provides 

real‑time views of connected bots, policy management, 

audit logs, network traffic, and downloadable forensics. 

It supports role‑based access (admin, analyst, viewer), 

MFA, and LDAP import. 

7.Self‑Protection (Watchdog): A separate watchdog 

script runs as a scheduled task; if the main bot process is 

killed, the watchdog restarts it; if restart fails, it triggers 

lockdown. 

https://ijsrem.com/
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                                          Fig:1 

SentinelAI Workflow(Fig:1) 

(Placeholder: Flowchart from bot registration → 

monitoring → policy enforcement → lockdown → 

forensics → unlock) 

 

                                  Fig:2 

SentinelAI System Architecture(Fig:2) 

(Placeholder: Diagram showing server, bots, dashboard, 

and communication flows) 

 

SOFTWARES AND LIBRARIES DESCRIPTION 

The system is implemented in Python and uses a 

modular repository structure. The major technologies 

and libraries are: 

 

PROGRAMMING LANGUAGE 

Python 3.8+ is used for its flexibility, extensive 

ecosystem, and suitability for cybersecurity applications. 

 

CORE LIBRARIES AND TOOLS 

Component : Libraries/Tools  

Server : FastAPI, Uvicorn, SQLite, WebSockets, 

PyJWT, bcrypt, pyotp, ldap3 (optional) 

Bot : psutil, scapy, watchdog, winreg, ctypes, tkinter, 

websockets, uuid  

Dashboard : HTML, CSS, JavaScript (vanilla), 

QRCode.js  

Image Processing (Forensics) : Pillow, pillow-heif, 

OpenCV, ImageHash (for future extensions)  

Data Handling : Pandas, NumPy (for forensic data 

structuring)  

Reporting : ReportLab (for PDF report generation)  

Utilities : PyYAML (configuration), tqdm (progress 

bars), psutil (resource monitoring)  

 

KEY LIBRARIES EXPLAINED 

FastAPI – High‑performance web framework for 

building REST and WebSocket endpoints. 

WebSockets – Real‑time communication between server 

and bots. 

Psutil – Cross‑platform system monitoring (processes, 

network, CPU). 

scapy – Packet manipulation (for future network‑level 

IPS). 

watchdog – File system monitoring (Desktop, 

Documents, Downloads). 

tkinter – Overlay window for lockdown. 

pyotp – TOTP implementation for MFA. 

bcrypt – Password hashing. 

ldap3 – LDAP client for Active Directory import. 

https://ijsrem.com/
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cryptography – Used by PyJWT for token signing. 

 

CONCLUSION 

This paper presented SentinelAI, an AI‑driven 

autonomous security system designed to replace Active 

Directory for endpoint protection. The system integrates 

real‑time monitoring, dynamic policy enforcement, 

autonomous lockdown, and comprehensive forensics 

into a single open‑source platform. Experimental results 

show effective enforcement, low resource consumption, 

and rapid incident response. 

 

Future work includes: 

1. Machine Learning Threat Scoring: Replace the 

heuristic with a trained model (e.g., Random Forest) 

using the Microsoft Malware Prediction dataset to 

improve accuracy and reduce false positives. 

2. SIEM Integration: Forward logs to Splunk or ELK via 

syslog or REST. 

3. Email/Slack Notifications: Alert administrators on 

critical events. 

4. Bot Auto‑Update: Push new versions of the bot from 

the server. 

5. Mobile Client: Develop an Android/iOS app for basic 

monitoring and approval. 

6. Zero‑Trust Network Access: Integrate with 

software‑defined perimeter solutions to dynamically 

adjust network access based on endpoint posture. 

7. Containerisation: Package the server as a Docker 

container for easier deployment. 

8. Multi‑Platform Support: Extend the bot to Linux and 

macOS. 

SentinelAI provides a strong foundation for further 

research and practical deployment in enterprise 

environments. 
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