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ABSTRACT- The Advanced DNA Forensic System 

is an intelligent, machine-learning- based application 

designed to support modern forensic investigations by 

analysing DNA 

sequences digitally. Traditional forensic DNA analysis 

requires laboratory procedures, manual interpretation, 

and significant time, which limits rapid decision-

making during criminal investigations and victim 

identification. To overcome these challenges, this 

project integrates computational biology techniques 

with supervised machine learning to automate the 

classification and 

interpretation of DNA sequences. 

The system allows users to upload DNA text files, 

which are then processed, cleaned, and converted into 

machine-readable numerical features. A trained 

classification model analyses the input sequence and 

predicts the corresponding DNA type or class with 

high accuracy. Additionally, the system includes a 

blood group prediction module, enabling quick 

inference based on genetic markers provided by the 

user. The application is built using Python, Flask, 

NumPy, Pandas, and scikit-learn, with a user-friendly 

web interface developed in HTML, CSS, and 

JavaScript. 

This project demonstrates how machine learning can 

significantly accelerate forensic workflows by 

providing automated, fast, and computational analysis 

of DNA information. The proposed system can support 

investigative agencies, medical institutions, and 

research environments where rapid DNA-based 

decision-making is essential. 

Keywords: DNA Forensics, Machine Learning, DNA 

Classification, Blood Group Prediction, 

Computational Biology, Genetic Analysis, Forensic 

Science, Python, Flask, scikit-learn, Sequence 

Processing. 

1. INTRODUCTION 

The rapid advancement of biotechnology and digital 

intelligence has significantly transformed the domains 

of forensic science and criminal investigation. Among 

various forensic tools, DNA analysis has emerged as 

one of the most powerful and reliable methods for 

identifying individuals, establishing biological 

relationships, and linking suspects to crime scenes. Due 

to its uniqueness and high accuracy, DNA evidence 

plays a critical role in criminal investigations, disaster 

victim identification, missing person cases, and 

forensic research. 

The project titled “Advanced DNA Forensic System: 

Genetic Marker Identification using AI & ML” aims to 

enhance traditional DNA analysis workflows through 

automation, machine learning, and intelligent pattern 

recognition. Conventional DNA profiling involves 

extensive laboratory procedures such as DNA 

extraction, amplification, electrophoresis, and manual 

interpretation, which require significant time and 

expert supervision. These limitations often delay 

investigations and restrict rapid decision- making. 

With the rapid growth of genomic data, particularly 

due to next-generation sequencing and large forensic 

databases, manual DNA analysis has become 

increasingly complex and error-prone. Traditional 

methods struggle to 
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efficiently process massive datasets and identify subtle 

genetic variations such as single nucleotide 

polymorphisms (SNPs) and short tandem repeats 

(STRs). As a result, there is a growing need for 

computational and intelligent systems capable of 

analysing DNA sequences with higher speed, 

precision, and scalability. 

This project proposes an AI- and ML-based forensic 

system capable of analysing DNA sequences, 

identifying genetic markers, classifying samples, and 

assisting in suspect or victim identification. By 

integrating biological sequence analysis with 

computational intelligence, the system enables faster 

and more reliable forensic insights. 

The proposed approach reduces manual workload, 

improves accuracy, accelerates case resolution, and 

lays the foundation for next- generation automated 

forensic systems. 

1.1. AIM AND OBJECTIVES 

Aim 

The primary aim of this project is to design and develop 

an intelligent forensic DNA analysis system that 

utilizes artificial intelligence and machine learning 

techniques to automate genetic marker identification, 

DNA classification, and forensic sequence matching 

with high accuracy and efficiency. 

Objectives 

The specific objectives of the proposed system are as 

follows: 

i. To preprocess, clean, and analyse DNA sequences 

by removing noise, handling invalid characters, and 

converting biological data into machine-readable 

formats using encoding techniques such as K-mer, 

One-Hot Encoding, and DNA2Vec. 

ii. To identify genetic markers and important DNA 

patterns, including SNPs, STRs, and unique sequence 

variations that are essential for forensic identification. 

iii. To classify DNA samples using machine  learning  

and  artificial 

intelligence models, enabling prediction of suspect 

matches, victim identities, or mutation patterns. 

iv. To automate forensic DNA sequence matching by 

comparing unknown samples with stored database 

profiles and identifying the closest matches for 

investigation. 

v. To develop an efficient and scalable pipeline for 

DNA feature extraction and numerical representation 

suitable for machine learning algorithms. 

vi. To minimize human error and reduce investigation 

time by providing a consistent and automated forensic 

analysis workflow. 

vii. To generate meaningful visualizations such as 

sequence similarity graphs, k- mer distributions, and 

model performance metrics to assist forensic 

investigators. 

viii. To support real-world forensic applications 

including criminal investigations, victim identification, 

and DNA-based classification tasks. 

1.2. PROBLEM STATEMENT 

Despite the accuracy and reliability of DNA evidence, 

traditional forensic DNA analysis faces several 

challenges. The process is largely manual, time-

consuming, and dependent on laboratory infrastructure 

and expert interpretation, resulting in delays in 

criminal investigations. Modern sequencing 

technologies generate massive volumes of DNA data, 

making manual identification of genetic markers from 

thousands of sequences impractical. 

Detecting subtle genetic variations such as SNPs 

without computational assistance is difficult and 

increases the risk of misclassification. Additionally, 

human involvement in interpretation may lead to 

inconsistencies, misreading of markers, incorrect 

profile matching, and reduced accuracy. Most existing 

forensic tools focus only on analysis and lack 

intelligent prediction 
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capabilities such as automated pattern discovery and 

mutation prediction. 

Furthermore, scaling forensic systems to handle large 

national crime databases like CODIS remains a 

significant challenge. These limitations highlight the 

urgent need for an AI- based forensic system capable 

of efficiently analysing, classifying, and interpreting 

DNA sequences with high accuracy, scalability, and 

reliability. 

2. PROPOSED SOLUTION 

The proposed system presents an advanced, intelligent 

forensic platform that leverages artificial intelligence 

and machine learning to automate DNA analysis and 

interpretation. The solution is designed to overcome the 

limitations of conventional forensic workflows by 

enabling computational processing of biological data, 

thereby reducing manual intervention and improving 

analytical accuracy. The system supports forensic 

investigations, paternity analysis, medical diagnostics, 

and research- oriented DNA studies through a unified 

and scalable framework. 

The proposed platform processes DNA sequence data 

as its primary input and performs automated 

preprocessing to eliminate noise, invalid characters, 

and inconsistencies. The cleaned sequences are 

converted into numerical representations using 

bioinformatics feature extraction techniques such as k-

mer encoding, vector-based representations, and 

statistical sequence descriptors. These extracted 

features are supplied to trained machine learning 

models that perform DNA classification, genetic 

marker identification, and similarity-based matching. 

This automated analysis allows the system to 

efficiently compare unknown samples with reference 

profiles and generate reliable forensic predictions. 

In addition to sequence-based analysis, the system 

incorporates digital processing of gel electrophoresis 

images to eliminate the need for manual interpretation. 

Image processing algorithms are applied to detect lanes 

and DNA 

bands from electrophoresis images, enabling accurate 

extraction of band patterns. The digitized band 

information is correlated with sequence-level analysis 

to enhance the reliability of forensic interpretation. 

This integrated approach reduces dependency on 

laboratory expertise and minimizes the risk of human 

error during gel analysis. 

The proposed solution supports batch processing of 

DNA samples, allowing multiple inputs to be analysed 

simultaneously. This capability ensures scalability 

when handling large forensic databases or bulk sample 

investigations. The system maintains a structured 

database to store DNA profiles, analysis history, and 

results, enabling efficient retrieval and traceability of 

forensic records. Similarity scoring mechanisms 

further assist investigators in identifying the closest 

genetic matches within the database. 

To facilitate effective interpretation of results, the 

system provides an interactive analytical interface that 

visualizes DNA similarity, classification outcomes, 

and model performance metrics. Automated report 

generation produces structured forensic reports suitable 

for documentation and legal review. The platform is 

implemented using Python and Flask for backend 

processing, with bioinformatics support libraries and 

machine learning frameworks for analytical modeling. 

Image analysis is handled through computer vision 

techniques, while visualization and data management 

components ensure clarity and usability. 

Overall, the proposed solution delivers an end- to-end 

intelligent forensic DNA analysis system that integrates 

biological data processing, machine learning, and 

digital automation. By combining DNA sequence 

analysis with image- based interpretation and 

predictive modeling, the system enhances forensic 

accuracy, reduces processing time, and supports 

modern investigative requirements. This approach 

establishes a foundation for next-generation forensic 

systems capable of handling complex genetic data 

efficiently and reliably. 
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3. SYSTEM ARCHITECTURE 
 

• The proposed Advanced DNA Forensic System 

follows a layered and modular architecture that 

integrates DNA sequence analysis, machine learning, 

and secure data management to support forensic 

investigations. 

• The system interacts with two primary users: the 

Forensic Analyst and the Investigator. The forensic 

analyst uploads DNA forensic reports or DNA 

sequence data and validates individual identities, while 

the investigator reviews identity matching results and 

kinship analysis reports. 

• Public genetic datasets act as reference inputs for 

training machine learning models and validating DNA 

analysis results. These datasets provide known genetic 

profiles required for comparison and classification. 

• User-uploaded DNA data and public datasets are 

forwarded to the data preprocessing module, where 

raw DNA sequences are cleaned and normalized to 

remove noise, invalid characters, and inconsistencies. 

• The data preprocessing module ensures that all 

DNA sequences are standardized and suitable for 

computational analysis, improving the reliability of 

subsequent machine learning operations. 

• After preprocessing, the processed DNA data is 

passed to the AI/ML selection and pattern 

recognition 

module, which forms the analytical core of the system. 

• This module identifies important genetic markers 

such as Single Nucleotide Polymorphisms (SNPs) 

and Short Tandem Repeats (STRs) from DNA 

sequences. 

• Feature selection techniques are applied to extract 

meaningful genetic attributes, which are then provided 

to supervised machine learning algorithms such as 

Random Forest and Support Vector Machines 

(SVM) for classification and matching. 

• The machine learning models perform DNA 

classification, similarity scoring, and identity matching 

by comparing unknown DNA samples with stored 

reference profiles. 

• The inference results generated by the ML models 

are forwarded to the output module, which generates 

structured forensic reports and graphical visualizations. 

• The output includes identity match results, kinship 

analysis reports, and visualization components that 

assist investigators in interpreting forensic findings. 

• A secure database layer is integrated into the 

architecture to store DNA profiles, analysis history, 

inference results, and generated forensic reports. 

• The database ensures data persistence, controlled 

access, traceability, and compliance with forensic data 

security and privacy requirements. 

• Database administrators and secure administrators 

manage user permissions and maintain the integrity 

and confidentiality of stored forensic data. 

• The overall system workflow is organized into 

input, preprocessing, inference, and output phases, 

enabling efficient data flow and modular execution. 

• The architecture supports scalability, allowing the 

system to handle large 
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forensic datasets and multiple DNA samples 

simultaneously. 

• The modular design enables future enhancements 

such as integration of deep learning models, cloud-

based deployment, and multimodal biometric analysis. 

4. FLOWCHART 
 

 

• The flowchart represents the operational workflow 

of the proposed Advanced DNA Forensic System by 

illustrating the roles of different system components 

involved in forensic DNA analysis. 

• The process begins with the Data Acquisition Role, 

where DNA data is collected from forensic sources. 

This includes DNA samples obtained from crime 

scenes, laboratory-generated genetic data, or publicly 

available genomic datasets used for training and 

validation purposes. 

• The Feature Extraction Role is responsible for 

identifying relevant genetic markers from the collected 

DNA data. In this stage, important forensic  features  

such  as  single 

nucleotide polymorphisms (SNPs) and short tandem 

repeats (STRs) are extracted to support accurate DNA 

profiling. 

• The Data Processing Role handles the preparation 

of DNA data for computational analysis. This role 

involves cleaning raw DNA sequences, normalizing 

genetic data, and converting biological sequences into 

machine-readable numerical formats suitable for 

machine learning models. 

• The Model Development Role focuses on training 

machine learning algorithms using the processed DNA 

features. In this stage, supervised learning models are 

developed to recognize genetic patterns and establish 

relationships between DNA sequences and identity 

labels. 

• The Model Evaluation Role validates the 

performance of the trained machine learning models. 

The system tests the models using evaluation metrics 

such as accuracy, precision, recall, and F1- score to 

ensure reliability and consistency in forensic 

predictions. 

• The Result Interpretation Role is responsible for 

analyzing model predictions and interpreting the 

results in a forensic context. This role matches DNA 

samples to individuals or reference profiles and 

determines the level of similarity or confidence in 

identification. 

• The Output Generation Role produces the final 

forensic results. This includes generating identified 

individual details and analytical outputs that support 

investigative decision-making. 

• Overall, the role-based workflow ensures a clear 

division of responsibilities within the system, enabling 

efficient processing, accurate analysis, and structured 

forensic reporting. 
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5. IMPLEMENTATION 

The implementation of the Advanced DNA Forensic 

System is carried out in multiple structured stages to 

ensure accurate DNA analysis, efficient machine 

learning processing, and reliable forensic decision 

support. 

5.1 System Development Environment 

The proposed system is developed using Python as the 

primary programming language due to its extensive 

support for machine learning and bioinformatics 

applications. The backend of the application is 

implemented using the Flask framework, which 

provides a lightweight and flexible architecture for 

web- based deployment. The frontend interface is 

designed using HTML, CSS, and JavaScript, 

enabling user-friendly interaction and responsive 

visualization. 

Machine learning functionalities are implemented 

using Scikit-learn and XGBoost, which are employed 

for DNA sequence classification, prediction, and 

similarity analysis. Biopython is utilized as the core 

bioinformatics library for handling DNA sequences, 

feature extraction, and genetic marker identification. 

For gel electrophoresis image analysis, OpenCV is 

used to detect lanes and bands efficiently. 

Data visualization is supported through Matplotlib 

and Plotly, allowing graphical representation of 

analytical results and similarity metrics. The system 

uses SQLite as the backend database to store analysis 

history, user inputs, and generated reports. 

Development and experimentation are carried out 

using Jupyter Notebook, while Visual Studio Code 

(VS Code) is used as the primary development 

environment for coding and debugging. 

5.2 DNA Data Input and Collection 

• Users upload DNA sequence files in text-based 

formats (TXT / FASTA). 

• DNA data can be: 

o Real forensic samples 

o Public genetic datasets 

o Simulated DNA sequences for testing 

• Gel electrophoresis images are also accepted as 

image inputs for band analysis. 

• Uploaded data is validated before further 

processing. 

5.3 DNA Data Preprocessing 

• Removal of invalid characters and ambiguous 

nucleotide bases. 

• Standardization of DNA sequences to ensure 

uniform length and format. 

• Noise reduction and normalization of genetic data. 

• Conversion of raw DNA sequences into machine-

readable formats. 

• Preparation of clean datasets for feature extraction. 

5.4 Feature Extraction and Genetic Marker 

Identification 

• Extraction of biologically significant features such 

as: 

o Single Nucleotide Polymorphisms (SNPs) 

o Short Tandem Repeats (STRs) 

• Encoding techniques applied: 

o K-mer frequency encoding 

o One-hot encoding 

o Vector-based DNA representation 

• Identification of unique genetic patterns for 

classification and matching. 

5.5 Machine Learning Model Development 

• Selection of supervised ML algorithms based on 

dataset characteristics. 
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• Models implemented: 

o Random Forest 

o Support Vector Machine (SVM) 

o XGBoost classifier 

• Training performed using labeled DNA samples. 

• Models learn genetic variations and class-specific 

DNA patterns. 

5.6 Model Training and Evaluation 

• Dataset split into: 

o Training set 

o Testing set 

• Performance evaluation using: 

o Accuracy 

o Precision 

o Recall 

o F1-score 

• Model optimization performed to 

reduce misclassification. 

• Best-performing model selected for deployment. 

5.7 Gel Electrophoresis Image Processing 

• Image preprocessing using OpenCV: 

o Grayscale conversion 

o Noise filtering 

o Edge detection 

• Automatic detection of: 

o Lanes 

o DNA bands 

• Conversion of band patterns into digital features. 

• Correlation of image results with DNA sequence 

analysis. 

5.8 Web Application Implementation 

• Flask framework manages: 

o User authentication 

o File uploads 

o DNA analysis requests 

o Result visualization 

• Frontend provides: 

o User-friendly interface 

o Interactive dashboards 

o Visual DNA analysis outputs 

• RESTful APIs enable external integration. 

5.9 Result Generation and Visualization 

• DNA classification results displayed with: 

o Similarity scores 

o Matching confidence levels 

• Graphical visualizations include: 

o K-mer distributions 

o Model performance graphs 

o DNA similarity charts 

• Automated forensic reports generated in PDF 

format. 

5.10 Database Storage and History 

Management 

• Secure storage of: 

o DNA samples 

o Analysis results 

o User activity history 

• Enables: 

o Case tracking 

o Re-analysis of previous samples 

https://ijsrem.com/
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o Audit and verification support 

5.11 System Output 

• Identified individuals or DNA classes. 

• Forensic match reports for investigators. 

• Visual analytics for decision support. 

• Accessible outputs through voice synthesis. 

6. RESULTS 

 

This section presents the results obtained from the 

implementation of the Advanced DNA Forensic 

Analysis System. The results demonstrate the 

effectiveness of the proposed 
 

AI and ML-based framework in analyzing DNA 

sequences, classifying samples, and predicting 

biological characteristics. 

 

6.1 User Interface for DNA Analysis 

The system provides an interactive web- based 

interface for forensic investigators. Users can: 

• Enter investigator details 

• Enter sample identifiers 

• Input DNA sequences manually 

Upload DNA files in .txt, .fasta, or .fa formats 

• Multiple analysis modules are available: 

• DNA Analysis 

• Comparison 

• Gel Analysis 

• Batch Processing 

• Multi-Modal Analysis 

• Dashboard 

The interface ensures ease of use for non- technical 

forensic personnel. 

6.2 DNA File Upload and Processing 

• DNA samples are uploaded directly through the 

web application. 

• Large DNA sequences (up to 10,000 base pairs) 

are successfully accepted. 

• Uploaded files are validated before analysis. 

• The system supports synthetic and ssssreal 

DNA datasets. 

• File upload confirmation ensures 

correct sample selection. 

6.3 DNA Classification Results 

After preprocessing and feature extraction, the trained 

ML model classifies the DNA sample. The system 

successfully identifies: 

• DNA type 

• Chromosome association 

• Reliability status Sample output observed: 

• Prediction: Human DNA – 

Chromosome 7 

• Confidence: 72.05% 

• Status: Reliable 

This confirms the system’s ability to perform 

automated DNA classification. 
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6.4 DNA Comparison and Mutation Detection 

Results 

• This module performs a detailed comparison 

between two DNA samples provided by the 

investigator. 

• DNA sequences can be entered manually or 

uploaded using supported file formats. 

• The system analyzes both samples using multiple 

computational similarity techniques to ensure accuracy. 

• The following similarity metrics are generated: 

o Combined Similarity Percentage 

o Cosine Similarity 

o Sequence Similarity 

o Levenshtein Distance Similarity 

• A visual similarity bar is displayed to represent the 

degree of genetic matching in an intuitive manner. 

• Based on the calculated metrics, the system 

automatically determines the match quality. 

• Mutation detection is carried out to identify: 

o Substitutions 

o Insertions 

o Deletions within the analyzed DNA region. 

• The mutation analysis section provides: 

o Total number of detected mutations 

o A brief textual explanation of the mutation status. 

 

6.5 Gel Electrophoresis Analysis Results 

• This module performs automated analysis of gel 

electrophoresis images to extract meaningful forensic 

information. 

• The uploaded gel image is processed using image 

analysis techniques to detect: 

o Number of lanes 

o Band positions 

o Band count per lane 

• The system automatically identifies and labels each 

lane present in the gel image. 

 

• A summary of the analysis is displayed, including: 

o Total lanes detected 

o Total number of DNA bands identified 

• For each detected lane, the following parameters 

are computed: 

o Lane width (in pixels) 

o Number of bands detected 

o Precise band positions within the lane 

Observed Results: 

• The system successfully detected 12 lanes in the 

gel electrophoresis image. 

• A total of 197 DNA bands were identified across 

all lanes. 

• Each lane exhibits multiple distinct bands, 

indicating the presence of multiple DNA fragments. 

• The band position data provides precise numerical 

values, enabling accurate comparison between lanes. 

Analysis Interpretation: 

• The presence of a high number of bands suggests 

good DNA quality and effective separation during 

electrophoresis. 

• Variations in band counts across lanes indicate 

differences in DNA fragment sizes or sample 

composition. 

• The automated detection minimizes human error 

and improves result reproducibility. 
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Conclusion from Gel Analysis: 

• The gel electrophoresis analysis confirms 

successful DNA fragment separation. 

• The results are suitable for: 

o Forensic DNA profiling 

o Lane-to-lane comparison 

o Molecular weight estimation when reference 

ladders are available 

• This module enhances the system’s capability by 

combining visual DNA analysis with computational 

accuracy. 

 
 

 

7. CONCLUSION 

7.1 Conclusion 

• The Advanced DNA Forensic Analysis System 

presents a comprehensive AI-driven framework for 

modern forensic investigations. 

• The system successfully integrates computational 

biology, machine learning, and web technologies 

into a unified forensic platform. 

• Automated DNA preprocessing reduces errors 

caused by manual handling and subjective 

interpretation. 

• Feature extraction techniques efficiently convert 

biological sequences into machine-readable numerical 

formats. 

• Machine learning models demonstrate reliable 

performance in classifying DNA samples. 

• Confidence-based predictions enhance forensic 

decision-making. 

• The system supports large-scale DNA data, making 

it suitable for real-world forensic environments. 

• Web-based deployment improves accessibility for 

investigators and research professionals. 

• User-friendly design allows non- technical users to 

perform complex DNA analysis. 

• Experimental results confirm the feasibility of AI-

based forensic DNA classification. 

• The system reduces analysis time compared to 

traditional laboratory workflows. 

• Automated outputs simplify forensic reporting and 

documentation processes. 

• Integration of blood group prediction extends 

applicability to medical and disaster victim 

identification. 

• Modular system architecture allows easy 

maintenance and upgrades. 

• The platform supports batch processing for handling 

multiple DNA samples efficiently. 

• Visual outputs improve interpretability of forensic 

results. 

• Database-backed storage ensures traceability and 

historical analysis. 

• The proposed system lays a strong foundation for 

next-generation forensic automation. 

• Overall, the system enhances accuracy, efficiency, 

and reliability in DNA forensic investigations. 
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7.2 Future Enhancement 

• Integration of deep learning architectures such as 

CNNs and transformers for advanced sequence 

learning. 

• Support for whole genome sequencing (WGS) to 

improve genetic resolution. 

• Inclusion of Next Generation Sequencing (NGS) 

pipelines for high- throughput analysis. 

• Real-time DNA matching with national and 

international forensic databases. 

• Expansion of genetic marker analysis to include 

additional STR and SNP loci. 

• Enhancement of gel electrophoresis analysis using 

AI-based band segmentation. 

• Development of multi-modal forensic analysis, 

combining DNA, facial recognition, and biometrics. 

• Cloud-based deployment for scalability and high 

availability. 

• Blockchain integration to ensure secure and tamper-

proof DNA data storage. 

• Implementation of anomaly and mutation detection 

for rare genetic variants. 

• Improvement of blood group and phenotype 

prediction accuracy. 

• Voice-assisted forensic analysis for accessibility 

and hands-free operation. 

• Multi-language support for global forensic 

adoption. 

• Integration with legal and law enforcement systems 

via secure APIs. 

• Continuous model improvement using federated 

learning techniques. 

• Deployment of explainable AI (XAI) for 

transparency in forensic decisions. 

• Validation using certified forensic datasets and real-

world case studies. 

• Extension of the system to medical diagnostics, 

wildlife conservation, and academic research. 

• Development of mobile applications for field-level 

forensic analysis. 

• Future compliance with international forensic 

standards and regulations. 
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