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Abstract—Smart home security cameras are becoming 

more common, but their usefulness can be diminished 

by notification fatigue from too many alerts about 

minor incidents. This paper examines the gaps of 

existing event detection and notification systems in 

security cameras and then recommends using  

Generative AI and Large Language Models (LLMs) to 

add  intelligence which would improve user 

experience. Generative AI can be leveraged to classify 

events more accurately and assist with anomaly 

detection. LLMs can further be used to create 

notifications that are tailored to the context and 

personalized to users behavior, helping to reduce 

notification fatigue and provide meaningful user 

alerts. The paper also looks into wider applications of 

these technologies to add intelligence and improve 

other related experiences like automated video 

summarization, proactive security measures, and 

improved privacy controls. The integration of 

Generative AI and LLMs with smart home security 

camera systems advances the smart cameras 

capabilities and offers enhanced security, personalized 

user experiences. 
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I.  INTRODUCTION  

Smart home security cameras are becoming increasingly 

popular, providing homeowners with a feeling of safety 

and control over their environment. As these systems 

evolve and become more adept at identifying a broader 

array of events, they encounter fresh challenges. A 

significant challenge is notification fatigue, where users 

receive an overwhelming number of alerts, often for 

minor events. This can lead to desensitization and the risk 

of missing important notifications. This paper examines 

the shortcomings of existing smart home security camera 

systems and suggests a new method to improve their 

effectiveness and user experience by incorporating 

Generative AI and Large Language Models (LLMs) [3]. 

This paper investigates the critical role of event detection 

and notification, underscoring the importance of more 

context-sensitive and intelligent systems. It also  

recommend the implementation of Generative AI to 

improve the detection of events and anomalies, surpassing 

the limitations of simple object recognition to identify 

environmental irregularities, suspicious behaviors, and 

uncommon activities. Moreover, we advocate for the use 

of LLMs to generate notifications that are contextually 

aware, considering factors such as the user's current 

presence, their notification history, the time of day, and 

previous video insights. It examines the potential of 

LLMs to enhance various aspects of security camera 

systems, including automated video summarization, 

proactive security measures, customized security profiles, 

and enhanced privacy controls. The future of smart home 

security cameras is one in which they provide a more 

personalized and accessible experience for users, in 
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addition to enhancing safety, through the integration of 

these state-of-the-art technologies. 

II. THE CRITICAL ROLE OF EVENT DETECTION AND 

NOTIFICATION IN SMART HOME SECURITY CAMERAS 

Users rely on smart home security cameras typically for 

peace of mind and have the option to be aware of what is 

happening in and around certain areas of interest. With 

this in mind it is important that the security cameras 

provide timely and accurate information regarding 

activities that the camera can track and users are 

interested in. One of the primary use-cases is that 

cameras detect promptly and categorize it accurately and 

depending on user notification preferences notify the 

users quickly. This is relevant to sound events as well as 

visual events. Users can then use these notifications to 

determine how to respond either ignore it ot do a live-

view or have a 2-way communications or just review the 

video history at a later time.  

Event Detection and its Importance  

Here are a few instances of events that these systems 

typically identify:  

Motion Detection: Detecting movement within the 

camera's field of view, which suggests the presence of a 

person, animal, or vehicle.  

Person Detection: Distinguishing human presence from 

other types of motion, such as animals or swaying trees 

or moving shadows.  

Sound Detection: Identifying particular sounds, such as 

the cries of a baby, smoke alarms, or glass shattering.  

Facial Recognition: Identifying known individuals, 

such as family members or frequent visitors.  

Package Detection: Identifying packages left at the 

doorstep.  

Vehicle Detection: Detecting vehicles entering or 

leaving the driveway.  

The accuracy and timeliness of these detections are 

crucial for several reasons:  

Reducing False Alarms: Accurate event detection 

minimizes false alarms, preventing unnecessary user 

anxiety and notification fatigue.  

Enabling Timely Response: Timely detection allows 

users to get notified about events and thereby allowing 

them to respond quickly to critical events, such as a 

potential intruder or a fire alarm.  

Notification Preferences and User Actions  

Smart home security camera systems typically offer 

users granular control over their notification preferences. 

Users can customize:  

Event Types: Choose which types of events trigger 

notifications (e.g., only person detection, or all events).  

Notification Frequency: Set limits on how often they 

receive notifications for specific events (e.g., only the 

first motion event in a 5-minute period).  

Delivery Methods: Choose how they receive 

notifications (e.g., push notifications to their phone, 

email alerts).  

Time-Based Preferences: Configure quiet hours or 

specific time periods when they don't want to receive 

notifications.  

Based on these notifications, users can take various 

actions:  

Live View: Access the camera's live feed to see what's 

happening in real-time.  

Two-Way Communication: Use the camera's speaker 

and microphone to communicate with people detected 

by the camera.  

Video History Review: Review recorded video footage 

to understand the sequence of events or identify specific 

occurrences.  

III. CHALLENGE OF NOTIFICATION FATIGUE IN SMART 

HOME SECURITY CAMERAS 

Users that get too many notifications—often for events 

that are minor or non-actionable—may be susceptible to 

notification fatigue. This could cause users to lose 

sensitivity to alerts, which would cause them to ignore 

important warnings demanding their attention.  

Limitations of Current Event Detection  

Notification fatigue [8] is much influenced by the limited 

situational awareness provided by modern security 

camera systems. Cameras can identify some sounds, 

people, or movement; they usually lack the required 

background to understand the significance of these events 

though. If a camera is positioned to record a busy street, 

the user could be flooded with pointless alarms and suffer 

a downpour of motion alerts as vehicles and people pass 

by. 

The lack of intelligent elements results in a "blind 

notification" method whereby the camera sends every 

found event to the user without regard for its background 

http://www.ijsrem.com/


          INTERNATIONAL JOURNAL OF SCIENTIFIC RESEARCH IN ENGINEERING AND MANAGEMENT (IJSREM) 

            VOLUME: 08 ISSUE: 09 | SEPT - 2024                                   SJIF RATING: 8.448                                       ISSN: 2582-3930                                                                                                                                               

 

© 2024, IJSREM      | www.ijsrem.com                                 DOI: 10.55041/IJSREM37369                                     |        Page 3 

or possible relevance. This issue arises in settings high in 

activity where users are constantly bombarded with alerts.  

Impact on User Experience  

Notification fatigue can significantly impact the user 

experience and the effectiveness of the security system 

[10]:  

Desensitization and Missed Alerts: Users can get used 

to the noise where the flow of notifications is too much 

that they might begin to overlook them completely, which 

could lead to missing important alerts which they can act 

upon..  

Increased Anxiety and Frustration: Excessive 

notifications can create anxiety and frustration for users, 

leading to a negative perception of the security system.  

Reduced System Effectiveness: A security camera 

mainly serves to give quick notifications about significant 

happenings. When notification fatigue sets in, it defeats 

the goal, making the system less effective at improving 

home security.  

Challenges in Video History Review  

Finding a specific incident in hours of video can take time 

and effort. Users don't have full context of the video in the 

history because video history does not have any 

intelligent metadata  and so they need to go through the 

video to understand if the segment of the video history is 

relevant to what they are searching or not. 

The Need for Intelligent Notification Management  

In order to address the above-mentioned challenges, 

intelligence needs to be added in smart home security 

cameras which is beyond basic just event detection and 

transition to more personalized notification management.  

This includes:  

Contextual Awareness: To evaluate the relevance and 

importance of every occurrence, cameras have to be able 

to understand the background of events, considering 

aspects including location, time of day, and historical 

trends.  

Intelligent Filtering: In order to minimize distractions 

from unimportant warnings and to emphasize the 

important events that actually require the user's attention, 

notifications should be carefully screened.  

Event Summarization: Systems should provide quick 

summaries of important occurrences, stressing perhaps 

interesting incidents, instead than bombarding consumers 

with a long list of separate events. 

Incorporating these intelligent elements helps smart home 

security camera systems to reduce notification fatigue, 

enhance user experience, and raise the general efficiency 

of the system in offering home security. 

IV. ENHANCING EVENT DETECTION AND ANOMALY 

DETECTION WITH GENERATIVE AI AND LLMS 

As mentioned in Section 3, many smart home security 

camera systems today experience notification fatigue 

because they have a narrow understanding of situations 

and depend on simple event detection [13]. To tackle this 

challenge, we suggest utilizing the capabilities of 

Generative AI and Large Language Models (LLMs) to 

develop a smarter and more context-sensitive notification 

system.  

Richer Event and Anomaly Detection with Generative 

AI  

Generative AI has the potential to develop more advanced 

event detection models that surpass basic object 

recognition. Through extensive training on large 

collections of video footage and sensor data, these models 

are capable of recognizing intricate events and patterns, 

including:  

Unusual Activity: By training the model to accurately 

infer unusual activities in general and in addition feeding 

camera-specific field of view video frames with 

additional metadata like time of day or day of the week 

the models can more accurately predict what is unusual 

activity for a specific camera. 

Suspicious Behavior: Recognizing different human 

behaviors can be a critical addition where cameras could 

detect if a human is trying to steal a package versus a 

package is being delivered. 

Environmental Anomalies: Identifying unexpected 

changes in the environment, like a quick increase in 

temperature or the occurrence of a water leak.  

Enhanced event detections can offer users more valuable 

insights, minimizing false alarms and boosting the 

system's overall accuracy.   

Context-Aware Notifications with LLMs  

Notifications can be made more intelligent by adding 

context to the video frames captured by the camera along 

with the basic event detection by including details like:  

Time of Day: It's important to take into account the time 

of day at which the camera detected an event. For 

example: in certain areas and for some users it's critical 
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to get alerted for events at night versus events that occur 

during the day  

Past Video Inferences: Reviewing previous video 

recordings to gain insights into usual activity trends and 

spot any anomalies. This might include noticing strange 

times for specific occurrences, such as a car pulling into 

the driveway at an unusual hour.  

User Notification History: Understanding the user's 

previous interactions with notifications, including the 

kinds of events they usually ignore or respond to. This 

typically should not be considered in silo, it would be 

more meaningful to consider it in combination with 

other signals like time of day, day of week etc. Example, 

if someone keeps overlooking notifications for package 

deliveries, the system might adapt by focusing on 

different kinds of alerts instead.  

User Presence: Figuring out if the user is home or not is 

important, as events that occur while they're away may 

need quicker responses. Integrating with other smart 

home devices or location services on the user's phone 

can help achieve this.  

Day of the Week: It's important to understand that some 

events may occur more frequently on certain days of the 

week. For instance, a rise in activity on a weekend could 

be seen as typical, whereas a similar level of activity on 

a weekday might be viewed as out of the ordinary for 

some users.  

LLM’s can create notifications that are more tailored and 

informative, helping to lessen notification fatigue and 

making sure users are informed about the most important 

events. If the LLM notices that a user often overlooks 

motion notifications throughout the day, it can hold back 

those alerts and only inform the user about more 

important occurrences, like person detection or unusual 

activity.  

Training the LLM for High Confidence  

To train the LLM effectively, it's important to provide it 

with a diverse and comprehensive dataset that captures 

the various situations and contexts encountered by smart 

home security cameras [26]. This dataset should include:  

Labeled Video Footage: A collection of video clips 

accompanied by thorough notes on important events and 

contextual information, such as the time of day, the 

presence of users, and their actions at that moment.  

Sensor Data: Information gathered from different smart 

home sensors, including motion detectors, door and 

window sensors, and environmental monitors, to offer 

more context for events.  

User Interaction Logs: Providing models patterns to 

user behavior that captures how users interact with 

security cameras or which notifications they interact 

more with, what parameters come into play where users 

go into live view etc.  

By training the LLM on this diverse and meaningful 

dataset, we can harness the model's intelligence to 

effectively recognize events, understand the context, and 

then use the information to deliver personalized 

notifications. 

Reinforcement Learning from Human Feedback  

It is important to account for and use user feedback into 

the training process of the LLM and can enhance the 

system's intelligence through Reinforcement Learning 

from Human Feedback (RLHF) [28].. This includes:  

Collecting User Feedback: Users are in a position to best 

provide feedback on what event detections they find more 

helpful than others. LLMs can be tuned initially with 

intelligence but should use user feedback to train the 

model to be more personalized. In addition, it is important 

to use user feedback to more accurately categorize events 

initially suggested by LLMs. This feedback loop can 

reduce the time from user identifying inaccuracies and 

then LLMs correcting them as compared to the option 

today where humans take user-feedback, study them 

extensively and then need to add additional code and 

safeguards to update the event detection which has 

significant time-impact 

Training the LLM: We can take the feedback we've 

gathered to refine the LLM, encouraging the model to 

provide intelligence to send useful notifications while 

steering away from those that create alerts [29] that may 

not be helpful. 

Integrating Generative AI and LLMs with RLHF allows 

smart home security camera systems to reach a 

meaningful level of intelligence and personalization. It 

also minimizes notifications to the most helpful ones 

which improves the overall experience for users, and 

ultimately offers better home security. 
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V. FURTHER OPTIMIZATIONS WITH GENERATIVE AI 

AND LLMS 

Apart from raising event detection and alerts, Generative 

AI and LLMs may also help to improve several aspects 

of smart home security camera systems. This section 

investigates several fascinating opportunities for next 

studies and progress.  

Proactive Security Actions  

When LLMs are linked to different smart home systems 

and devices, they can take proactive security steps in 

response to events they see and the information they 

need. To give an example, if the system finds someone 

trying to break in while the user is not home, it might:  

- Trigger the alarm system. 

 Could you please turn on all the lights in the house? 

- Inform the authorities. 

- Transmit a live video stream directly to the user's mobile 

device. 

This proactive strategy can greatly improve home security 

by discouraging potential intruders and reducing the 

effects of security breaches.  

Personalized Security Profiles  

Large language models can assist in creating customized 

security profiles for each user, considering their own 

needs and preferences. By analyzing user behavior, prior 

interactions with the system, and provided feedback, the 

LLM can customize security settings and notifications to 

address each user's specific requirements. For example, 

LLMs can take into account the location from where a 

user is accessing notifications from and if the user is 

accessing from a location that beyond a certain threshold 

then moe notifications can be sent. This behavior could be 

linked in tandem with user input on whether users would 

like more notifications as the user maybe travelling. 

Enhanced Privacy Controls  

Using generative AI and large language models can help 

create advanced privacy controls for security cameras. 

For example, the system might be designed to 

automatically blur faces or license plates of people shown 

in the video footage, ensuring their privacy is 

safeguarded. This might be especially beneficial in 

communal areas or places with a lot of foot traffic. 

 

 

 

VI. CONCLUSION 

This paper outlines the current limitations of smart home 

security cameras and then suggests the possibilities to 

improve those limitations by incorporating Generative AI 

and LLMs. We looked into the important aspects of event 

detection and notification, pointing out the shortcomings 

of existing systems and the issue of notification fatigue. 

To tackle these challenges, we suggested using 

Generative AI for enhanced event and anomaly detection, 

along with LLMs to create context-aware and 

personalized notifications. We talked about how crucial it 

is to train the LLM on a well-rounded dataset and to 

include user feedback through RLHF to keep enhancing 

its performance over time. Additionally, it explored how 

Generative AI and LLMs can be applied to improve 

various elements of security camera systems, such as 

proactive security measures, tailored security profiles, 

and better privacy controls. By integrating these 

advancements in AI and NLP, smart home security 

camera systems can become more user-friendly, 

adaptable, and easy to navigate. This not only enhances 

home security but also enriches the overall user 

experience, fostering trust in these technologies and 

offering users greater peace of mind.  
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