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Abstract

This paper provides details on smart card authentication software. The software uses the smart card, smart
card reader/writer device, NFC (Near Field Communication), data card printer, and web application. The
data collected from the user through the web application will be stored in the smart card in encrypted format
using a smart card writer during registration and also basic details of the user will be printed on the smart
card using the data card printer. When the user produces the card for authentication the smart card reader,
reads and decrypts the details stored in the smart card.
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Introduction

The verification of the identity of the user by the system is known as authentication [2]. The user should be
fully authenticated, before authorization. Authentication tells whether the user can be allowed to enter into a
particular system or not. Authorization tells once the user has entered into the system what parts of the system
the user can access. The authorization will be based on roles associated with the user. The simplest way to
authenticate the user is based on the user id and password mechanism. As password-based user authentication
is prone to brute force attack [3], many user authentication mechanisms are implemented one such
authentication mechanism is based on smart cards.

NFC [4] (Near Field Communication), is a type of technology that is based on radio frequency. NFC allows
the exchange of information over a small distance (4 to 10 cm) among many electronic devices such as
computers, tags, mobiles, etc. Advanced Card Systems Ltd. has designed ACR122U NFC Reader.
ACR122U is a contactless smart card reader/writer which can be linked to a personal computer.

ACR122U [1] smart card reader is used to read and write data into the smart card. A smart card has a
microchip that can store user information, 1K card has 16 sectors, and each of the 16 sectors consists of 4
consecutive blocks, i.e. sector 0x00h has blocks numbered 0x00h, 0x01h, 0x02h, and 0x03h, sector 0OXOAh
has blocks numbered 0x28h, 0x29h, 0x2Ah, and 0x2Bh, etc. Each block can store 16 bytes of data. There
are 48 blocks that can store data. There are 16 blocks that act as Trailer blocks. Data is stored only in Data
blocks. Before reading or writing data into a smart card the data blocks need to be authenticated. The APDU
(Application Protocol Data Unit) used for authentication is given in equation 1.

APDU = {FF 88 00 04 60 00h} ........... Equation 1

APDU given in equation 1 authenticates the 4" block. If one block in a sector is authenticated, then there is
no need to authenticate the other 3 blocks in that sector, and 88 indicates authenticate instruction.

APDU for reading data from a smart card is given in equation 2.
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APDU = {FF B0 00 04 10h} ............ Equation 2

APDU given in equation 2 reads data from the 4" block, BO is the read instruction, and 10h in equation 2
indicates the number of bytes of data to be read.

APDU for updating or writing data into the smart card is given in equation 3.
APDU = {FF D6 00 04 10 00 01 02 03 04 05 06 07 08 09 OA 0B OC 0D OE OF} .. Equation 3

APDU given in equation 3 updates or writes data to the 4™ block, D6 is the write instruction, and {00 01 ..
OFh} is the data to write into the smart card 4" block.

The authentication application collects the user information from the user through a web application,
collected data is stored in the database. During the time of the smart card issue, the data from the database
is fetched for the corresponding user, and using authentication and write, APDU’s the data will be written
into the smart card. When the user produces the smart card for authentication, read APDU is used to read
data from the smart card.

Literature Review

Data stored in the smart card can be read by any application if it is not encrypted. Encryption is the process
of disguising the data into the cipher text so that unauthorized users will not be able to understand the cipher
text. Decryption is the process of converting cipher text to original text. Encryption and decryption are part
of cryptography, there are two types of cryptography symmetric-key cryptography and asymmetric-key
cryptography. Symmetric key cryptography uses a single key for encryption and decryption. Asymmetric
key cryptography uses a different key for encryption and decryption, but the keys are related to each other.
Caesar cipher is one of the oldest ciphers, In Caesar cipher encryption [5], every letter is replaced by a letter
that comes after the ‘k’ letters, in Caesar cipher decryption, every letter in the cipher text is replaced by a
letter that comes ‘k’ letter before the cipher text letter. DES (Data Encryption Standard) [6], AES (Advanced
Encryption Standard) [7], Blowfish [8], and RC4 [9] are a few examples of symmetric encryption algorithms.

RSA [10] is an asymmetric key cryptographic algorithm, which is based on prime factorization, it follows a
one-way function or trap-door function [11]. In RSA given two large prime numbers, it is very easy to obtain
a product of given numbers. But it is very difficult to get back the prime numbers given the product.

ECC [11] Elliptic Curve Cryptography is an asymmetric key algorithm. It follows a one-way function or trap
door function [12]. For prime curve, over Zya cubic equation is used in which the variables and co-efficient
all take on values in the set of integers 0 through p-1, and calculations are done using modulo p.

y?(mod p) = (x® + ax + b)mod p .... Equation 4

Consider the equation Q = kP where Q,P € Ep(a,b) and k < P. It is relatively easy to calculate Q given
k and P, but it is hard to determine k given Q and P. This is called a discrete logarithm problem for elliptic
curves. To prevent a brute force attack RSA algorithm requires a key of large size but the elliptic curve
cryptography needs a key of smaller size.
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Fig 1. System Architecture

Fig 1. shows the architecture of the system. It follows client-server architecture; clients request data from the
server through the HTTP/HTTPS protocol. The server prepares a response depending on the request by
fetching data from a database or file system. The server sends a prepared response to the respective client. A
standalone application is designed to interface the smartcard reader/ writer and data card printer.

During the time of member registration, the basic details of the member are stored in the database. While
writing data into a smart card, the standalone application fetches the required data from the database and
writes it into the data blocks of the smartcard. The size of the data that can be stored in the smart card is
limited, hence instead of storing the data in key-value pair, the values are separated by a delimiter . In order
to provide more security, the value is encrypted using RSA public key algorithm and the encrypted values
are written to blocks of data card.

In the print module, the basic details of the user are fetched from the database, and the user photo from the
file system of the server, details will be printed on the smart card using the data-card printer.

During the time of authentication, the smart card will be read by the standalone program. The data is
decrypted using RSA public key algorithm. The decrypted data is tokenized using a delimiter. The data
obtained after tokenization will be displayed, and the user will be authenticated.
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Fig 2. Member Registration form

Fig 2, shows the member registration form which collects the basic details of the member, address, and
photo using a web camera.
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Fig 3. Smart card operations

Fig 3, shows the screen which has buttons for reading, writing and printing a smart card.
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Fig 4. Data fetch

Fig 4, shows the screen which fetches details of member X0001 from the database to write into the smart
card.
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Fig 5. Write data to smart card

Fig 5, shows the screen which writes data to smart card and shows confirmation message.
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Fig 6. Read data to smart card

Fig 6, shows the screen that contains data read automatically from smart card when the card is in the range
of smart card reader device.

Conclusion and future enhancements

Users will be authenticated based on the smart card. During the time of user registration, the basic details of
the user will be collected and stored in the database. The smart card writer a standalone application queries
the database and writes required data into the data blocks of the smart card. When the user produces a smart
card for authentication, the smart card reader a standalone application will read the data from the smart card
and display it to the user. The application will be effective if biometric authentication is combined with smart
card authentication, which is the future scope of this work.
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