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Abstract—The artificial intelligence landscape is undergoing a
foundational paradigm shift: transitioning from solitary, single-
prompt Large Language Models (LLMs) to stateful, collaborative
Multi-Agent Systems (MAS). While single-agent assistants are
constrained by finite context windows, reasoning bottlenecks, and
single-perspective blind spots, multi-agent orchestration systems
divide complex tasks into subproblems assigned to specialized,
autonomous roles. This paper provides a comprehensive survey
of this transition. We first establish a taxonomy of Al agency,
tracing the evolution from passive automaticity to fully au-
tonomous systems. We then analyze the core dimensions of MAS
design—Structure, Interaction, and Evolution—and detail the
specialized roles (Worker, Service, Support) necessary for com-
plex orchestration. Furthermore, we present a comparative anal-
ysis of leading open-source orchestration frameworks, including
LangGraph, CrewAl, AutoGen, and MetaGPT, contrasting their
design philosophies, state-management models, and recovery
guarantees. Finally, as autonomy increases, so does system vulner-
ability; thus, we examine the threat of cascading hallucinations
introduced by faulty agents and evaluate resilience topologies
(Linear, Flat, Hierarchical) alongside recovery mechanisms like
Challenger and Inspector patterns. This survey equips developers
and researchers with the architectural knowledge required to
design robust, enterprise-grade multi-agent collectives.

Index Terms—Multi-Agent Systems, Large Language Models,
Al Orchestration, Autonomous Agents, LangGraph, AutoGen,
Resilience Topologies.

1. INTRODUCTION

Historically, the deployment of Large Language Mod-
els (LLMs) has centered around a ”solitary intelligence”
paradigm. Users interact with a single, monolithic model via
a chat interface, acting as a conversational assistant. While
highly capable at localized tasks such as drafting text or
debugging small code snippets, these solitary assistants hit
severe scalability limits when faced with enterprise-level,
multi-step objectives [1]. Single LLMs are constrained by their
maximum context windows, prone to attention degradation
over long reasoning chains, and inherently limited by a single-
perspective blind spot.

To overcome these constraints, the industry is pivoting
rapidly toward Large Language Model-based Multi-Agent
Systems (LLM-MAS). Instead of relying on one generalized
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model to execute a massive prompt, complex tasks are de-
composed and distributed across a collective of smaller, highly
specialized agents. These agents communicate, debate, share
context, and verify each other’s outputs, frequently outper-
forming costly, all-purpose Al deployments in both accuracy
and economic efficiency [2].

However, orchestrating a collective of non-deterministic
language models introduces profound software engineering
challenges. How is state managed across distributed agents?
How do we prevent infinite conversation loops? And crucially,
how do we prevent a hallucination generated by one agent
from cascading through the rest of the system?

This paper surveys the state-of-the-art in multi-agent or-
chestration. We explore the architectural shifts necessary to
support collaborative Al, analyze the modern frameworks en-
abling these systems, and propose methodologies for ensuring
systemic resilience against faulty actors.

II. THE TAXONOMY OF Al AGENCY

To understand the transition to MAS, it is necessary to
contextualize the current state of Al capabilities. Recent liter-
ature categorizes Al integration into service experiences and
workflows across a spectrum of agency, evolving from human-
dependent tools to self-governing systems [5].

A. Levels of Agency

The progression of Al capabilities can be mapped across
six distinct levels:

- Level 0 (Passive Agents): Minimal Al involvement. Pro-
cesses are manual and rely entirely on human cognition.

- Level 1 (Automaticity Agents): Rule-based systems op-
erating on predefined “if-then” deterministic logic. They
handle routine tasks but lack adaptability.

- Level 2 (Relational Agents): Conversational assistants
utilizing Natural Language Processing (NLP) to simulate
dialogue and retrieve information, representing the cur-
rent baseline of enterprise chatbots.
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- Level 3 (Cognitive Agents): Systems capable of deep
reasoning, data analysis, and generating novel recommen-
dations, though they strictly require human-in-the-loop
oversight for final execution.

- Level 4 (Autonomous Agents): Systems that execute
plans, invoke APIs, and make real-time decisions based
on contextual data without human oversight. They self-
regulate and dynamically optimize workflows.

- Level 5 & 6 (Innovator & Conscious Organizational
Agents): Theoretical super-agency where Al oversees
entire ecosystems, generates completely novel hypotheses
(e.g., drug discovery), and manages enterprise architec-
ture autonomously [5].

The pivot from Level 2/3 (Assistants) to Level 4 (Au-
tonomous Agents) is the primary catalyst driving the need for
multi-agent orchestration. As agents gain the autonomy to take
physical digital actions (API calls, database writes), the need
for inter-agent checks and balances becomes a critical security
requirement.

III. PARADIGMS OF COLLABORATIVE SYSTEMS

The architecture of an LLM-MAS can be systematically
analyzed through a three-dimensional framework: Structure,
Interaction, and Evolution [1].

A. Structure and Topologies

Structure dictates how roles are assigned and collaboration
is organized.

- Predefined Orchestration: Topologies are manually de-
fined prior to deployment. Common patterns include
Sequential (linear pipelines), Hierarchical (manager-to-
worker), and Ensemble (parallel reasoning).

- Dynamic Scheduling: The collaboration path is adjusted
at runtime. Utilizing conditional routing, an orchestration
engine assesses the complexity of the prompt and dynam-
ically spins up necessary agents [8].

- Automated Construction: The system relies on self-
organizing capabilities, utilizing search-based methods to
build network structures autonomously based on real-time
environmental demands [1].

B. Interaction Protocols

Interaction defines the medium through which agents ex-
change state and reach collective decisions. While natural
language (unstructured text) is the default for models like
ChatGPT, MAS frameworks increasingly rely on Structured

Language (enforcing JSON schemas for interoperability).
Furthermore, cutting-edge research indicates a move toward

Implicit Vector communication, where agents bypass text to-
kenization entirely, exchanging semantic information directly
within the latent representation space to minimize latency [1].

Collective decision-making within these interactions is

achieved through mechanisms like statistical aggregation,
competitive debate (where two agents argue differing view-
points until convergence), or final adjudication via an “Inspec-

tor” or ”Judge” LLM.
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C. System Evolution

True autonomous systems must improve through experi-
ence. Evolution occurs at the Prompt-level (rewriting sys-
temic instructions based on execution failure), the Memory-
level (accumulating historical vectors to avoid repeating past
mistakes), and eventually the Parameter-level (updating native
intelligence via reinforcement learning loops) [1].

IV. THE ORCHESTRATION ARCHITECTURE

To decompose complex objectives, modern MAS architec-
tures abandon the monolithic approach in favor of specialized,
autonomous roles governed by a centralized control plane [2].

A. Specialized Agent Roles

1) Worker Agents: The execution layer. These are nar-
rowly scoped entities responsible for specific domain
tasks (e.g., executing a SQL query, web scraping, gen-
erating Ul code). They operate efficiently and often
statelessly.

Service Agents: Shared utilities. These agents enforce
compliance, handle quality assurance, and provide au-
tomated recovery (e.g., a "Healing Agent” that reruns
failed data extractions with adjusted parameters).
Support Agents: The meta-layer. They do not execute
inline operations but monitor system latency, track token
consumption, and manage global data buses.

2)

3)

B. Communication and Inter-Agent APIs

To maintain synchronicity across these roles, modern sys-
tems rely on strict communication standards. The Model
Context Protocol (MCP) standardizes how agents access
external environment variables, enforcing schema consistency
and role-based access control [?]. Concurrently, the Agent-to-
Agent (A2A) Protocol governs peer communication, ensuring
secure delegation and structured metadata transfer under the
orchestration layer’s supervision [2].

V. COMPARATIVE ANALYSIS OF FRAMEWORKS

The theoretical architectures discussed above have been
materialized into several competing software frameworks. Un-
derstanding the varying design philosophies of these frame-
works is vital for enterprise deployment [3]. Table I provides
a macro-level comparison.

A. LangGraph

LangGraph models agent workflows as stateful directed

acyclic graphs (DAGs). Its design philosophy is ”Graph as
a State Machine.” It requires explicit control flows via condi-
tional edges, prioritizing deterministic execution over ease-of-
setup [9].
State and Recovery: LangGraph possesses the strongest
recovery guarantees in the ecosystem. Every node transition
is checkpointed (to SQLite or PostgreSQL). This allows
developers to pause execution, inspect state, perform fine-
grained rollbacks, and resume processing—a critical feature
for preventing runaway API costs [3].
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Fig. 1. The Multi-Agent Orchestration Layer: Interfacing Worker, Service, and Support Agents via standardized MCP and A2A communication protocols.

B. CrewAl

CrewAl abstracts the complexity of graphs by utilizing

the metaphor of a "Role-Playing Team.” Agents are defined
strictly by personas, goals, and backstories.
State and Recovery: State is an emergent property managed
via a unified memory interface (short-term, long-term, and
entity memory backed by vector stores). Because state is not
explicitly checkpointed, arbitrary rollbacks are impossible. It
relies on strict boundaries (e.g., max_1iter)to prevent infinite
loops [10].

C. AutoGen (Microsoft)

AutoGen’s core philosophy is ”Conversation as Coordina-

tion” [6]. It utilizes natural language dialogue to drive the
system forward.
State and Recovery: The state is the conversation transcript.
To recover from a failure, the log must be truncated. This
makes rolling back physical side-effects difficult, and long
conversation histories frequently cause context-window bloat,
leading to task misrouting [3].

D. MetaGPT

MetaGPT replaces unstructured dialogue with strict docu-
mentation. It encodes a software company’s Standard Oper-
ating Procedures (SOPs) directly into the agent prompts [7].
State and Recovery: It utilizes a shared publish-subscribe
message pool. Agents only subscribe to role-relevant artifacts.
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By restricting agents to rigid SOPs, MetaGPT dramatically re-
duces cascading hallucinations and halves token consumption
compared to conversational frameworks [3].

VI. SYSTEM RESILIENCE AND FAULTY AGENTS

As MAS applications integrate deeply into enterprise work-
flows, the risk posed by “faulty agents” becomes the primary
bottleneck to adoption. Because these systems operate without
centralized human oversight, an agent that hallucinates, gen-
erates bad code, or formats data incorrectly can inject stealthy
errors that trigger catastrophic, cascading failures across the
collective [4].

A. Vulnerability Across Topologies

Recent empirical studies evaluated how different MAS
organizational structures withstand the introduction of a faulty
agent, particularly in strict-logic tasks like mathematical rea-
soning and code compilation [4].

- Linear Topology (A — B — (): The most vulnerable.
Without meta-oversight, a hallucination introduced at
node A compounds exponentially as it is passed down
the pipeline, resulting in a recorded 23.7% drop in overall
system performance.

- Flat Topology (A < B < (): Moderately resilient
(10.5% performance drop). While agents can debate,
peer-to-peer setups lacking a distinct leader often fall
into decision paralysis when conflicting information is
introduced.
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TABLE 1

COMPARATIVE ANALYSIS OF LEADING LLM-MAS ORCHESTRATION FRAMEWORKS

Framework

Design Philosophy

State Management

Failure Mode & Recovery

LangGraph [9]

Graph as a State Machine; highly explicit
deterministic routing.

Built-in DB checkpointing; node outputs
merge via reducers.

Strongest. Supports pause, resume, replay,
and arbitrary state rollback.

CrewAl [10]

Role-Playing Team; intuitive developer
experience.

Emergent state via unified vector-backed
memory.

Rollback impossible; relies on

max iter boundaries to stop loops.

AutoGen [6]

Conversation as Coordination.

State equals conversation history tran-
script.

Recovery requires log truncation; prone to
context bloat and misrouting.

OpenAl SDK [3]

Handoff as Primitive; radical minimalism.

Session persistence with
nest handoff history compression.

Prioritizes parallel Guardrail validation
over post-failure rollback.

MetaGPT [7]

SOPs and Documentation; highly struc-

Shared publish-subscribe message pool.

SOP constraints and pub-sub filtering nat-
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tured workflows.

urally prevent cascading errors.

- Hierarchical Topology (A — (B <« ()): The most
robust (5.5% drop). Centralized decision-making allows
a top-level managerial agent to aggregate multiple varia-
tions of an answer from subordinates, easily identifying
and discarding the outlier generated by the faulty agent

[4].
B. Recovery Mechanisms: Challenger and Inspector

To dynamically defend against faulty agents and recover
lost performance, architects must implement specialized sub-
routines within the interaction layer.

The Challenger Pattern: This approach augments standard
worker agents with systemic instructions empowering them
to aggressively critique their peers. By explicitly prompting

agents to search for logical fallacies in incoming data before
processing it, systems can leverage native LLM analytical
capabilities to spot errors outside their immediate domain [4].
The Inspector Pattern: Similar to the ”Bouncer” concept
in software middleware, the Inspector is a dedicated Service
Agent whose sole function is semantic and syntactic valida-
tion. It sits as a proxy between nodes. If Agent A sends a

message to Agent B, the Inspector intercepts it, checks it
against predefined JSON schemas or logical axioms, and either
passes it forward or bounces it back to Agent A with an error
log for self-correction.

When implemented concurrently, the Challenger and In-
spector protocols have been shown to recover up to 96.4% of
the accuracy lost to faulty agents, even in highly vulnerable
flat and linear topologies [4].

VII. CONCLUSION

The transition from solitary Al assistants to orchestrated,
autonomous multi-agent systems represents the future of digi-
tal labor. By decomposing complex workflows into specialized
roles—Worker, Service, and Support agents—MAS architec-
tures circumvent the reasoning and context limitations of
single LLMs.

However, this transition shifts the engineering burden from
prompt optimization to systems architecture. Developers must
carefully choose their orchestration frameworks: leveraging
LangGraph for deterministic, auditable state machines, Cre-
wALl for rapid role-based deployments, or MetaGPT for strict,
SOP-driven generation. Crucially, as these systems gain Level
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4 autonomy, the implementation of resilient topologies (such
as hierarchical structures) and validation layers (Inspector
agents) is not optional; it is a fundamental requirement to
prevent cascading hallucinations and ensure enterprise-grade
safety.

VIII. FUTURE SCOPE

The rapid evolution of LLM-MAS opens several avenues
for critical future research. First, there is a desperate need for
standardized evaluation benchmarks that assess the process of
multi-agent collaboration, rather than merely scoring the final
text output. Second, the security implications of autonomous
agents interacting with public APIs require the development
of distributed defense mechanisms against prompt-injection
attacks targeting inter-agent communication. Finally, research
must push toward systems capable of Parameter-level evolu-
tion, where multi-agent collectives can autonomously fine-tune
their base models based on the telemetry gathered during or-
chestration, leading to truly self-optimizing digital workforces.
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