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Abstract - The new changes in the Internet of Things (IoT)
have developed traditional homes into intelligent, adaptive
and tech environments, where devices communicate, analyze,
and respond easily to human requirements. Data analytics has
evolved as a central component which helps to enables the
smart home systems to go beyond simple and old
automations. It helps to facilitates the extraction of
measurable and actionable insights from sensor-generated
data, which helps in personalized services, predictive
maintenance, enhanced security, and energy-efficient
operations. This paper addresses about the coupling of data
analytics within IoT- enabled smart home systems, and it
presents a detailed armature of IoT fabrics, exploring logical
models used in now-a-days home robotization, and highlights
real- time operations similar as energy operation, and security
improvement. This study also includes a case analysis of
energy optimization using data- driven ways and discusses
specialized challenges similar as sequestration,
interoperability, and data scalability. Eventually, unborn
trends including allied literacy, edge computing, and
blockchain- grounded security are explored to demonstrate the
long- term eventuality of smart home inventions.
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1. INTRODUCTION

The shifting from traditional homes to smart homes marks a
major tech revolution in the recent years. In today’s era the
smart home consists of IoT devices such as light bulbs,
security cameras, motion sensors, smart plugs, thermostats,
and voice assistants that collects environmental and
behavioural data creating automated, convenient, secure, and
energy-efficient living spaces by connecting devices, learning
habits, and enabling remote control. These devices interact
with each other through cloud or edge gateways to automate
day-to-day tasks. [1] [2].

It is important to analyse the huge amount of data generated
by IoT devices and data analytics helps in transforming the
raw, heterogenous data from smart home IoT device into
actionable intelligence. The data generated includes:

e  Usage patterns of appliances
Temperature and humidity cycles
Human movement patterns
Electricity consumption data
Device malfunction alerts

© 2026, IJSREM | https://ijsrem.com

e  Security logs

There are different techniques which is helpful in turning the
raw data into meaningful and actionable insights. The
techniques used are Machine Learning techniques, statistics
modelling and data visualization. Thus, data analytics acts as
an important part of smart home, which helps in improving
comfort, reducing energy waste, and enhancing safety [1] [2].
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Fig- 1: Smart Home Energy Consumption by Appliance
2. RELATED WORK

The old studies on smart home systems with the help of loT
enabled devices have focused on automation, energy
efficiency, and security mechanisms, and sensor deployment.
Researchers have gone through the devices such as
environmental monitoring, intelligent thermostat control, and
predictive maintenance, where sensor data is primarily used
for rule-based or threshold-driven automation [1], [2]. These
approaches provide a significant gap in current research paper
where the focus is mainly on hardware and not on advanced
data driven intelligence for improving the overall system
performance and efficiency.

The recent research paper has emphasized the integration of
cloud-based analytics and edge-assisted processing to
overcome the limitation of traditional smart home devices [3],
[4]. Different Machine learning techniques are used to analyze
sensor data in smart homes. These techniques help in
predicting energy consumptions to improve overall
responsiveness and adaptability of the systems [5], [6].

Even though there are lot of research paper on smart home
techniques and these techniques have improved a lot but there
are still few research paper which tells about the connection
between smart home devices and data analytics techniques.
Only few research paper is present which shows and complete
system that brings the use of data analytics in IoT enabled
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smart home automation systems. Because of this, many smart
home systems are still lacking true automation, intelligence,
and user-friendly devices which can be overcome by the data
driven decisions in smart home devices.

This research addresses these limitations and overcomes the
existing gaps present in smart homes automation systems by
placing data analytics as the main component in the IoT
architecture. The proposed approach offers a unified and
intelligent smart home model which is responsive to
individual user needs. By focusing on both tech efficiency and
human needs, this research gives the idea about a balanced,
adaptable as well as user friendly smart home automation.

3. IoT ARCHITECTURE IN SMART HOMES

IoT-based smart home automation system consists of the
following layers:

A. Application Layer:
Provides interactive services to end-users through
applications like:

1) Mobile dashboards

2) Smart speakers

3) Virtual or Al voice assistant such as Siri,
Cortana, Alexa.

4) Automation systems

5) Notification systems

B. Perception Layer:
This layer is the lowest layer and act as an interface
between physical world and the digital devices and it
interacts through sensors and actuators.

Functions:

1) Collects raw data from the sensors present
in the devices such as temperature sensors,
light sensors, motion sensors and energy
consumption.

2) Interacts with appliances and helps them in
turning devices on/off through actuators.

Common Devices:

1) Smart thermostats

2) PIR motion sensors

3) Cameras

4) Smart locks

5) Pressure sensors

6) Environmental sensors

Table -1: Comparison of [oT Architecture Layers

Layer Key Primary | Examples of
Components | Function | Technologies/
Devices
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Perception Sensors, Data Thermostats,
Actuators collection | Cameras,
from Smart Plugs
environm
ent
Network Protocols, Data Wi-Fi, ZigBee,
Gateways transmissi | MQTT, 5G
on and
connectivi
ty
Middleware | Databases, Data Cloud (AWS),
Processing storage, Edge (Fog
Units integratio | Computing)
n, basic
analytics
Application | Interfaces, User Mobile Apps,
Controls interactio | Voice
n and Assistants
automatio | (Alexa)
n

C. Network Layer:
Responsible for communication between IoT devices
and the cloud/edge systems.

Technologies include:

1) Wi-Fi
2) Bluetooth Low Energy (BLE)
3) ZigBee
4) Z-Wave
5) Lora WAN
6) 5GIoT
7) MQTT/CoAP protocols
This layer ensures secure, low-latency, and reliable

communication [7], [8].

D. Middleware Layer:
This layer is the central intelligence hub of the smart
home automation system.
Functions:
1) Data storage and preprocessing
2) Authentication
3) Device management
4) Real-time analytics
Platforms: This layer is commonly implemented with help of
AWS ToT Core, Google Firebase, Azure [oT Hub, Edge Al
Raspberry Pi, Fog Nodes. [3], [9].

4. ROLE OF DATA ANALYTICS IN SMART
HOMES

Data analytics play a important role in converting the raw data
from smart home IoT enabled devices into meaningful and
useful insights. Different types of analytics are as follows:
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It helps in monitoring what is happening right now in
the smart home. It monitors the real time sensor data
such as temperature, energy consumption and device
usage.

A. Predictive Analytics
Predictive Analytics is basically used to predict the
future outcomes or what is really going to happen in
the future. For example, it uses Machine Learning
techniques to predict the which device required
future maintenance and it also helps to set the
temperature with the help of previous records.

B. Prescriptive Analytics
It is one step ahead which tells about what is going
what actions is to be taken. Based on predictions and
real time consumptions it automatically adjusts

lighting, control heating and set timer. This type of

analytics helps in decision making.

C. Anomaly Detection
This type of analytics helps in predicting unusual or
abnormal activities. For example, the system can
detect unauthorized access, abnormal energy uses or
unexpected behaviour and immediately alerts users.

5. ROLE OF IoT ENABLED DEVICES AND
DATA ANLAYTICS IN SMART HOMES

The use of IoT enabled devices and data analytics has a very
important and crucial role in smart home automations:

A. Energy Management:
Smart meters, connected applications and IoT-based
thermostats collects data and then data analytics
techniques are applied to get meaningful insights.
This helps in optimizing heat, cooling and appliance
usage which helps to reduce energy and also saves
cost [10], [11].

B. Health Monitoring:
ToT devices such as smart watches, smart beds and
motion sensors track daily activities, sleep patterns to
detect human behavior or health conditions to avoid
any sudden changes in health. This helps in timely
medication especially for elders [12].

C. Home Security:
Home security devices include CCTV camera’s,
alarms and door locks. It helps in identifying and
prevent threats, unauthorized access, unusual
movements. When any unusual activity is detected, it
creates an alerts or trigger to prevent any suspicious
action [13].

D. User Behavior Prediction:
By analyzing user data overtime smart home devices
can learn user’s behavior or common patterns or
preference to automatically adjusts lightings, fan
speed, temperature or music preferences. [13].
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Table-2: Hypothetical Data Table (Before/After

Optimization).
Appliance =~ Avg. Daily Peak Cost After
Consumption | Hours Reduct = Optimiz
(kWh) - ion ation
Before (%) (kWh)
AC 12 6-10PM | 25 9
Fridge 5 Always 10 4.5
Washing 3 8-10AM 20 24
Machine
Total 20 - 18 15.9

6. CASE STUDY: SMART HOME ENERGY
OPTIMIZATION

IoT sensors are used in a smart home system to measure how
much electricity is consumed by electrical appliances.
Refrigerators, Washing Machine and AC were the appliance
used and then hourly usage data for at least one month. This
data was analyzed using Python and its libraries such as
Pandas, Scikit-learn and was used to build simple prediction
model and with the help of data generated the Power BI was
used to create the dashboard [10], [11], [12].

This experiment shows which appliance consumed the most
electricity especially during summers and evening time.
Linear Regression model was then used to predict the future
energy consumptions. Based on these predictions the system
automatically scheduled heavy appliances to run during off
peak hours such as between 2AM and SAM.

This result helps overall electric consumptions to be reduced
by 18% which shows how IoT data and simple machine
learning model can help to save electricity energy in smart
homes.

Table-3: Energy Consumption Data (kWh)

Appliance Before After
Optimization Optimization
(kWh) (kWh)

Air Conditioner 12 9

Refrigerator 5 4.5

Washing 3 2.5

Machine

Total 20 16
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Fig-2: Energy Consumption Before vs After
Optimization.

7. CHALLENGED AND LIMITATIONS

Despite several advancements in home automation systems,
there are several challenges that still persist: [2], [9], [14],
[15].

A. Data Privacy and Security:
IoT devices collect sensitive and personal data and if
they are not treated or properly encrypted then can
lead to misuse of the data and exposed through
cyber-attack.

B. [Interoperability Issues.
Different IoT devices are developed using different
manufactures and different standards and protocols.
This leads to integration problem and difficulty in
proper communication.

C. Data Volume and Complexity:
IoT devices generates huge amount of data over the
time and it becomes difficult to handle such data as it
requires proper cloud infrastructure and management
to handle it.

D. Cost and Accessibility:
Smart home devices are very expensive and it is not
possible for an average buyer to purchase them
which limits the use of these devices on large scale.

8. SMART HOME ARCHITECTURE

The smart home architecture consists of 4 main layers which
are responsible for specific purpose.

These layers are:
A. Sensing Layer
B. Network Layer
C. Processing Layer
D. Application Layer

The sensing layer directly interacts with the physical
environments with the help of IoT sensers. This layer is
responsible for collecting real time data.
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The network layer is responsible for establishing connection
between devices and processing system such as Wi-Fi,
Bluetooth, ZigBee and 4G/5G network.

The processing layer handles data storage and its analysis. It
includes platform such as cloud and edge technology where
data is stored and cleaned and analyzed using data analytics
and machine learning techniques to extract meaningful
insights.

The application layer is the layer that interacts directly with
the users and is responsible for showing the results to the
through the dashboards and mobile applications. This helps in
monitoring the homes [3], [4].

Fig-3: Smart Home Architecture

9. FUTURE SCOPE

The smart home systems in future are going to be strongly
influence by Al (Artificial Intelligence) cloud and edge
computing technologies. As smart home technologies are
evolving, smart homes will move beyond from simple
automation to advance Al automations that will be capable of
making independent decision through continuous learning.

The major area of development is the Al personalization with
the help of RL (Reinforcement Learning). The traditional
systems basically rely on fixed rules, but RL can help
recognise user behaviour on its own and can learn from it. For
example, an Al powered HVAC systems is capable of
understanding user behaviours and patterns through their daily
routines and habits and then adjust temperature automatically.

Currently there are many smart home systems that have
different manufactures which make it difficult to integrate
with other devices. Future smart homes system will have
unified frameworks such as Matter, Open Connectivity
Foundation (OCF) standards, and next-generation 5G/6G
networks.

Edge computing will also play a key role in data processing
closer to the devices instead of relying entirely on cloud
servers. This approach will help to reduce the response time
for critical tasks such as intrusion detection or emergency
alerts and improves privacy by keeping sensitive user data
within the home. Edge-based processing also ensures that
smart home systems continue to operate when there is lack of
internet, which makes them more reliable and resilient.
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Hence the future of smart homes will be defined by how
seamless the device collaborates with each other, improved
energy efficiency, and stronger privacy protection. Due to
continuous progress in loT hardware, Al algorithms, and
communication technologies, smart homes are expected to
evolve into fully self-adaptive, secure, and sustainable
intelligent living spaces [6], [16], [17], [18], [19].

10. CONCLUSION

The use of data analytics in IoT is changing modern living of
standards by converting traditional homes into intelligent and
adaptive environments. Through continuous sensing of data
and its collection, and real-time analysis, smart home systems
are able to improve comfort, security, energy efficiency, and
overall user convenience. This paper has shown that different
types of data analytics such predictive, diagnostic, descriptive
and prescriptive analytics plays a central role in turning large
volumes of loT-generated data into meaningful and actionable
intelligence. The energy optimization case study adds the
practical use of data-driven decision-making by demonstrating
a measurable reduction in the energy consumption and
operational costs of different smart home devices.

There are several advantages as well as limitations. The data
privacy and security concern, device interoperability with
other devices, and the need for scalable data processing
infrastructures limit the use of smart home technologies. As
there is a increase in the number of IoT devices, managing
and analysing huge amount of continuous data streams will
become increasingly complex. Addressing these challenges is
very important to have secure, and user-friendly smart home
systems.

In conclusion, the use of data analytics in smart homes system
represents a key driving force in the future of household
automation. Due to current advancements in data analytics,
artificial intelligence, and other technologies, smart homes
systems are expected to move from basic automated setups
into fully intelligent systems capable of self-optimization,
energy conservation, and proactive decision-making. This
advancement will not only enhance living standards of
humans but also reshape the relationship between humans and
technology in future IoT enabled smart home systems.
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