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Abstract—ThreatEdge is an enterprise-grade, full-stack cyber-
security platform for automated malware analysis and real-time
threat intelligence. Security analysts gain a unified interface to
upload suspicious files for static and behavioral analysis, perform
deep-dive IP reputation scans, and monitor global C2 infrastruc-
ture through live data feeds. The platform integrates YARA pat-
tern matching, CAPE Sandbox behavioral execution, and multi-
source threat intelligence aggregation. Built on FastAPI, React 19,
MongoDB, and Nginx, ThreatEdge significantly reduces mean
time-to-verdict and analyst triage workload through automated
multi-phase analysis pipelines and real-time threat alerting.

Index Terms—Malware Analysis, Threat Intelligence, Static
Analysis, Behavioral Sandbox, YARA Engine, CAPE Sandbox,
FastAPI, Microservices, C2 Tracking, [P Reputation

1. INTRODUCTION

Cybersecurity threats have grown in scale and sophistica-
tion, making effective malware analysis and threat intelligence
one of the most pressing operational challenges for enterprises,
government agencies, and security operations centers (SOCs).

Organizations worldwide face billions of dollars in annual
losses from ransomware, data breaches, and targeted cyber-
attacks. Traditional antivirus solutions rely on static signa-
ture databases and lack the capability to analyze novel or
obfuscated threats. These methods are increasingly ineffective
against zero-day exploits, polymorphic malware, and advanced
persistent threat campaigns that evolve faster than signature
updates can keep pace.

The emergence of cloud-native architectures, asynchronous
web frameworks, and integrated sandbox technologies has
made it feasible to build scalable, automated malware analysis
pipelines that deliver deep behavioral intelligence in near
real-time. These platforms can extract file hashes, identify
YARA pattern matches, monitor process trees during dynamic
execution, and automatically correlate C2 infrastructure with
known threat actor campaigns.

ThreatEdge is built on open-source and enterprise-proven
technologies including FastAPI, React 19, MongoDB, and
CAPE Sandbox, as well as VirusTotal, AlienVault OTX,
and AbuseIPDB. The platform features a multi-stage analysis
engine that performs static extraction, YARA pattern matching,
behavioral sandbox execution, and network intelligence scan-
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ning. Threat classification uses intelligence engines including
YARA rules and Prophet.

The platform provides comprehensive malware reports, real-
time threat alerts, and live C2 infrastructure monitoring. It also
supports IP reputation scanning and geospatial visualization
of global threat activity. The entire system is deployed on a
hardened cloud environment with Nginx reverse proxy,
ensuring scalability, security, and operational resilience. In
summary, ThreatEdge offers an integrated, enterprise-grade
solution that reduces manual analyst effort, accelerates threat
detection, and improves overall incident response efficiency
for security teams.

A. Motivation

ThreatEdge was developed to demonstrate how modern
open-source cybersecurity tools — including CAPE Sandbox,
Y ARA pattern engines, asynchronous Python frameworks, and
React-based frontends — can be composed into a reliable,
production-ready malware analysis platform.

The platform is aimed at security operations teams, incident
responders, and threat intelligence analysts who require deep
behavioral analysis and multi-source reputation intelligence
without relying solely on expensive commercial endpoint
detection and response vendors.

The system is built with extensibility in mind. Its decoupled
microservices architecture allows components such as the anal-
ysis engine, sandbox integrations, and intelligence aggregators
to be upgraded or replaced independently as the platform
evolves toward fully automated threat hunting and Al-assisted
malware classification described in this paper’s future plans.

II. RELATED WORK

Automated malware analysis has evolved significantly since
the early antivirus era of the 1990s and the introduction of
sandbox technologies in the 2000s. Early tools like ClamAV
and commercial platforms such as Symantec Endpoint Pro-
tection relied primarily on static signature matching and were
ill-equipped for polymorphic or obfuscated binaries.

Modern sandboxing solutions like Cuckoo Sandbox and its
successor CAPE Sandbox [7] introduced dynamic behavioral
analysis by executing suspicious samples in isolated virtual
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environments and monitoring process activity, network call-
backs, and file system modifications. The YARA pattern-
matching framework developed by Victor Alvarez at VirusTo-
tal [1] transformed rule-based malware detection by enabling
researchers to express complex pattern logic targeting specific
threat families.

Threat intelligence aggregation platforms evolved alongside
these tools: VirusTotal [4] consolidated multi-engine scanning
results, AlienVault OTX [5] introduced community-driven
threat pulse sharing, and AbuseIPDB [6] enabled crowd-
sourced IP reputation tracking. Research into C2 infrastructure
fingerprinting advanced through tools like JARM [&], which
performs active TLS fingerprinting to identify malicious server
infrastructure even when hosted behind CDN proxies.

The microservices architecture model popularized by New-
man [3] has become foundational to modern security plat-
forms, enabling independent scaling of analysis pipelines,
intelligence aggregators, and reporting components. Container-
ization via Docker and orchestration via Kubernetes allow
these platforms to be reliably deployed across development
and production environments with consistent configuration and
minimal operational overhead.

III. SYSTEM ARCHITECTURE

A. Architectural Overview

ThreatEdge  follows a  decoupled, asynchronous
microservices-inspired architecture in which a React 19
Single Page Application communicates with a FastAPI
backend through a hardened Nginx reverse proxy. This design
isolates the frontend interface from backend analysis workers,
allowing each component to scale independently. The system
consists of five core components:

1) React 19 + Vite frontend SPA

2) FastAPI  Python backend
BackgroundTasks workers

3) MongoDB with GridFS [9] for binary sample storage

4) Nginx reverse proxy configured for SSL termination on
port 5555

5) Integrated third-party intelligence APIs — VirusTotal,
AlienVault OTX, AbuseIPDB, and CAPE Sandbox

The technology stack is summarized in Table L.

with  asynchronous

TABLE I
THREATEDGE TECHNOLOGY STACK

Component Technology

Backend Python 3.12, FastAPI [10], Uvicorn, Motor
(Async MongoDB), Pydantic v2

Frontend React 19 [11], Vite, Tailwind CSS, Lucide Icons,
Recharts, Framer Motion

Database MongoDB 7.0+ with GridFS

Sandbox CAPE Sandbox API

DevOps Nginx, Systemd, OpenSSL, Playwright (Stealth
Mode)

Analysis YARA, Pefile, Cryptography, Berypt
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B. Core Analysis Engine & Security Methods

1) Static Analysis & YARA Pattern Matching: The static
analysis pipeline in analysis.py performs multi-stage file
inspection before any dynamic execution:

Hash(f) = MD5 | SHA256 | SHA1+PE_Headers+Strings+Imports

(1)

Static analysis extracts file metadata including MD5 and
SHAZ256 cryptographic hashes, PE header attributes (sections,
entry point, compile timestamp), imported DLL functions, and
embedded ASCII and Unicode strings. The YARA engine
evaluates the sample against custom rule databases to identify
known malware family signatures. YARA rules support com-
plex boolean logic combining byte patterns, string literals, and
file structure conditions, enabling high-confidence classifica-
tion of threat families such as ransomware droppers, credential
stealers, and remote access trojans even when binary content
is partially obfuscated.

2) Behavioral Sandbox Integration: The behavioral analy-
sis pipeline integrates with CAPE Sandbox via REST API and
executes the following workflow:

1) Streams the binary to MongoDB GridFS in 1 MB chunks
to prevent server memory exhaustion.

2) Submits the file hash to CAPE Sandbox and initiates
dynamic execution in an isolated virtual machine.

3) Collects a full process tree including spawned child
processes and injected threads.

4) Captures network callbacks including DNS queries and
HTTP/HTTPS requests to identify C2 communication
patterns.

5) Records file system modifications including dropped
payloads and registry key changes.

6) Extracts C2 server IP addresses from network activity
for downstream reputation scanning.

7) Persists the complete behavioral report as a structured
JSON document in the analysis results Mon-
goDB collection.

3) IP Reputation & Intelligence Aggregation: ThreatEdge

aggregates multi-source threat intelligence for each extracted
IP address using the following composite scoring model:

ThreatScore(IP) = w1-VT_Score+w,-OTX_Pulses+ws-AbuseIPDB_Con

2
where VT_Score represents the VirusTotal detection ratio
across 70+ antivirus engines, OTX Pulses counts AlienVault
threat actor pulse associations, AbuseIPDB_Confidence re-
flects the crowdsourced abuse confidence percentage, and
JARM_ Fingerprint provides an active TLS fingerprint match
against known malicious server profiles. An integrated
Playwright-based screenshot engine captures live visual evi-
dence of active malicious web panels while bypassing Cloud-
flare protections through stealth plugins. This composite scor-
ing model provides analysts with a consolidated risk verdict
for each IP, accelerating triage and reducing false positives.

4) Planned Al & Automation Extensions: Future releases
will incorporate:
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1) Machine learning-based malware classification using
gradient boosting models trained on static feature vectors
(PE header attributes, entropy distributions, section char-
acteristics) to automatically categorize threat families.

2) Automated threat hunting workflows that proactively
query C2 intelligence feeds and correlate indicators with
internal scan history.

3) A natural language query interface powered by a
large language model with Retrieval-Augmented Gen-
eration (RAG), enabling non-technical analysts to query
threat data in plain English.

4) Integration with the MITRE ATT&CK framework [12]
for automatic tactic, technique, and procedure (TTP)
mapping based on behavioral analysis results.

IV. RESULTS
A. Experimental Setup

To evaluate malware detection accuracy and processing per-
formance, experiments were conducted using a curated dataset
of 200 known malware samples across five categories: Ran-
somware, Remote Access Trojans (RATs), Credential Stealers,
Droppers, and Backdoors. The test corpus comprised samples
with confirmed threat family labels sourced from public mal-
ware repositories. Static analysis was benchmarked against
YARA rule precision and recall, while behavioral analysis
latency was measured from file upload through completed
CAPE Sandbox report ingestion. IP reputation aggregation
response times were measured across concurrent multi-source
API queries under realistic analyst workload conditions.

B. Detection Accuracy

YARA-based static analysis achieved a precision of 94.3%
and recall of 91.7% across the malware test corpus, demon-
strating robust family classification even for obfuscated sam-
ples. CAPE Sandbox behavioral analysis raised overall threat
detection recall to 97.2% by identifying zero-day samples that
evaded static signatures. The composite IP reputation scoring
model correctly flagged 98.6% of known C2 infrastructure IPs
while maintaining a false positive rate below 1.4%, signifi-
cantly reducing analyst triage workload.

C. Operational Performance

ThreatEdge reduced mean time-to-verdict for malware sam-
ples by 73% compared to manual analyst triage workflows
through automated multi-phase analysis pipelines. The phase-
by-phase performance is summarized below:

- Phase 1 — Static Analysis: Completed in under 3

seconds for typical PE executables.

- Phase 2 — Behavioral Sandbox: Averaged 87 seconds
end-to-end including CAPE Sandbox execution and re-
port ingestion.

- Phase 3 — IP Reputation Scanning: Completed multi-
source aggregation in an average of 12 seconds per IP.

The composite detection results demonstrate that YARA
static analysis achieves precision of 94.3% across all malware
categories, while CAPE Sandbox behavioral analysis raises
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overall recall to 97.2% for zero-day samples that evade static
signatures. Ransomware samples proved most reliably detected
owing to consistent behavioral patterns. RATs presented the
greatest detection challenge due to their modular, configurable
nature and low initial behavioral footprint. Automated analysis
pipelines reduced mean time-to-verdict by 73% compared to
manual triage, validating the platform’s operational value for
high-throughput SOC environments.

D. Real-Time Processing Latency

API response latency — defined as the elapsed time between
a file upload request and the initial Pending response with
a scan identifier — was benchmarked at 180 ms at the 50th
percentile and 420 ms at the 99th percentile under a load of
50 concurrent uploads per minute. Background analysis task
completion notifications via frontend polling achieved average
update delivery within 2 seconds of task completion. This
response profile meets the operational requirements for SOC
environments where near-real-time feedback on submitted
samples is essential for analyst workflow continuity.

V. CONCLUSION

This paper presented ThreatEdge, an enterprise-grade full-
stack cybersecurity platform integrating automated malware
analysis, multi-source threat intelligence aggregation, and real-
time C2 infrastructure monitoring into a production-viable,
containerized system. The platform demonstrates that open-
source technologies — FastAPI, React 19, MongoDB, CAPE
Sandbox, and YARA — can be composed into a coherent
and powerful malware analysis solution accessible to secu-
rity teams without requiring expensive commercial endpoint
detection platforms.

Experimental evaluation validated that YARA-based static
analysis combined with CAPE Sandbox behavioral analysis
achieves an overall threat detection recall of 97.2% across
diverse malware families, and that automated multi-phase anal-
ysis pipelines reduce mean time-to-verdict by an average of
73% compared to manual triage workflows. The asynchronous
FastAPI backend sustains concurrent multi-submission pro-
cessing with a 99th percentile API response latency of 420
milliseconds, ensuring analysts receive immediate submission
acknowledgment with minimal delay.

The decoupled microservices architecture provides a solid
extensibility foundation for planned development phases that
will progressively add ML-based malware classification, auto-
mated threat hunting, MITRE ATT&CK TTP mapping, NLP-
based analyst query interfaces, and cloud-native enterprise
deployment capabilities. ThreatEdge’s trajectory is toward
a comprehensive Al-driven threat intelligence platform that
closes the capability gap between open-source security tools
and expensive commercial SIEM and EDR platforms, democ-
ratizing advanced malware analysis for security teams of all
sizes.
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