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Abstract- Developers working with hard
deadlines to deliver the required functionality to
the customer. It is so important for developers
that many times they compromise with the code
quality, potential bugs, code duplications, and
bad distribution of complexity. Additionally,
they tend to leave unused variables, methods,
etc. In this scenario, the code would work in the
desired way. To avoid these issues in code,
developers should always follow the good coding
practice, but sometimes it is not possible to
follow the rules and maintain the good quality as
there may be many reasons. In order to achieve
continuous code integration and deployment,
developers need a tool that not only works once
to check and tell them the problems in the code
but also to track and control the code to check
continuous code quality. To satisfy all these
requirements, here comes SonarQube in the
picture. The purpose of this project is to
automate the SonarQube scanning process,
reducing the time consumption of the process
using SonarQube tool, GitLab and Java
programming.

INTRODUCTION

Code quality metrics defines code that is good (high
quality) — and code that is bad (low quality). While
code quality is measured differently by every
development team, in general it comes down to a
subjective measure of common factors like
maintainability, testability, readability, security, and
more. Some automated tools can also analyze
source code and provide a code quality score based
on a number of metrics that measure complexity
and functionality.

Why is code quality important for developers?

Code quality is crucial for developers because
poorly written code can lead to technical debt and
security issues. Technical debt refers to the idea that
bugs and code deficiencies can accrue over time to
the point where the cost of new code changes
becomes much greater. By making short-term
sacrifices in code quality, it becomes more difficult
to deliver quality software later on.
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Automated Code Quality Tool:

The Automated Code Quality that we used here is
SonarQube.

Eventhough SonarQube automatically analyses the
code quality of our source code, the time it takes for
analyzing is high. So, we came up with a way to
reduce the time taken for the analysis without
reducing the quality of the analysis.

SONARQUBE

SONARQUBE is an open-source tool used for
continuous code quality and inspection which aid
developers in static code analysis.

It empowers all developers to write cleaner and
safer code.

It contains thousands of automated Static Code
Analysis rules to help us with catch tricky bugs to
prevent undefined behaviour from impacting end-
users and Fix vulnerabilities that compromise your
app, and learn AppSec along the way with Security
Hotspots.

SonarQube is written in java but it can analyze and
manage code of 29 programming languages,
including Java, HTML, JS etc by default and also
supports C/C++, PL/SQL, Cobol etc., through
plugins. Plugins extend the functionality of
SonarQube. More than 50 plugins are available.

SonarQube is maintained by SonarSource.

It also makes sure your codebase is clean and
maintainable, to increase developer velocity.

Sonar covers the 7 sections of code quality

Architecture and Design

e Unit tests

e Duplicated code
e Potential bugs

e Complex code

e Coding standards
e Comments

SonarQube receives files as an input and analyzes
them along with barriers. Then calculates a set of
metrics, stores them in a database and shows them
on a dashboard. This recursive implementation
helps in analysis of code quality and how code
improves over time.

The following image shows the dashboard of
SonarQube which contains the number of bugs,
vulnerabilities, security hotspots, code spells of a
project, you can navigate to the issue by clicking on
them.
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The following image shows the issues of a project,
clicking on them navigates you to the code where
the issue is found.
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New Code Quality is what we need

For a developer working in a particular part of a
software product, it is enough for him to check the
code quality of the newly developed code alone. For
example, if a developer makes a branch from base
branch and adds or makes some changes to it, then
it is enough for him to check the quality of that
newly modified code only.

Importance of Work

Modern Technology teams operate in a fast-paced
environment. Time management in software design
has two components. One of those is coding, and
the other is project management. So, it becomes
important to speed up things to get things earlier
and be free from the stress of project manager.

So to further increase the efficiency of code quality
analysis process and to reduce the time taken for it,
we built a framework for SonarQube.

Normally, To get the code quality of
developed/newly added code. You have to analyse
the base branch and then analyse the developer
branch on top of that. SonarQube recognizes the
new changes and shows the code quality of those
new changes alone(overall project code quality is
displayed seperately) in the dashboard.

Eventhough it recognizes the newly added code in
the developer branch, it requires to scan the entire
contents of the branch again to get those code
quality which makes the normal process time
consuming and repetitive.
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So we thought of a way to make a list modified files
between the base and developer branch and to scan
those files alone. This will reduce the time
consumed in normal method.

Meanwhile we also programmatically automated
the manual process done.

An example of how much time that can be saved is
shown below.

In Existing Method:

Time Taken to scan 1st branch:

Proposed Method:

B C\Windows\System32\emd exe -0 X

Time taken in proposed method :

SONARQUBE CODE ANALYZER

ENTER DIFF URL:

ORK_219_15. MM [RANENCRY_219_ 17

Previous Scans.
SUNo | Prjet Name Busebranch | Debrasch Prject ScanLisk | Scanned Dte | Seamned Tise
. 1| odn | MDM FRAMEWORK 209 15 | MDM FRAMEWORK 2109 17 |  View o A0 | 3L
Time taken to scan 2nd branch : — — =
3 check s maser] ViewProeet | N2 | 000056965
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So, as you can see in the above screenshots, the
time taken is reduced from 28 mins 29 secs(16:19 +
12:10) to 3 mins 45 secs(including both base and
developer branch scans) (saved ~86% of time).
Thus, the time taken is greatly reduced by using the
proposed method.

Working of proposed methodology

The existing method takes a lot of time (100MB
code takes 10 to 15 mins to scan considering a
decently performing machine) as it is scanning
every files in the two branches of the repository.

To get the code quality of new code, it is enough to
scan only the modified files between the two
branches/versions.

But to achieve that, we need to check every files in
both branch of the repo to see if there is a change
and make a list of modified files and get those files
from remote repository.

Manually checking all these files for similarity and
download those one by one is not possible.

So, a web application to automate the normal
process of scanning source code via SonarQube
while also including the proposed methodology
would be a apt solution.

The application takes a url from the compare page
of the GitLab and gives a url of the scanned project
after processing these steps programmatically.

The  Application uses Java, Jersey and
Tomcat(server) to achieve all these above
mentioned steps.

How to use the application?
To get the required url,

1. Go to the GitLab project HomePage, Choose
‘Compare’ under 'Repository' from the sidebar(Left
Panel).

2. Then Choose your base branch/tag/commit-hash
in the target dropdown and developer
branch/tag/commit-hash in the source dropdown
and hit ‘Compare".

3. After the result shows up in a few seconds, just
copy the URL of that page and paste it in the web
portal form.

4. You'll get the link to the analysis results in a few
minutes.

General Layout

Get modified

. files
Get input URL
'
Createand Configre Repeat the above four
| ; Steps(Dev Branch)
1 properties file D
Extract project
details
Startthe scan Provide the
! scanned URL
Makemodified | |
files list J
Delete Files ———
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