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Abstract: In the current digital space, the security of sensitive information, such as passwords and private data, is of
high importance. Traditional hashing methods might not adequately address data privacy concerns or vulnerabilities
created due to weak passwords. Tokenization methods are utilized in natural language processing (NLP). This paper
introduces a method called “TokEncryption” to utilize tokens for one-way encryption of text called hashing. A
tokenizer is used to generate tokens for an input text, which are utilized to encrypt the text to create secure encrypted
text. Different characters of the text are encrypted using distinct tokens to ensure a variation in encryption patterns
throughout the resultant text. The process enhances data security and privacy using an unconventional approach that
makes it secure from attackers attempting to reconstruct the text. The system can be used in addition to the existing
encryption approaches. The results show a successful encryption of text. Weak passwords are successfully encrypted
to create strong passwords with multiple types of characters, including alphabets, numbers, and special characters. The
code is available at github.com/Pro-GenAl/TokEncryption.

Keywords: data privacy, data security, data encryption, natural language processing (NLP), tokenization,
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. INTRODUCTION

In the digital world, the protection of sensitive data, including passwords and answers to security questions, is
crucial to ensure data privacy and security [1], [2], [3]. Current encryption methods are proven to be robust in most
cases [4], [5], [6]. However, the methods often fail to adequately protect the users with weak passwords or common
passwords, leaving the accounts vulnerable to attacks [7], [8], [9]. Existing methods might not be sufficient to secure
sensitive personal information, such as answers to security questions, which need to be stored in a more secure method.
Data breaches have become common [10], [11].

A. Proposed system and its benefits

Tokenization methods are utilized in natural language processing (NLP) [12]. It is a method to convert redundant
parts of text into tokens, which are numbers representing the tokens. This paper proposes a method called
“TokEncryption” to leverage tokenization to enhance encryption. The method converts input text into tokens using
tokenization to get tokens, which are a list of numbers generated based on the input text. The aim of this method is to
make text secure before storage, to strengthen weak passwords, and to safeguard private data, ensuring data security
in the event of a data breach.

B. Use cases of the system

The system is useful in cases such as password authentication, in which the password should be stored securely.
Weak passwords can become stronger by utilizing this system. The system can be implemented in browsers to encrypt
the password before it gets transferred to the servers. The system can supplement the encryption methods that are
currently in use. The system can also be used for the validation of other values, such as security questions. The answers
to the security questions could not be stored directly due to privacy concerns. The system enables the storage of private
data in an encrypted method that makes it impossible to decode the text and reproduce it in its original form.
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C. Related work

Encryption methods such as AES [13], RSA [14], and DES [15] are adopted worldwide [16], [17]. Existing research
focuses on improving the algorithms [18], [19], [20]. However, they do not address the vulnerabilities caused by weak
passwords or common passwords. Hashing and salting are commonly used to protect sensitive text, such as passwords
and answers to security questions [21], [22], [23]. Multi-factor authentication (MFA) adds an additional layer of
security beyond passwords [24], [25], requiring users to verify their identity through a second method. Although this
improves security, it does not address the weaknesses of weak passwords or common passwords. The existing
approaches leave weak passwords, common passwords, and common answers vulnerable to attacks. Existing research
does not explore encrypting the text using tokens generated by a tokenizer in NLP. This paper covers the research gap
by utilizing the tokenization process to generate token numbers to encrypt the text.

. METHODS

A. Selecting and loading a tokenizer

Tokenizing a text requires a tokenizer. Tokenizers are commonly used in natural language processing (NLP) [12].
For this process, the tokenizer of the pre-trained model GPT-2 [26] is selected by considering its efficiency. The
tokenizer is loaded into the system for further utilization in the steps that follow.

B. Generating tokens from text

A variety of sample text values are written for the experiment. The selected tokenizer is used to convert each text
value into tokens. The tokenization process generates tokens based on redundant parts of the text, and the number of
token numbers returned would be lesser than the length of the text. The sample text values used for the experiment are
mentioned below.

TABLE I. SAMPLE TEXT VALUES AND THEIR LENGTH
Inde
Text Length of the
X text
1 Test string 11
12
’ gassword 1

3 password 8
4 abcdefghijkl 12
5 1234567890 10

A longer
6 string @ 23
12345

C. Generating secret values

Tokenized values are secured using a secret value for further enhanced security. A fixed secret number is added to
the number of tokens obtained from the last step to generate a secret value for each text. The secret value can be used
during encryption of each character of text in the steps that follow.

TABLE Il. EXAMPLE OF A SECRET VALUE
. Variable
Variable name
value
Fixed number 10
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Variable
value

Number of tokens 2
Final secret value 12

Variable name

D. Encryption of text

The text is transformed into an encrypted format using encryption. The encryption process of a character at each
index involves a method that applies a combination of the encoded character, the token at the selected index, and the
secret value calculated during the last step to generate an encrypted value for the character. Each resultant character is
then mapped to a readable ASCII character in the range of 33 to 126. The final characters are combined to create a
new text that is readable. The procedure is repeated for all the sample text values to allow analysis using comparison
with the original text. The tokens were cycled based on the position of each character to ensure that the encryption
pattern varied throughout the text, which ensured there was diversity in the types of characters even if the entered text
was insecure. The process ensures that each character gets transformed securely while preserving the integrity of the
original text.

E. Validating the encrypted text

This step resembles authenticating a password. The entered text is encrypted using the method used in the last step.
The encrypted text generated in this step is compared with the encrypted text generated in the last step. This ensures
the validation of the system to resemble a use case of password authentication.

—_— =
= Encryption\ Encrypted text
Text

— =&
Tokenizer List of tokens  Secret value

Fig. 1. Workflow of TokEncryption

RESULTS

A. Tokens generated from text

Tokens were successfully generated from each of the sample text values. Tokens are returned as a list of numbers.
Each sample text value, tokens generated, and the number of generated tokens are mentioned below.

TABLE Ill.  SAMPLE TEXT VALUES AND GENERATED TOKENS
Ind Text Tokens Number of
ex tokens
1 Teststring  [14402, 4731] 2
2 gasswordlz [28712, 10163] 2
3 password [28712] 1
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Ind Text Tokens Number of
ex tokens
4 abcdefghijk  [39305, 4299, 456, 2926, 5
| 41582]
5 123456789 [10163, 2231, 30924, 4
0 3829]
5 gring'ongg [32, 2392, 4731, 2488,
12345 17031, 2231]

B. Generated secret values

Secret values were successfully generated for each of the sample text values based on the number of tokens
generated from the text by adding it with the fixed secret number. Each sample text value and its secret value are

mentioned below.

TABLE IV.

C. Encrypted text

GENERATED SECRET VALUES FOR EACH TEXT VALUE

Inde Secret
X Text value
1 Teststring 12
) password12 12
3
3 password 11
4 abcdefghijkl 15
5 1234567890 14
A longer
6 string @ 16
12345

The text has been successfully encrypted by the system based on the secret values. Each sample text value and its

encrypted value are mentioned below.

TABLE V. ENCRYPTED TEXT

Inde Text Encrypted
X text
1 Test string 268@776’2
password1l2 'K*].Y)NEy
2
3 G
3 password &t))-%(w
. 0J-
4 abcdefghijkl bCtO2gHyT
5 1234567890 z 5s!d9w%”
A  longer 574,N:Y,EO
6 string @ TE](/:}P%I
12345 XNr
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D. Validating the encrypted text

Validation text has been successfully generated by encrypting each text value. The validation text generated from
the text matches the encrypted text for all the test cases. This successfully resembles authentication using a password
as the input.

TABLEVI.  VALIDATION RESULT

Ind Encrypted Validation Validati
Text on
ex text text
Success
1 Test string 268@776’2 268@776’2 Success
'W* 'W*
9 password1l2 'K*.Y)NEy 'K*].Y)NE SUCCESS
3 G yG
3 password &t))-%(w &t))-%(w  Success
0J- 0J-
4 abcdefghijkl bCtO2gHy  bCtO2gHy  Success
T T
“Bgl 0, “Bgl 0
5 1234567800 2 SOzl o

A  longer 574,N:Y,E0 574,N:Y,E
6 string @ TE](/:}P%l OTE](/:}P% Success
12345 XNr IXNr

V. DISCUSSION

The results demonstrate that the method can effectively encrypt text by generating diverse, secure characters from
the original text. Simple text with only lowercase letters or only numbers witnessed a diversity in types of characters
in the encrypted text by utilizing the system, even if only one token was generated from the original text. Diversity
ensures that even predictable patterns in the original text do not lead to predictable patterns in the encrypted text,
enhancing data security and privacy. However, the tokenization process consumes extra time and resources, potentially
impacting the system’s performance, especially when handling large volumes of requests in real-time applications that
require instant authentication. Scalability may be a concern, particularly when the system is required to authenticate
millions of passwords simultaneously. Improving the system’s scalability and efficiency will be essential for broader
adoption, particularly in high-demand environments.

V. CONCLUSION

TokEncryption presents a promising approach to the enhancement of data security and privacy by combining the
strengths of tokenization and encryption. Utilizing an NLP technique called tokenization offers an unexplored way to
secure and protect sensitive information. It complicates efforts by attackers by making it more complex to decode or
reconstruct the original text, enhancing data safety and privacy in events of data breaches. While the current
implementation of the method displayed effective results, there is a possibility for an improvement in speed, efficiency,
and scalability. Future research could include making this method more secure by increasing the complexity of the
process while maintaining speed and efficiency. Future research may explore increasing the length of encrypted text
to ensure further security. The system could be implemented using custom tokenizers that are more scalable than the
selected tokenizer. TokEncryption represents an unconventional approach to data privacy and security.
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