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Abstract - Traditional access control systems store user
roles in centralized databases, making them vulnerable to
hacking and insider attacks. Secure Auth uses blockchain-
based Role-Based Access Control (RBAC) to store user roles
securely on the blockchain. Smart contracts enforce access
rules, preventing unauthorized changes or privilege
escalations. This ensures tamper-proof, transparent, and
decentralized access control. Users can verify their roles
anytime, and only authorized actions are allowed. This
approach enhances security, transparency, and trust in
authentication systems.
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1. INTRODUCTION

Traditional access control systems are prone to attacks
due to centralized storage of user roles. Secure Auth
uses blockchain-based RBAC and smart contracts to
provide secure, transparent, and tamper-proof access
control. This approach prevents unauthorized access and
privilege escalation effectively.

2. Body of Paper

In traditional authentication systems, user credentials, roles,
and permissions are stored in centralized databases. While
widely adopted, this model is prone to critical vulnerabilities
such as unauthorized access, privilege escalation, insider
attacks, and data breaches. Malicious users can exploit
insecure backend logic or improperly managed access controls
to gain elevated privileges and perform unauthorized actions.
Furthermore, centralized Role-Based Access Control (RBAC)
systems are susceptible to tampering, as administrators or
attackers with elevated access can modify roles or
permissions, compromising system security.

Our project, Secure Auth, introduces a blockchain-based
RBAC system to prevent such attacks. By leveraging
Ethereum smart contracts, user roles and permissions are
stored in a tamper-proof and decentralized manner.
Authentication is done via MetaMask, which uses
cryptographic signatures instead of passwords. This not only
eliminates password-based vulnerabilities like phishing and
brute-force attacks but also ensures that control is enforced
strictly through immutable smart contract
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Furthermore, Secure Auth enhances data security by
integrating IPFS (Inter Planetary File System) to store
encrypted user data off-chain. Only the rightful user can
decrypt and access their data, ensuring privacy even if external
databases are compromised. This combination of blockchain,
smart contracts, and decentralized storage offers a transparent,
secure, and scalable solution to protect against unauthorized
access and privilege escalation.
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3. CONCLUSIONS

Our project prevents unauthorized access and privilege
escalation by using blockchain-based Role-Based Access
Control (RBAC). User roles are securely stored on the
Ethereum blockchain, and smart contracts enforce access
rules, ensuring tamper-proof and decentralized management.
By integrating MetaMask authentication, this system enhances
security, transparency, and trust, making access control more
reliable and resistant to attacks.
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