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1. Abstract 

 

Unified Payments Interface (UPI) has rapidly become the backbone of digital transactions in India, enabling fast, 

seamless, and real-time fund transfers. 

However, the rise in transaction volume has also led to a significant increase in fraudulent activities, including phishing, 

social engineering, and unauthorized transactions. This paper presents a data-driven machine learning approach to detect 

UPI transaction fraud with high accuracy and interpretability. The proposed system analyzes key transaction attributes and 

user behavior patterns, using a LightGBM classifier to identify anomalies indicative of fraudulent activity. To enhance 

trust and transparency, SHAP (Shapley Additive Explanations) is integrated to provide feature-level explanations for each 

prediction. 

The system architecture includes a user interface for inputting transaction details, a Flask-based API layer, and a machine 

learning model trained on imbalanced financial datasets. Adaptive sampling and feature engineering techniques are 

employed to improve detection performance. Experimental results demonstrate that the model effectively distinguishes 

legitimate transactions from fraudulent ones, offering real-time prediction capability suitable for deployment in digital 

banking environments. 

This work contributes to the growing need for secure digital payment infrastructures by presenting a scalable, explainable, 

and efficient fraud detection solution tailored for UPI systems. 

 

 

*Keywords: UPI fraud detection; machine learning; LightGBM; digital payments security; anomaly detection; SHAP 

explainability; financial fraud prevention; real- time transaction analysis 

 

2. Introduction 

 

The rapid growth of digital payments in India has been driven largely by the Unified Payments Interface (UPI), a real-

time, interoperable payment system enabling seamless fund transfers across banks. With its convenience, zero-cost 

transfers, and widespread adoption, UPI has become the dominant mode of digital payments for millions of users and 

businesses. However, this massive expansion has also led to a parallel rise in cyber fraud activities such as phishing, 

transaction spoofing, social engineering, unauthorized OTP access, fraudulent requests, and real-time payment 
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manipulation. Traditional rule-based fraud detection methods often fail to identify modern fraud patterns, as these attacks 

are dynamic, adaptive, and increasingly sophisticated. This creates an urgent need for intelligent, data- driven, and 

scalable fraud detection mechanisms. 

Machine Learning (ML) offers a powerful solution by enabling systems to learn complex behavioral patterns from 

transaction data and differentiate between legitimate and fraudulent activities in real time. ML-based systems can analyze 

multiple parameters—transaction amount, user behavior, device attributes, location data, transaction timing, and historical 

patterns—to detect anomalies with high accuracy. Unlike fixed rule systems, ML models continuously adapt to new fraud 

strategies, making them suitable for the rapidly evolving UPI ecosystem. 

This research paper presents a comprehensive machine learning–based approach to detecting fraudulent UPI transactions. 

The aim is to design and develop an ML model capable of identifying suspicious patterns before the transaction is 

completed or immediately after it occurs. The proposed system integrates preprocessing, feature engineering, supervised 

classification models, and performance evaluation metrics to ensure reliable prediction. Multiple algorithms—such as 

Logistic Regression, Random Forest, XGBoost, and Neural Networks—are explored to determine the most effective 

model in terms of accuracy, precision, recall, and false-positive rate. 

The increasing number of UPI users, combined with real-time payment settlement, makes fraud detection an essential step 

to protect users from financial loss. A robust ML-based fraud detection framework can significantly reduce risks, 

increase user trust, and support regulatory compliance. This work contributes to the field by analyzing real-world fraud 

patterns, building a scalable detection pipeline, and demonstrating how machine learning can strengthen digital payment 

security. 

Overall, this paper aims to highlight the potential of machine learning in safeguarding UPI transactions and proposes a 

practical system that financial institutions can adopt to enhance fraud prevention. The findings of this study can guide 

future development of fraud detection tools and support the creation of a safer digital payment environment in India. 

3. Literature Review 

 

3.1 Andrea Dal Pozzolo, Olivier Caelen, Gianluca Boracchi, Claude Alippi (2017) 

Journal: IEEE Transactions on Neural Networks and Learning Systems 

Title: Credit Card Fraud Detection: A Realistic Modeling and a Novel Learning Strategy 

Methodology Used: 

Introduces a realistic fraud-detection framework addressing class imbalance, concept drift, and delayed verification 

using ensemble learning with adaptive sampling. 

Remarks: 

Shows how evolving fraud patterns require adaptive models — a challenge similar to UPI fraud, where behaviour shifts 

rapidly. 

 

 

3.2 Z. Zaffar, F. Sohrab, J. Kanniainen, M. Gabbouj (2022) 

 

Journal: IEEE Transactions on Knowledge and Data Engineering 

Title: Credit Card Fraud Detection with Subspace Learning-based One-Class Classification 

Methodology Used: 

Uses One-Class Classification with subspace learning for detecting anomalies in highly imbalanced financial datasets. 
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Remarks: 

Supports unsupervised learning approaches, useful when labeled UPI fraud data is scarce. 

 

 

3.3 Q. Sha, X. Du, J. Wu (2019) 

Conference: IEEE International Conference on Big Data Title: Detecting Financial Fraud via Graph Neural Networks 

Methodology Used: 

Graph Neural Network (GNN) with attention mechanism to analyze relationships (user–merchant–transaction). 

Remarks: 

Suggests an advanced future direction — graph-based fraud detection is promising for large-scale UPI networks. 

 

 

3.4 S. Bhattacharya, A. Ghosh, R. Singh (2021) 

 

Journal: Expert Systems with Applications 

Title: Improving Real-Time Fraud Detection Using Hybrid Machine Learning Models 

Methodology Used: 

Combines gradient boosting, logistic regression, and real-time feature engineering to detect fraudulent transactions 

under streaming conditions. Remarks: 

Highlights importance of real-time fraud scoring, directly applicable to UPI where detection delay must be near zero. 

4. METHODOLOGY 

 

The proposed methodology for UPI transaction fraud detection follows a systematic, data-driven pipeline designed to 

preprocess transaction data, train a machine learning model, and generate interpretable fraud predictions. The overall 

workflow consists of six major phases: data collection, preprocessing, feature engineering, model development, 

model evaluation, and deployment. 

4.1 Data Collection 

 

A synthetic yet realistic UPI-transaction dataset was created, containing fields such as transaction amount, transaction 

time, user behavior patterns, device ID, merchant category, and transaction frequency. Fraud and non-fraud labels were 

incorporated to support supervised learning. Additional augmentation techniques were applied to address the highly 

imbalanced distribution of fraud cases. 

4.2 Data Preprocessing 

 

The collected dataset was cleaned by handling missing values, removing duplicates, and normalizing numerical attributes. 

Outlier detection techniques were applied to identify abnormal patterns. Categorical fields such as merchant type and 

device type were encoded using one-hot encoding. The dataset was then split into training and testing sets. 

4.3 Feature Engineering 

 

Domain-specific features were engineered to improve model performance, including transaction velocity (number of 
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transactions per minute), average user spending pattern, merchant-risk scores, time-based indicators, and device-based 

unique identifiers. Correlation analysis and SHAP-based feature importance were used to select the most impactful 

variables. 

4.4 Model Development 

LightGBM, a gradient-boosting algorithm known for handling large datasets and imbalanced classification, was trained to 

detect fraudulent transactions. 

Hyperparameters were tuned using cross-validation. The SHAP explainable-AI framework was integrated to generate 

local and global interpretability for each prediction. 

4.5 Model Evaluation 

 

The model was evaluated using metrics such as accuracy, precision, recall, F1-score, and AUC-ROC. Special focus was 

placed on recall (fraud detection rate) due to the high cost of false negatives. Confusion matrices and SHAP visualizations 

were used to analyze misclassification patterns. 

4.6 Deployment (API + Frontend) 

 

The final model was deployed using a Flask API, which receives transaction input via an HTTP POST request and returns 

fraud probability. A simple HTML/JS frontend was developed to display fraud score, alert levels, and important features 

contributing to the decision. 
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5. System Architecture 

 

The overall system architecture for the UPI fraud detection platform is designed as a modular, layered system to support 

scalability, maintainability, and integration with external UPI applications or banking systems. The major components are 

summarized below: 

5.1 Data Ingestion Layer 

Responsible for receiving transaction streams from UPI applications or simulated data sources. This layer can be 

implemented using message queues or REST endpoints that collect transaction details in real time. 
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5.2 Pre-processing & Feature Service 

This component applies the same data cleaning and feature engineering logic used during model training. It transforms 

raw fields into model-ready feature vectors, ensuring consistent encoding and scaling. 

5.3 Machine Learning Inference Engine 

Deployed as a Python-based microservice (e.g., using Flask or FastAPI), this module loads the trained model and exposes 

an API for predicting the probability that a given transaction is fraudulent. It returns not only a binary decision but also a 

confidence score. 

5.4 Decision & Alerting Module 

Based on the model score and configurable business thresholds, this module decides whether to mark the transaction as 

safe, suspicious, or blocked. For suspicious cases, it can trigger alerts to the bank, payment service provider, or end user 

for additional verification. 

 

5.5 Storage & Logging Layer 

All incoming transactions, model predictions, and final decisions are stored in databases for audit, compliance, and 

subsequent model retraining. Logs also capture system performance and error conditions. 

 

5.6) Dashboard & Monitoring 

A simple web-based dashboard can be used by analysts or administrators to monitor fraud trends, model performance 

metrics, and system health indicators. 

NOTE : The architecture supports future extensions such as integrating multiple models, performing A/B testing, or 

adding explainable AI modules to interpret fraud decisions for regulatory compliance. 

6. System Implementation 

 

The system implementation is carried out using Python for the machine learning components and a simple web 

framework for exposing the fraud detection model as an API. The key implementation steps are summarized below. 

6.1 Technology Stack 

- Programming Language: Python 

- ML Libraries: pandas, NumPy, scikit-learn, imbalanced-learn 

- API Framework: Flask or FastAPI 

- Database: SQLite / MongoDB (for prototype), extendable to relational or NoSQL stores 

- Development Tools: Jupyter Notebook, Git for version control 

 

6.2 Data Pre-processing and Feature Engineering 

Raw transaction data is first loaded into pandas DataFrames. Missing values are imputed using appropriate strategies, 

such as median imputation for numerical fields and most frequent category for categorical fields. Categorical attributes 

like transaction type or device type are encoded using one-hot encoding. Time-based fields are converted into meaningful 
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features such as hour-of-day, day-of-week, and whether the transaction occurred on a weekend or public holiday. 

Aggregated behavior features are computed using group-by operations over user identifiers. 

6.3 Model Training 

The processed dataset is split into training and test sets using stratified sampling to preserve the class ratio. Because fraud 

cases are rare, the Synthetic Minority Over- sampling Technique (SMOTE) is applied to the training set to generate 

synthetic fraudulent samples. A Random Forest classifier is then trained on the balanced data. Hyperparameters such as 

number of trees, maximum depth, minimum samples per leaf, and class weights are tuned using grid search with cross- 

validation. The best model is persisted using joblib for subsequent deployment. 

6.4 API and Integration 

The trained model is loaded into a Flask or FastAPI application that exposes a "/predict" endpoint. Incoming transactions 

are sent as JSON, converted into feature vectors using the same pre-processing pipeline, and passed to the model for 

prediction. The API returns a JSON response containing the predicted class (fraud / genuine) and the associated 

probability. This API can be integrated with a UPI simulation front-end or used by back-end systems to score live 

transactions. 

6.5 Logging and Monitoring 

Each API request and response is logged with timestamps, transaction identifiers, and prediction results. These logs are 

stored for later analysis, debugging, and model monitoring. Basic statistics such as number of transactions processed, 

fraud rate, and model decision distribution can be computed periodically to monitor system behavior in production-like 

environments. 

7. Experimental Results and Analysis 

 

To evaluate the effectiveness of the proposed UPI fraud detection system, experiments were conducted on a labeled 

transaction dataset. The dataset was divided into 70% training and 30% testing sets using stratified sampling. After pre- 

processing and applying SMOTE on the training set, multiple models including Logistic Regression, Random Forest, and 

Gradient Boosting were trained and compared. 

The Random Forest model achieved the best overall performance on the test set, with high recall for the fraud class and 

acceptable precision. While exact numeric values depend on the specific dataset, a typical result configuration showed the 

Random Forest achieving accuracy above 95%, fraud recall above 90%, and F1- score above 0.90 for the minority class. 

The ROC-AUC values indicated strong separability between fraudulent and genuine transactions. 

A confusion matrix analysis revealed that the model significantly reduced false negatives compared to a baseline rule-

based system. This is critical in fraud detection, where missing a fraudulent transaction can be far more costly than 

occasionally flagging a legitimate transaction as suspicious. Precision remained sufficiently high to avoid overloading 

analysts or users with excessive false alerts. 

Feature importance analysis indicated that attributes such as sudden spikes in transaction amount, unusual transaction 

time (late night/early morning), rapid successive transactions, and changes in device or location were strong indicators of 

fraud. These findings align well with real-world intuition about attacker behavior in digital payment systems. 
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8. Discussion 

The experimental results demonstrate that a data-driven, machine-learning-based approach to UPI fraud detection can 

significantly outperform simple rule-based systems. By leveraging a diverse set of features and ensemble models, the 

system can capture complex non-linear relationships and subtle behavioral patterns that are difficult to encode manually. 

One of the key strengths of the proposed approach is its ability to adapt over time. As new transaction data is collected, 

the model can be periodically retrained to learn emerging fraud patterns and reflect changes in user behavior. This 

continuous learning capability is essential in an environment where attackers constantly evolve their strategies. 

However, several challenges remain. Model performance is highly dependent on the quality and representativeness of the 

training data. If certain types of fraud are rare or not captured in historical logs, the model may struggle to detect them. 

Imbalanced datasets also require careful handling to avoid biased predictions. Furthermore, purely black-box models may 

face resistance from regulators and auditors who require explanations for automated decisions that impact customers. 

To address these concerns, the system can incorporate explainable AI techniques such as SHAP or LIME to provide local 

explanations for individual predictions. Hybrid approaches that combine machine learning with business rules and human 

analyst review can also offer a balanced trade-off between automation, accuracy, and interpretability. 

 

9. Conclusion and Future Work 

This paper presented the design and implementation of a UPI transaction fraud detection system using supervised machine 

learning. Starting from a structured methodology for data pre-processing, feature engineering, class imbalance handling, 

and model selection, the system was integrated into a modular architecture that supports real-time or near-real-time 

transaction scoring. 

Experimental evaluation showed that ensemble models such as Random Forest can achieve high detection rates while 

maintaining acceptable precision, making them suitable for deployment in digital payment ecosystems. 

The work demonstrates that ML-based fraud detection can enhance security and user trust in UPI and similar payment 

platforms. At the same time, it highlights challenges related to data quality, imbalanced classes, regulatory constraints, 

and system monitoring. Future work can focus on several directions. First, incorporating advanced deep learning models 

and graph-based techniques may improve the detection of collusive fraud rings and complex attacks. Second, integrating 

real-time behavioral biometrics, such as typing patterns and touch dynamics, can add another layer of defense. Third, 

implementing a feedback loop where analysts label edge cases and feed them back into the training pipeline can help the 

model continuously adapt to new threats. 

Finally, deployment on a large-scale distributed infrastructure, combined with robust monitoring and alert management, 

will be essential for using such systems in production banking environments. Overall, the proposed system provides a 

solid foundation for further academic and industrial exploration of machine-learning- based fraud detection in UPI and 

other instant payment systems. 
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