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ABSTRACT: Big data has created a strong demand for secure and efficient data retrieval in modern network
environments. Information-Centric Networking (ICN) enables data to be cached within the network, allowing users
to retrieve data from nearby cache locations instead of centralized servers. Although this improves performance and
reduces delay, it also introduces security threats such as malicious-request attacks and data-poisoning attacks.
Existing systems mainly provide authentication only between users and publishers and suffer from increased
authentication delay due to dependency on centralized certificate servers. To overcome these issues, this project
proposes a secure Data-Centric Authentication framework called DCAuth using the Suspension-Chain Model
(SCM). The proposed system integrates certificate collection with packet forwarding to establish secure
authentication among users, routers, publishers, and network entities without relying heavily on centralized servers.
The framework reduces authentication delay, prevents fake-data propagation, and improves secure big-data retrieval
in ICN environments. Experimental analysis shows that DC Auth enhances network security, reliability, and overall
performance compared to existing approaches.

KEYWORDS: Information-Centric Networking (ICN), Data-Centric Authentication, Big Data Retrieval,
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I. INTRODUCTION

In the modern digital world, billions of mobile devices, sensors, and smart systems continuously generate large
amounts of data. This rapid growth of information has introduced the concept of big data, which is characterized by
volume, variety, velocity, value, and complexity. Traditional Internet architecture relies mainly on centralized cloud
servers for data retrieval, resulting in network congestion, redundant traffic, and increased latency.

To overcome these limitations, Information-Centric Networking (ICN) and Named Data Networking (NDN)
architectures were introduced. In ICN, data is cached within the network at Intermediate Physical Entities (IPEs),
enabling users to retrieve information from nearby cache locations instead of distant servers. Although this improves
efficiency and reduces delay, it also introduces several security issues.

One of the major concerns in ICN is the occurrence of malicious-request attacks and data-poisoning attacks. Attackers
may impersonate legitimate users to flood requests or distribute fake data into network caches. Since cached data
spreads quickly across the network, fake data can severely impact system reliability and security.

To address these issues, this project proposes a secure authentication framework called DCAuth (Data-Centric
Authentication with Suspension Chain). The framework integrates trust establishment, certificate exchange, and
packet forwarding mechanisms to provide secure communication among users, routers, publishers, and network
entities.

II. LITERATURE SURVEY

Reeves, A., Shaghaghi, A., Krebs, S., & Ashenden, D. (2025) This study explores how digital data becomes a
legacy after death and highlights the lack of clear policies for managing posthumous data. It emphasizes the
importance of transparent and user-controlled systems for secure preservation and distribution of digital assets after
death.
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Amadeo, M. (2025) This paper explores the integration of Information-Centric Networking (ICN) with in-network
computing to improve data delivery, scalability, and security in modern communication systems. The study discusses
challenges such as service naming, compute reuse, and secure content distribution while proposing future research
directions for ICN-based architectures.

Atalay, T.O., et al. (2025) This research proposes a systematic security framework for Named Data Networking
(NDN) by embedding trust directly into the data rather than relying on external communication channels. The study
highlights the importance of data-centric security, fine-grained trust management, and secure communication in
future network ecosystems.

Menéndez, R., Munoz-Arcentales, A., Salvachua, J., Aparicio, C., Plaza, 1., & Huecas, G. (2025) This paper
introduces a next-generation authentication protocol for secure data spaces using decentralized identity verification
and self-sovereign identity principles. The proposed framework improves privacy, scalability, interoperability, and
secure interactions between participants in distributed digital environments.

1. METHODOLOGY

The core of the proposed system is a secure Data-Centric Authentication framework called DCAuth, which combines
certificate management, packet forwarding, and trust establishment in Information-Centric Networking (ICN). The
methodology focuses on providing secure communication, reducing authentication delay, and preventing
maliciousrequest and data-poisoning attacks during big-data retrieval.

Existing System Disadvantages

o Increased authentication delay due to centralized certificate access.

e Vulnerability to malicious-request attacks.

e Vulnerability to data-poisoning attacks.

e Lack of secure authentication among unpredictable network entities. High
dependency on centralized infrastructure.

Proposed System

The proposed system introduces a secure and efficient Data-Centric Authentication framework called DCAuth using
the Suspension-Chain Model (SCM) for secure big-data retrieval in Information-Centric Networking (ICN)
environments. The primary objective of the system is to provide secure communication and reliable authentication
among users, routers, publishers, and Intermediate Physical Entities (IPEs) during data transmission and retrieval.
Unlike traditional systems that rely heavily on centralized certificate servers, the proposed framework integrates
certificate collection with packet forwarding to establish trust dynamically and efficiently within the network.

The Suspension-Chain Model (SCM) combines Certificate Authority (CA)-based trust and neighbor-based trust to
create a secure authentication mechanism. Using this model, every network entity such as users, routers, and
publishers is verified through certificate chains before communication occurs. When a user requests data, the request
packet contains authentication certificates that are validated at each intermediate node before forwarding the request.
This process ensures that only authenticated users and trusted entities can participate in network communication.

Another important feature of the proposed framework is the reduction of authentication delay. Existing systems
depend on centralized servers for certificate verification, which increases latency and network overhead. In contrast,
DCAuth performs certificate verification directly within the network using neighboring trust relationships,
significantly reducing communication delay and improving overall network performance.

The proposed system also improves scalability and reliability in large-scale ICN environments. Since authentication
and trust management are distributed across network entities, the framework can efficiently support a large number
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of users and devices without creating excessive load on centralized infrastructure. The integration of secure packet
forwarding, certificate management, and trust establishment enhances the overall efficiency of big-data retrieval.
Overall, the proposed DCAuth framework provides secure data-centric authentication, efficient certificate
verification, reliable packet forwarding, and secure caching mechanisms in Information-Centric Networking
environments. The system ensures secure big-data retrieval while improving network security, reducing
authentication delay, and preventing unauthorized access and fake-data propagation.

Advantages:

e Secure in-network big-data retrieval.

Efficient certificate management.

Reduced latency and improved performance.

Enhanced trust management in ICN environments.
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The system architecture of the proposed project describes the interaction between users, routers, certificate
authorities, publishers, and the database during secure network data retrieval. The architecture is based on the
DCAuth mechanism and Suspension-Chain Model (SCM) to provide secure authentication and trusted
communication in the network.

Modules Explanation:
1.User Interface:

The user interface provides a simple platform for users, routers, publishers, and administrators to interact with the
system.

It includes login pages, dashboards, request forms, and data access controls for secure communication.

2.User Module:
This module allows users to register, login, and request data from the network securely.
Users can send requests and retrieve authenticated data from nearby cache locations.

3.Router Module:
The router module verifies certificates, forwards packets, and caches authenticated data.
It helps reduce network delay and prevents unauthorized packet forwarding.

4. Certificate Authority Module:
This module establishes trust among network entities by generating and validating certificates.
The CA manages authentication between users, routers, and publishers securely.

5.Publisher Module:
The publisher module is responsible for publishing original data into the network.
It responds to authenticated requests and distributes verified data to users.

6.Certificate Management:
This module manages certificate collection, verification, and suspension-chain generation. It
ensures secure authentication without depending heavily on centralized servers.

7.Data forwarding and caching:
This module handles secure packet forwarding and in-network caching of verified data.
/Only authenticated data is cached to prevent fake-data propagation.

8.Security & Authentication:
This module implements the DCAuth mechanism using the Suspension-Chain Model (SCM).
It prevents malicious-request attacks and data-poisoning attacks while ensuring secure big-data retrieval.

IV. IMPLEMENTATION

The implementation of “User Data-Centric Authentication for Network Data Retrieval” focuses on developing a
secure, reliable, and efficient system for authenticating users and protecting network data in Information-Centric
Networking (ICN) environments. The system is designed to ensure secure communication, certificate verification,
trusted packet forwarding, and efficient big-data retrieval using the DCAuth framework and Suspension-Chain Model
(SCM). The implementation integrates user authentication, certificate management, packet forwarding, secure
caching, and trust establishment into a unified and scalable platform.
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V. EXPERIMENTAL RESULTS
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Fig. Home Page
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Fig. Router Login Page
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VI. CONCLUSION

Our project “User Data-Centric Authentication for Network Data Retrieval” provides a secure and efficient
authentication framework for Information-Centric Networking (ICN) environments. The proposed DC Auth
mechanism uses the Suspension Chain Model (SCM) to establish secure communication among users, routers,
publishers, and network entities. The system effectively reduces authentication delay and prevents malicious-request
and data-poisoning attacks during big-data retrieval. By integrating certificate management, packet forwarding, and
secure caching, the framework improves network security, reliability, and scalability. The proposed solution supports
efficient in-network data retrieval while minimizing dependency on centralized servers. However, further
improvements can be made in areas such as advanced attack detection, large-scale deployment, and performance
optimization. Overall, DC Auth provides a strong foundation for future secure and scalable ICN-based
communication systems.

VII. FUTURE ENHANCEMENT

In further detail, the insiders cause slightly more bandwidth consumption than the outsiders. It is because around 10
data retrievals are tolerated to discover malicious-request insiders, and users need to retrieve and authenticate the
fake data in order to discover data-poisoning insiders. In contrast, the outsiders can be prevented by the first-hop
certificate checks from neighbors, as they do not have valid certificates. Therefore, we see that DCAuth achieves a
minimal additional delay without incurring additional certificate retrievals and its bandwidth consumption is
acceptable for performance while efficiently preventing malicious-request and data-poisoning attacks for in-network
big-data retrieval.
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