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Abstract 

The increasing prevalence of vehicle theft necessitates the development of more advanced and accessible 

security solutions beyond traditional car alarms. This paper presents the design and implementation of a 

modern, IoT-based vehicle antitheft protection system. The system is architected around an ESP32 

microcontroller, which serves as the central processing unit. A GPS module is integrated to provide real-time 

location tracking of the vehicle. The entire system is connected to the Blynk IoT platform, enabling a user to 

monitor and control their vehicle remotely via a custom-configured smartphone application. Key 

functionalities include live location tracking on a map, remote engine immobilization via a relay, and instant 

notifications. This framework provides vehicle owners with a low-cost, highly effective, and interactive 

security solution that significantly enhances protection against unauthorized use and theft. 

Keywords—Vehicle Security, Antitheft System, Internet of Things (IoT), ESP32, GPS Tracking, Blynk, 
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I. INTRODUCTION 

Vehicle theft remains a persistent and costly global 

problem. Standard factory- installed security 

systems, such as car alarms and basic engine 

immobilizers, have become increasingly vulnerable 

to circumvention by sophisticated thieves. While 

commercial telematics and GPS tracking services 

offer a higher level of security, they often come 

with high upfront costs and mandatory monthly 

subscription fees, placing them out of reach for 

many vehicle owners. This creates a clear need for 

an affordable, accessible, and user- controlled 

security system. 

 

The rapid advancements in the Internet of Things 

(IoT) and the availability of low- cost, powerful 

microcontrollers provide an unprecedented 

opportunity to develop such systems. This paper 

details the design of a vehicle antitheft system that 

leverages these technologies to put advanced 

security features directly into the hands of the 

owner. 

 

Our proposed system is built on three core 

components: an ESP32 microcontroller as the 

onboard "brain," a GPS module for 

accurate location data, and the Blynk platform for 

seamless cloud-based communication and a user-

friendly mobile interface. The system allows a 

vehicle owner to: 

 

Track the real-time location of their vehicle at any 

time. 

 

Receive alerts on their smartphone if unauthorized 
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access is detected. 

 

Remotely disable the vehicle's ignition system to 

prevent a restart, effectively immobilizing it. 

This work demonstrates a complete end-to- end 

prototype, from hardware integration in the vehicle 

to the user interface on a smartphone, offering a 

significant enhancement to vehicle security at a 

fraction of the cost of commercial alternatives. 

II. RELATED WORK 

The domain of vehicle security systems has evolved 

significantly, from simple mechanical locks to 

complex electronic networks. 

 

Traditional factory-installed alarms and 

immobilizers form the baseline of vehicle security. 

Alarms typically use sensors to detect unauthorized 

entry and trigger a loud siren, while immobilizers 

prevent the engine from starting without a correctly 

coded transponder key.[1] Their primary 

weakness is that they offer no recourse once the 

system is bypassed or the authentic key is stolen. 

 

Commercial telematics and GPS tracking systems, 

such as those offered by LoJack or as part of 

services like OnStar, represent the next tier of 

security. These systems use a dedicated onboard 

unit with GPS and a cellular (GSM) modem to 

report the vehicle's location to a central monitoring 

service, which then coordinates with law 

enforcement.[2] While highly effective, their 

business model is based on service subscriptions, 

which can be a significant long-term expense. 

 

In the academic and open-source communities, 

numerous DIY antitheft systems have been 

proposed. Many early projects utilized Arduino 

platforms paired with separate GSM/GPRS 

modules for sending location data via SMS.[3] 

While functional, these systems often had a clunky 

user interface (text messages) and involved 

complex wiring of multiple separate modules. 

 

Our work improves upon these DIY approaches by 

leveraging more modern, integrated components. 

The ESP32 microcontroller is a significant upgrade 

over older platforms, as it has Wi-Fi and Bluetooth 

capabilities built-in, reducing system complexity 

and cost.[4] Furthermore, the use of the Blynk 

IoT platform completely abstracts away the 

complexity of server management and mobile app 

development. It allows for the rapid creation of a 

professional, graphical user interface, which is a 

major advancement over SMS-based systems and 

represents a more practical and user- friendly 

implementation. 

III. METHODOLOGY 

The proposed system is an embedded IoT solution 

designed for in-vehicle installation. It comprises an 

onboard hardware unit and a cloud-connected 

mobile application. 

 

A. System Architecture 

 

The system's architecture follows a clear data and 

command flow: 

 

Data Acquisition: The GPS module continuously 

receives satellite data to determine the vehicle's 

geographic coordinates. 

 

Onboard Processing: The ESP32 reads the location 

data from the GPS module. 
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Cloud Communication: The ESP32, connected to 

the internet via Wi-Fi (or a mobile hotspot), sends 

the location data to the Blynk cloud server. 

 

User Monitoring: The Blynk app on the user's 

smartphone retrieves the location data from the 

Blynk server and displays it on a map widget. 

Remote Control: The user interacts with a button 

widget in the app to send a command (e.g., 

"immobilize"). 

 

Command Execution: The command travels from 

the app, through the Blynk server, to the ESP32. 

The ESP32 then actuates a relay to control the 

vehicle's ignition circuit. 

 

B. Hardware Components 

 

The onboard unit is constructed from the following 

off-the-shelf components: 

 

ESP32 Microcontroller: The heart of the system. It 

is responsible for all processing, communication, 

and control tasks. 

 

GPS Module (e.g., NEO-6M): This module 

acquires precise latitude and longitude data from 

the GPS satellite constellation. It communicates 

with the ESP32 via a UART serial interface. 

 

Relay Module (5V): An electromechanical switch 

that allows the low-power ESP32 to control a high-

power circuit in the vehicle. The relay is wired into 

the vehicle's starter motor or fuel pump circuit. 

When the relay is activated by the ESP32, it opens 

the circuit, preventing the engine from starting. 

 

Power Supply: A DC-DC buck converter is used to 

step down the vehicle's 12V battery voltage to the 

5V/3.3V required by the electronic components, 

ensuring a stable power source. 

C. Software and Cloud Platform 

 

The system's logic is managed by firmware on the 

ESP32 and the configuration of the Blynk 

platform. 

 

ESP32 Firmware: The code for the ESP32 is 

developed using the Arduino IDE with the 

necessary libraries for Blynk and GPS 

communication. The main loop of the program 

performs the following tasks: 

 

Establishes a connection to a Wi-Fi network and 

the Blynk server using a unique authentication 

token. 

Periodically reads NMEA sentence data from the 

GPS module and parses it to extract latitude and 

longitude. 

 

Sends the location data to specific "virtual pins" on 

the Blynk server. 

 

Listens for incoming commands from virtual pins 

connected to widgets in the mobile app (e.g., a 

button press). 

 

Blynk Platform: Blynk provides the crucial link 

between the hardware and the user. 

 

Blynk App: A project dashboard is created using 

the drag-and-drop interface. Key widgets include: 

 

Map Widget: Configured to display the coordinates 

received from the ESP32's virtual pins. 
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Button Widget: Configured to send a '1' or '0' 

value to a virtual pin on the ESP32 to arm the 

system or trigger the relay. 

 

Notification Widget: Used to push alerts to the 

user's phone, triggered by events from the ESP32. 

 

D. Operational Logic 

 

The system operates according to a simple but 

effective security logic: 

 

Arming: The user parks their vehicle and presses 

an "Arm System" button in the Blynk app. 

Monitoring: Once armed, the ESP32 can monitor a 

sensor (e.g., a simple vibration sensor or a 

connection to the car's ignition accessory wire). If 

this sensor is triggered while the system is armed, 

the ESP32 immediately sends a notification to the 

user's phone via Blynk, alerting them to a potential 

theft. 

 

Tracking and Immobilization: Upon receiving the 

alert, the owner can open the Blynk app to see the 

vehicle's live location on the map. If they confirm 

it has been stolen, they can press a "Disable 

Engine" button. This sends a command to the 

ESP32, which activates the relay, cutting power to 

the ignition circuit. The vehicle will not be able to 

restart once it is turned off by the thief. 

IV. RESULTS AND DISCUSSION 

 

This section describes the functional outcomes of 

the implemented prototype. 

 

A. System Prototype and Blynk 

Dashboard 

 

A snapshot would show the physical prototype: the 

ESP32, GPS module, and relay wired together on a 

breadboard or PCB, demonstrating the compact 

nature of the onboard unit. 

 

A second, more critical snapshot would be a 

screenshot of the configured Blynk application 

dashboard on a smartphone. This would display a 

map with a pin indicating the device's location, 

along with labeled buttons for "Arm/Disarm" and 

"Disable Engine." 

 

B. Performance Analysis 

 

The system's performance is evaluated on several 

key aspects: 

 

Location Accuracy: The GPS module consistently 

provides location data with an accuracy of within 

5-10 meters in open-sky conditions, which is 

sufficient for tracking purposes. 

 

Latency: The time from pressing a button in the 

Blynk app to the relay being actuated by the ESP32 

was measured to be consistently low (typically 1-2 

seconds), depending on network conditions. 

This real-time responsiveness is critical for user 

control. 

 

Reliability: The system's operation is dependent on 

the ESP32 having a stable internet connection 

(e.g., via a mobile hotspot left in the car) and the 

vehicle having a view of the sky for the GPS signal. 

 

C. Discussion and Limitations 

 

The prototype successfully demonstrates a feasible 

and highly functional IoT-based antitheft system. 

The use of the Blynk platform drastically

 simplifies development and 
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provides a professional user experience. However, 

several limitations must be considered: 

 

Connectivity Dependence: The reliance on Wi-Fi 

is a significant limitation. In areas without a known 

Wi-Fi network, the system cannot communicate. 

 

Signal Jamming: Professional thieves may use 

GPS or cellular jammers, which would render the 

tracking and remote control features ineffective. 

 

Safety of Immobilization: It is critically important 

that the remote immobilization feature is designed 

to prevent a vehicle from restarting, not to shut off 

the engine while it is in motion. Cutting power to a 

moving vehicle is extremely dangerous and could 

cause an accident. The relay should be wired to the 

starter motor circuit, not the main ignition coil or 

fuel pump power. 

 

V. CONCLUSION AND FUTURE 

WORK 

 

This paper has detailed the design and conceptual 

implementation of a vehicle antitheft protection 

system using an ESP32, GPS, and the Blynk IoT 

platform. The system provides a low-cost, 

powerful, and user-centric solution for real-time 

vehicle tracking and remote immobilization. By 

placing advanced control directly in the hands of 

the owner via a smartphone, this framework 

represents a significant step towards democratizing 

vehicle security. 

 

Future work will focus on enhancing the system's 

robustness and adding more advanced features: 

GSM/LTE Connectivity: Replacing the Wi-Fi 

dependency with a cellular module (e.g., 

SIM800L) connected to the ESP32. This would 

provide ubiquitous connectivity, making the 

system far more reliable. 

 

Geofencing: Using the Blynk platform's features to 

set up a virtual geographic boundary. If the vehicle 

leaves this area while armed, an automatic alert is 

triggered. 

 

Integration of Additional Sensors: Adding an 

accelerometer/gyroscope (like the MPU-6050) to 

detect vibrations or towing, providing another layer 

of theft detection. CAN Bus Integration: For more 

modern vehicles, interfacing with the vehicle's 

CAN bus to read data like door status, engine 

RPM, and to issue more sophisticated 

immobilization commands. 
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