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Abstract— There is a huge surge in the short video clips with 

introduction of many applications, and this has also increased 

the issue of video tampering. Also, there are many tools easily 

accessible for video editing. This raises the need to providing a. 

method for proving the authenticity of any provided video. This 

paper proposes the method to detect the tampered frames and 

regions of a given video. 
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I. INTRODUCTION 

With easy-to-use video editing tools available in hands of 
a user it is easier to tamper any video. Also, with the use of 
machine learning models the attacker can add new frames or 
objects in the video that can be harder for a human to decide. 
So, developing a robust method to detect the tampered region 
of the video can be a major use during copyright 
investigations. 

This paper proposes the methods to implement the hashing 
algorithm on each frame of a video and to detect the forged 
frames in the video and highlighting the tampered region in 
the frame as well. As for every different value a unique hash 
can be generated this algorithm can provides robustness and 
accuracy for the given task. 

 
II. RELATED WORK 

Every mobile or any digital device user come across video 
in any medium and for an organization dealing with 
copyrights or digital investigation it is an important part of the 
process to detect the tampering in a video. In past years many 
methods have been proposed for the same. These methods can 
be divided into two categories: frame-based hashing and 
spatio-temporal based hashing respectively. In [1] the authors 
have proposed the algorithm which used the centroid of 
gradient orientations (CGO) where the video is loosely 
compressed which makes it robust to noise but it is limited in 
certain aspects. In the other work submitted by [2] used a 
method to extract a rotation-invariant hash based on Radial 
hASHing (RASH) algorithm. The latter method is more robust 
and can generate a better feature vector for tampering 
detection. 

 
 

III. PROPSED WORK 

The Figure 1 shows the process to detect the tampered part 
to the image and the flow of logic on a higher level. 

 

 

 

 

Figure 1: Proposed Algorithm 
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The proposed method can be further divided into sub-parts; 

Generate frames, Create hash of frames and detect tampered 
frame, evaluate tampered frame and highlight forged region, 

compress frames back to video respectively. 

A. Generate Frames 

First the original and targeted video have been processed and 

as per the user’s configuration frames are generated for each 

second. Ideally for this experiment the frames rate per second 
is kept at 30. 

 

Figure 2- Frames Generated 

As per shown in figure-2 each image is generate and stored 

in “.tiff” format. Here “.jpeg” proved not useful due to use of 

lossy compression which leads into information loss during 

generation of remaking video from frames. 

B. Create hashes for frames and detect tampered frame 

 

Figure 3 Hash values for the tiles 

 

So, when for both source and target video frames are 

generated and then taken to generate hash values of each 

frame. MD5 algorithm is used for generating a 128-bit hash 

values of each frame. These hash values are further mapped 

with their counter parts (i.e., source-frame mapped with 

target-frame). By comparing the hash value, the tampered 

frames can be detected. 

 
C. Evaluate tampered frame and highlight forged region 

When the tampered frames are detected the images and again 

decomposed into small tiles. These tiles are generated for 

both source and target frame. 
 

Figure 4 Frame tiles 
 

As shown in figure 3, the frame is decomposed again into 25 

tiles with “.png” format. These frames are again processed to 
generate hash values with MD5 algorithm. The hash values 

generated are compared to detect the forged region of the 

frame. 

 
When different hash values are detected, that particular tiles 

is then taken for adding border for user are a result of the 
analysis. 

 

Figure 5 Updated frame after analysis 

 

The tiles are stitched back to form the original frame back 
with addition information embedded into the image. The 
figure 4 demonstrates the updated frame with highlighted 
tempered region. 

 
D. Compress frames back to vedio 

After analyzing the tampered frames and the detecting the 
tampered part of each image these frames are again 

compressed back into video. 

 

The target frames are taken and the frames rates per second 

mentioned by the user’s configurations are taken and a 

“.mkv” video format file is generated. 
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IV. EXPERIMENT RESULTS 

This algorithm was given 4 different video inputs with have 

a different scenario of with tampering like color correction, 
adding new object, removing an object and duplication of 

object among the video. Among this dataset some tampered 

regions are human interpretable, but many regions were not 

interpreted so this makes a base of comparison and use case 

for the proposed method. The algorithm managed to detect all 

the tampered regions during experiments thus have a recall 

rate of 100%. 

V. CONCLUSION 

The hashing method can some time proves to be a costlier 
algorithm as it can take more compute cost when compared 

to other methods proposed. This scenario would likely to 
happen when the frames generated are of higher resolution 

thus resulting in longer processing time for generating results. 

But on the other side the algorithm is robust to any tampering 

method usually used by an attacker. 
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