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Abstract: The expansion of digital payment
ecosystems has intensified the need for effective fraud
detection mechanisms capable of identifying

increasingly complex fraudulent behaviours. This
research introduces a comprehensive fraud detection
framework for severely imbalanced transaction
datasets containing 6,362,620 records, including only
8,213  fraudulent transactions (0.1291%). The
preprocessing  workflow included data quality
assessment, categorical transformation, normalization,
and the generation of informative predictive features.
Additional features such as balance differences,
transaction amount ratios, and zero-balance indicators
were created to improve fraud pattern identification.
Stratified partitioning was adopted to preserve class
distributions, while oversampling techniques were
utilized to improve minority-class representation
during training. A broad range

approaches, spanning conventional

ensemble methods, neural architectures, and attention-

of predictive
algorithms,

based models, were comparatively analysed. It has
been found that Ensemble and boosting models
outperformed other approaches. The proposed Voting
Ensemble + SMOTE model recorded an accuracy
score 0.999953, precision 0.96641, recall 0.99817, F1-
score 0.98204, ROC-AUC 0.99986, and PR-AUC
0.99873, demonstrating its effectiveness for reliable
financial fraud detection with minimal false alerts.

Keywords: Financial Fraud Detection, Ensemble
Learning, Voting Ensemble, Class Imbalance, Feature
Engineering, Fraud Analytics, Transaction Data, ROC-

AUC, PR-AUC, Imbalanced Classification.

L INTRODUCTION

Digital financial services have expanded considerably
due to the widespread adoption of electronic payment
technologies with digital banking, mobile payment
systems, electronic fund transfer (eFT) systems, and
the online delivery of financial services contributing to
an improved accessibility, convenience, and efficiency
of transactions [1]. Although digitalization improves
efficiency, it has also introduced new vulnerabilities
that can be exploited for fraudulent purposes such as
the unauthorized transfer of funds, identity theft,
account compromise, transaction manipulation, and
money laundering [2]. Manual fraud monitoring has
become impossible with financial institutions handling
millions of transactions a day, and there is a huge need
for intelligent and automated fraudulent activity
detection model to be in place. The datasets of
monetary transaction are very skewed and make
financial fraud detection difficult. In real world
financial environment, the number of fraudulent
transactions is a small proportion of the total
transactions [3]. Traditional fraud detection methods
are mostly based on pre-set rules or threshold-based
detection systems. These tools are good at detecting
known suspicious activity, but not so good at catching
emerging trends or advanced fraud techniques [4].
With recent developments in machine learning (ML)
and deep learning (DL), these methodologies have
shown great promise for uncovering hidden patterns
within  transactions, learning intricate feature
relationships, and identifying anomalous activities
from large-scale financial datasets [5]. These smart
techniques help to analyse characteristics of
transactions, including changes in account balance,
transaction type and temporal behaviour, increasing the
effectiveness of the fraud detection process [6]. To
solve the issue of financial fraud detection, a holistic
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framework for intelligent fraud detection in financial
transactions using machine learning techniques is
proposed in this work. It includes data preprocessing,
feature engineering, class imbalance treatment and a
performance-based comparison of various machine
learning algorithms. This preprocessing phase involves
missing data analysis, duplicate record wvalidation,
encoding of categorical data, attribute scaling, and
elimination of uninformative attributes. Moreover,
some characteristics of the domains are generated, such
as: difference of balance, ratio of transaction amount,
zero-balance indicators and measures of balance errors,
which are used to improve the discriminative power of
predictive models.

II. RELATED WORK

Fraud detection is a topic that has received much
discussion recently, and machine learning is the
answer, as it can automatically detect patterns and
anomalies in fraudulent transactions. Ensemble
learning techniques can enhance the stability of the
prediction by using multiple models, and deep learning
techniques can learn complex nonlinear relationship
from the large-scale transaction data. Also, hybrid deep
learning architectures have proved to be more efficient
in fraud detection, as they increase the sensitivity and
minimize missed fraud cases. Ahmed et al. [1] pointed
out that the merits of ensemble learning can be used to
improve the fraud classification performance with the
help of better precision and recall. To achieve better
identification of rare fraudulent events in highly
disproportionate datasets, Akouhar et al. [2] introduced
a Kolmogorov—Arnold network with dynamic
oversampling. Almusallam and Qayyum [5] presented
a hybrid ensemble learning approach that combines
feature selection and clustering techniques for real-
time fraud detection. Gupta et al. [7] proposed a
stacking ensemble model with feature selection which
showed better predictive performance in credit card
fraud detection. According to Ould-Slimane and Cedric
[8] machine learning models have been shown to be
more effective than traditional rule-based systems at
banking fraud detection. Given that labelled fraud data
are scarce, Karnavou et al. [9] investigated
unsupervised learning methods for suspicious banking
transactions detection. There are also some promising

results from deep learning techniques. In their review,
Chen et al. [10] elaborated on the recent progress of
deep learning for fraud detection and pointed out data
imbalance and model interpretability as two
challenges. To tackle class imbalance and overfitting
problems, EL Hachimi et al. [11] used LSTM networks
for detecting fraud in credit card. Fanai, and
Abbasimehr [12] came up with an Autoencoder-based
framework to model informative transaction
that could be fraud
classification. The focus has been on hybrid and
advanced learning models. To model both sequential
and structured financial data, Chen et al. [13] merged
the LSTM and Multilayer Perceptron models. Du et al.
[14] proposed a heterogeneous graph learning
approach to detect unknown fraud patterns and Kim et
al. [15] showed that the integration of ensemble
learning with deep learning could greatly improve
fraud detection performances. While significant
success has been obtained in previous studies, issues of
high-class imbalance, feature representation, model
generalization, and false alarm reduction still exist. As
a result, it is essential to have a comprehensive

representations used for

framework that incorporates effective preprocessing,
feature engineering, class balancing, and evaluation of
multiple predictive models to ensure financial fraud
detection with a high degree of reliability.

II1. PROPOSED METHODOLOGY

The methodology goes through several steps including
data collection, data preprocessing, feature scaling, and
applied classifiers.

Dataset financial

transaction data set with more than 6.3 million

Description: A large-scale

transactions, comprising of both legitimate and
fraudulent ones [16] is used in the study. The data
includes information like the transaction type, amount,
account numbers of the sender and receiver, pre-
transaction and post-transaction account balance
information, along with fraud-related labels. The target
is the isFraud binary classification variable which
assigns a 1 to fraudulent transactions and 0 to authentic
ones; isFlaggedFraud is the variable that designates the
transactions flagged by the existing rule-based
systems. The transaction type can be PAYMENT,
TRANSFER, CASH_IN, CASH OUT or DEBIT. The
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data set is extremely skewed, with fraudulent
transactions being a small percentage of the total data.
Thus, suitable class imbalance processing techniques
are needed to enhance detection of minority fraud
cases, and the performance of the model remains

stable.

Data Preprocessing: To enhance data quality, reduce
data leakage, transform data attributes to suitable
models for prediction and overcome the highly
imbalanced nature of the financial fraud data, data
preprocessing was performed. The initial data set had
6,362,620 transactions and 11 attributes. The target
variable is isFraud, which has two classes — legitimate
transactions (0) and fraudulent transactions (1). The
final features had 16 attributes after
preprocessing and feature engineering (Table 1).

matrix

Table 1: Preprocessing Details

Dataset Component Value
Original dataset shape 6,362,620 x 11
Target variable isFraud
Normal / Fraud transaction | 0/ 1

class

Final feature matrix shape 6,362,620 x 16

Before feature engineering and model development, a
missing value analysis was conducted on the dataset.
Apart from this, the duplicates, ensuring data
consistency and reliability were also checked. There
were no data quality concerns that were discovered.
Also, the sender and receiver account identifiers
nameOrig and nameDest were dropped as they signify
the origin or destination account identifier of the
transaction rather than general transaction behaviour
(Table 2). Keeping these characteristics may lead to
data leakage and thus cause the models to remember

| behaviour.

account-specific ~ patterns  rather than  fraud

characteristics of transactions.

Table 2: Removed Attributes

Removed Reason for Removal

Attribute

nameOrig Sender account identifier; may
introduce memorization and data
leakage.

nameDest Receiver account identifier; does not
contribute  to  generalized fraud

There was significant imbalance in the target variable
as seen in Table 3. Hence, the proportion of fraud was
just 0.1291% of the entire data set. The presence of
imbalance implies that accuracy alone will be
inadequate to measure fraud prediction models.

Table 3: Target class records before balancing

Number
Class | Meaning of Percentage
Records
Normal
0 ) 6,354,407 | 99.8709%
transaction
| Fraud 8213 0.1291%
transaction

Data was split into an 80:20 train-test split, stratified as
illustrated in Figure 1. Both subsets contained
transactions both genuine and fake and they were
preserved in their original distribution using
stratification.

Stratified Train-Test Distribution

5,083,596
== Normal (0)

Fraud (1}
1270881

6,570

1643

Training Set Testing Set

Figure 1: Stratified train-test distribution

The training data was used for model learning and
class imbalance treatment while the testing data was
not changed for model evaluation under the original
real-world class distribution.

Feature Scaling: The dataset was first examined for
missing values and duplicate records to ensure data
quality and consistency. The identifier-based attributes
nameOrig and nameDest were subsequently removed
because they do not contribute to generalized fraud
behavior and may introduce data leakage. To enhance
the discriminatory power of the predictive models,
several domain-specific features were engineered,
including balance diff orig, balance diff dest,
amount_to_oldbalance ratio,amount_to_newbalance r
atio,orig_zero balance after,dest zero balance before
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, error_balance orig, and error balance dest. These
features capture balance variations, transaction-to-
balance relationships, zero-balance conditions, and
inconsistencies in expected account balance updates,
thereby providing additional information for
distinguishing fraudulent transactions from legitimate
ones.Next,
through standardization to ensure comparable feature
scales including transaction amount and account
balances. To avoid data leakage, scaling parameters

continuous variables were normalized

were estimated exclusively from the training subset
and subsequently applied to unseen test samples.
Furthermore,  transaction demonstrated
substantial skewness, necessitating a transformation
process. Therefore, a logarithmic transformation,
log (1 + amount), was employed to improve feature
distribution and model learning efficiency and analysis,
as shown in Figure 2.

values

Log Transformed Transaction Amount Distribution
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Figure 2: Log-transformed transaction amount
distribution

Applied Classifiers: A comparative assessment was
done to examine the performance of models such as:
traditional machine learning, ensemble learning, deep
learning, hybrid deep learning, and transformer-based
models etc. Due to the substantial disparity between
legitimate and fraudulent records, only a very small
proportion of the total records, the Synthetic Minority
Oversampling Technique (SMOTE) were applied to
the training data to improve the representation of fraud
samples and reduce model bias toward legitimate
transactions.

This integration of various techniques such as
SMOTE-based balancing, traditional machine learning

algorithms, ensemble learning methods, deep learning
architectures, hybrid networks, and transformer-based
models allowed for a comprehensive assessment of the
fraud detection performance. This experimental
approach is highly flexible and is useful to find models
that can accurately detect fraud in high dimensional
financial transaction datasets with low false positive
predictions.

Algorithm 1 presents the pseudocode of the proposed
Voting Ensemble + SMOTE model for financial fraud
detection.

Algorithm 1: Voting Ensemble with SMOTE for
Financial Fraud Detection

Input: Financial transaction dataset D,

Output: Predicted class label Ypred for each transaction
1. Load the transaction dataset D.

2. Perform missing value analysis and duplicate record
checking, Remove identifier-based attributes

4. Generate engineered transactions from amount and
balance attributes.

5. Encode categorical transaction type using label
encoding.

6. Separate independent features X and target label Y.
7. Fit StandardScaler on the training data and
transform both training and testing data.

8. Apply SMOTE only on the training dataset to
balance the fraud class.

9. Initialize base classifiers: Random Forest, XGBoost,
LightGBM, CatBoost, and Extra Trees.

10. Train each base classifier using the balanced
training dataset.

11. Obtain fraud probability predictions from each
trained base classifier.

12. Compute the average fraud probability using the
soft voting equation.

13. Assign the final class label using the selected
decision threshold t.

14. Select the Voting Ensemble + SMOTE model as
the final proposed model.

Iv. RESULTS & DISCUSSION

The classification performance of all the fraud
detection models implemented is presented in this
section. The patterns were tested on the original test set
which had 1,272,524 transactions, 1,270,881 of which
were normal transactions and 1,643 were fraud
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transactions. Despite the reporting of accuracy, it is to  class detection measures to prevent misleading
be used in conjunction with the reporting of minority  conclusions.

Table 4: Overall classification performance of implemented fraud detection models

B F1- ROC- PR-
Model Accuracy | Precision | Recall score AUC AUC
Voting Ensemble 0.999953 | 0.96641 | 0.99817 | 0.98204 | 0.99986 | 0.99873
Random Forest 0.999948 | 0.96301 | 0.99817 | 0.98028 | 0.99938 | 0.99808
Stacking Ensemble 0.999945 | 0.96021 | 0.99878 | 0.97912 | 0.99986 | 0.99873
XGBoost 0.999944 | 0.96073 | 0.99757 | 0.9788 | 0.99984 | 0.99866
LightGBM + SMOTE 0.999943 | 0.96016 | 0.99757 | 0.97851 | 0.99982 | 0.99865
Bagging Decision Tree 0.999926 | 0.94795 | 0.99757 | 0.97212 | 0.99939 | 0.99715
CatBoost 0.99992 | 0.94358 | 0.99757 | 0.96982 | 0.99961 | 0.99871
Extra Trees 0.999815 | 0.87647 | 0.99757 | 0.93311 | 0.99938 | 0.99711
Decision Tree 0.999798 | 0.86628 | 0.99757 | 0.9273 | 0.99868 | 0.86417
AdaBoost 0.997621 | 035157 | 0.99757 | 0.51991 | 0.99889 | 0.9873
Naive Bayes 0.998357 | 038618 | 0.46257 | 0.42094 | 0.97157 | 0.31
KNN 0.995121 | 0.20211 | 0.94279 | 0.33287 | 0.97845 | 0.37939
fg:sr‘d CNN-GRU* - Focal | ) 904643 | 0.19652 | 0.96957 | 0.3268 | 0.99905 | 0.86023
Logistic Regression 0.994628 | 0.18577 | 0.93427 | 0.30991 | 0.99756 0.71427
Calibrated SVM 0.9943 0.17705 | 0.93609 | 0.29777 | 0.99636 | 0.70864
ANN + Focal Loss 0.993674 | 0.1693 | 0.99817 | 0.2895 | 0.99982 | 0.9592
fg:snd CNN-LSTM + Focal | 591970 | 013449 | 0.98844 | 023677 | 0.99922 | 0.89758
Autoencoder + Classifier 0.991628 | 0.12663 | 0.93001 | 0.2229 | 0.99766 | 0.80324
1D CNN + Focal Loss 0.9879 0.09566 | 0.99026 | 0.17447 | 0.99932 | 0.89862
Transformer + Focal Loss 0.98638 0.06773 0.74802 | 0.1242 0.97167 0.53265

The results of the ensemble learning models were the Confusion Matrix: Voting Ersermbie o SMOZE 1c6

best overall as seen in Table 4. Among the evaluated
approaches, the Voting Ensemble enhanced with  actuainomal N
oversampling achieved the strongest balance with an
accuracy 0.999953, precision 0.96641, recall 0.99817,
ROC-AUC 0.99986 and PR-AUC 0.99873. It shows
that the suggested voting ensemble the proposed
approach correctly classified almost all the fraud cases

1.2
1.0
0.8
0.6
0.4
Actual Fraud
0.2
&

Figure 3: Confusion matrix corresponding to the
proposed Voting Ensemble + SMOTE model

a “Dm\a\

M
vred\t‘e° f

with a relatively low false alarm rate.

pred e

According to the confusion matrix (as displayed in
Figure 3) experimental findings demonstrated that the
model successfully classified most of both legitimate
and fraudulent records. The confusion matrix revealed
that only 57 legitimate transactions were mistakenly
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classified as fraudulent, while merely 3 fraud cases
remained undetected. These findings demonstrate the
model's strong capability to identify fraudulent
activities while maintaining an exceptionally low false-
negative rate, which is critical for minimizing financial
losses.

The parameter-wise comparison shows that the Voting
Ensemble + SMOTE model achieved the best
accuracy, precision and F1-score. Stacking Ensemble +
SMOTE achieved the highest recall, but its precision
and Fl-score were slightly lower than the Voting
Ensemble as shown in Table 5. Therefore, the Voting
Ensemble + SMOTE model is considered the most
reliable model because it provides the best overall
balance across all important evaluation metrics. This
section presented the overall classification results and
of all
detection models. The experimental results indicate
that ensemble learning models outperformed
conventional machine learning algorithms, neural
network architectures, integrated deep learning
frameworks, and attention-driven transformer models.
The Voting Ensemble + SMOTE model achieved the
best overall performance and are selected as the

comparative analysis implemented fraud

proposed model for financial fraud detection.

Table 5: Best model according to each evaluation

parameter

Best Performing

Parameter Model Value
Voting  Ensemble +

Accuracy SMOTE 0.999953

.. Voting  Ensemble +

Precision SMOTE 0.96641
Stacking Ensemble +

Recall SMOTE 0.99878
Voting Ensemble +

F1-score SMOTE 0.98204
Voting  Ensemble +

ROC-AUC | SMOTE /  Stacking | 0.99986
Ensemble + SMOTE
Voting Ensemble +

PR-AUC SMOTE / Stacking | 0.99873
Ensemble + SMOTE

The Fl-score comparison highlights the superiority of

ensemble  models,  while  precision-recall-F1

comparison shows the balance achieved by the top-
performing models.

Fl-score Comparison of Implemented Models
Voting Ensemble + SMOTE
Randorm Forest + SHOTE
Stacking Ensemble + SHOTE
GBoost + SMOTE
LightGBM + SMOTE
Baqging Decision Tree + SMOTE
CatBoost + SMOTE
Extra Trees + SMOTE
Decisian Tree + SWOTE
AdaBoost + SMOTE
Naive Bayes + SMOTE
KNN + SMOTE
Hybrid CNN-GRI) + SMOTE + Facal Loss
Logistic Regression + SMOTE
Cafibrated SVM + SMOTE
AN + SMOTE + Focal Loss
Hybrid CNN-LSTM + SMOTE + Facal Loss
Autaencodsr + Classifier + SMOTE
1D CHN + SMOTE + Facal Loss
Transformer + SMOTE + Focal Loss

1] 02 04 06 08 10

Figure 4: F1-score comparison of all implemented
models

The Fl-score comparison of all developed fraud
detection algorithms is shown in Figure 4. The findings
demonstrate that when it comes to identifying
fraudulent transactions, ensemble and boosting-based
methods perform noticeably better than conventional
machine learning and deep learning models. Among all
Voting Ensemble + SMOTE
achieved the highest Fl-score, indicating the best
balance between precision and recall.

evaluated models,

Other ensemble-based methods also achieved near-
perfect F1-scores, demonstrating their strong capability
in handling highly imbalanced financial transaction
data. In contrast, traditional machine learning models
such as Naive Bayes, KNN, Logistic Regression, and
Calibrated SVM exhibited comparatively
performance. Similarly, deep learning and hybrid deep
learning models, including ANN, 1D CNN,
Transformer, Autoencoder + Classifier, CNN-LSTM,
and CNN-GRU, produced lower F1-scores despite the
use of SMOTE and Focal Loss. Overall, the results
indicate that ensemble learning techniques demonstrate

lower

superior capability in identifying intricate fraudulent
behaviours and maintaining a  well-balanced
combination of detection and false positive reduction,
making them highly suitable for large-scale financial
fraud detection applications
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V. CONCLUSION

Based on the very unbalanced nature of transaction
data and the increasing complexity of fraudulent
actions, financial fraud detection is still a challenging
area. This study proposed a comprehensive machine
learning-based fraud detection framework
incorporating transaction data preparation, feature
construction, and synthetic minority oversampling for
balancing, and
evaluation of multiple predictive models. A large-scale
financial transaction dataset containing more than 6.3

class  distribution comparative

million records was utilized to assess the effectiveness
of traditional machine learning, ensemble learning,
boosting, deep learning, hybrid deep learning, and
transformer-based approaches. When compared to
deep learning models and conventional machine
learning results

techniques, the experimental

demonstrated that ensemble learning techniques
performed the best across all evaluation metrics. The
overall performance showed that the proposed Voting
Ensemble + SMOTE approach achieved the best
overall performance. Confusion matrix analysis also
verified the efficacy of the model, in correctly
recognizing a high percentage of fraudulent
transactions with an acceptable false alarm rate. From
the results, it has been observed that the combination
of all engineered features, imbalance mitigation
strategies and ensemble modelling yields significant
enhancement in the fraud detection capability. The
proposed framework can help financial institutions to
their
financial losses and increase the security of financial
On-going could
developing real-time fraud detection algorithms, fraud

improve transaction monitoring, minimize

operations. research involve
analytics tools based on graphs, explainable Al
methods, and adaptive learning models that can
analyse evolving fraud trends in a dynamic financial

landscape.
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