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Abstract

# Pixel-Web3 Wallet is a hierarchical deterministic (HD) wallet designed for secure and decentralized asset
management across multiple blockchain networks, including Ethereum and Solana. Unlike traditional wallets that
depend on browser extensions or centralized servers, Pixel offers a web-based solution with user-controlled security
through locally stored seed phrases. This paper explores the wallet’s architecture, security framework, and innovative
features, such as real-time balance updates and flexible recovery options. Additionally, the research evaluates the
scalability of Pixel and its potential expansion to support more blockchain networks. By eliminating reliance on third-
party services, Pixel enhances accessibility while maintaining strong security, making it a promising solution for
blockchain enthusiasts, traders, and developers.
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Introduction: Pixel is a secure, hierarchical deterministic (HD) wallet created for managing and transacting with assets
across different blockchain networks directly from a web browser. Blockchain technology's decentralized nature and the
rise in popularity of cryptocurrencies have emphasized the need for secure and easy-to-use wallet solutions. Pixel fulfills
this requirement by offering support for Ethereum and Solana blockchains, allowing users to manage multiple addresses
and assets within one wallet. Unlike many wallets that require a browser extension or server dependency, Pixel is
entirely web-based, allowing users to access their wallets securely from any browser without additional installations.
The wallet’s focus on user-controlled seed phrases and secure local storage offers a more private, user-centric
experience, with added features such as real-time balance updates and flexible recovery options.

# Background: The rapid adoption of blockchain technology has led to an increasing demand for secure, user-friendly
cryptocurrency wallets. Many existing solutions, such as MetaMask (Ethereum) and Phantom (Solana), require browser
extensions or centralized servers, which introduce security risks and dependency on third-party services. These
traditional wallets store private keys or sensitive data in ways that may be vulnerable to phishing attacks, malware, or
server breaches.

To address these challenges, Pixel-Web3 Wallet provides a decentralized, multi-chain HD (Hierarchical Deterministic)
wallet that allows users to manage their blockchain assets securely within a web-based environment. Unlike
conventional wallets, Pixel does not rely on browser extensions or centralized storage; instead, it ensures user-controlled
security by managing seed phrases locally.

# Literature Review:
Existing blockchain wallets primarily fall into two categories:

1. Browser Extension Wallets — Popular solutions like MetaMask and Phantom provide convenient access but
require installation, making them susceptible to phishing and security vulnerabilities.

2. Centralized Web Wallets — Some wallets rely on third-party servers to manage user accounts, increasing the
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risk of data leaks and unauthorized access.

HD wallets have become a preferred choice in cryptocurrency security due to their deterministic key generation
mechanism. Research highlights that HD wallets improve security and usability by deriving multiple addresses from a
single seed phrase, reducing reliance on private key storage. However, most multi-chain wallets still rely on extensions
or centralized platforms, leaving a gap for a web-based, self- custodial alternative.

# Objectives: Develop a secure, multi-chain HD wallet Enable seamless asset management from any web browser

Provide user-controlled security with local seed phrase storage Ensure real-time balance updates without page reloads

# Significance: Pixel-Web3 Wallet introduces an innovative approach by integrating multi-chain support with a user-
friendly, decentralized web-based interface. By eliminating dependency on centralized services, it enhances both
accessibility and security, making it an ideal choice for blockchain users, developers, and traders. This project aims to
set a new standard for secure, extension-free cryptocurrency wallets while maintaining flexibility for future blockchain
integrations.

Methodology (Methods)
# Research Design

The development of Pixel-Web3 Wallet follows an applied research approach, integrating frontend, blockchain
interaction, and security mechanisms to create a decentralized web-based wallet.

< Development Methodology: Agile methodology, allowing iterative improvements based on feedback. =
Implementation Approach: Modular development focusing on multi-chain support (Ethereum &

Solana).

«: Security Considerations: User-controlled private keys, local storage for seed phrases, and encrypted transactions.
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- System Architecture

<z Here’s a block diagram representing the methodology used in building the Pixel-Web3 Wallet:

| Web Browser (UI) |

| (React.js + Tailwind) |

|
| v

|  Frontend Logic Layer |

| (avaScript/Vite) |

|
| v

| Blockchain Interaction Libraries |
| | 1 | |
| | ethers.js | | @solana/web3.js | |
| | (Ethereum) | | (Solana) | |
K | ! |
|

|
| v

| Key Generation & Signing |

| (HD Wallet Mechanism) |

| v

| Secure Local Storage Layer |

| (Encrypted Seed Phrases, Keys) |
| |

| v |
| Real-Time Balance Updates
| |
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System Architecture Diagram

A SYSTEM ARCHITECTURE DRAGRAM

'USER"\.

E

Eth Ethereu VéldALLETed

eraum reum| U $ suct -

Blockchain Blockchain| & Io'co?my Blockchain
- corviocted o — conviv tes- | on exieral servers —Bult cees

= bottectted
(® m -JS Transactuons 3

ﬁ & ors
& __._

ne om

Zdo%anar

Froncreum .

Connected - § IT} 0 =i  SOLANA
I ’ . SeedPhases n Oy R

o N Brouchon /

J__'i:' 7 . smny
&7~ via s | VITE e signed
. ‘.‘/--'

——e & Web33

5 T
«+-Bransactom -~ l ransactions . o
( .Bacer Ustiage: & >0 €C & 3‘“"399 arceced pecged  — —ae

LR N N IR,

g B»‘ nett to ateral retags Balnce Uptages

Transactions » A

SOLANA
on fe external

~~ to seves:

eGeITReTID - — Solawind/ Bochages

®

Figure 1: System Architecture of Pixel-Web3 Wallet showing interaction layers and blockchain integration components.

. Tools & Technologies Used
To develop Pixel-Web3 Wallet, the following technologies were utilized: == Frontend: React.js, Vite, Tailwind CSS (for a

fast, responsive Ul).
< Blockchain Interaction:

ethers.js (for Ethereum) @solana/web3.js (for Solana)

o Storage & Security:

Local Storage (for encrypted seed phrase management). Secure Hashing & Encryption (to protect private keys).

# Implementation Procedure

1. Research Phase:
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o Studied existing wallets (MetaMask, Phantom) and identified gaps. = Designed system architecture and security

model.

2. Development Phase:

< Built the frontend Ul using React.js and Tailwind CSS.
< Integrated blockchain libraries (ethers.js & @solana/web3.js). = Implemented secure seed phrase generation &
encryption.

3. Testing & Validation Phase:

o Conducted unit testing for transactions & key management.

«: Evaluated performance (transaction speed, Ul responsiveness). = Performed security audits to ensure seed phrase
safety.

# Data Analysis
< Transaction Performance: Measured time taken for Ethereum & Solana transactions. < Security Assessment:

Analyzed encryption strength and storage security.
o User Feedback: Gathered feedback from test users to improve usability.

Results

The Pixel-Web3 Wallet successfully enables users to generate and manage multiple blockchain addresses securely. It
provides real-time balance updates and eliminates the need for browser extensions. Initial testing indicates strong
security measures with no known vulnerabilities.
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Figure 2: System Architecture of Pixel-Web3 Wallet showing interac on layers and blockchain integra on
components.

Discussion

# Interpretation of Results

The project meets its core objectives by providing a fully web-based, multi-chain HD wallet. The implementation of
real-time balance updates enhances usability, while local seed phrase storage ensures user-controlled security.

#« Comparison with Existing Solutions

Compared to MetaMask and Phantom, Pixel offers similar security without requiring third-party installations. The
multi-chain support expands usability, making it a viable alternative for managing different blockchain assets.
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# Limitations

Currently supports only Ethereum and Solana No mobile version yet
User adoption depends on educating users about self-custodial wallets
« Future Implications

Future development will focus on integrating additional blockchain networks, improving mobile accessibility,
and enhancing security features.

& Output

HD wallet

Welcome to Pixel Secret Recovery Phrase

HD Wallet

Create a new wallet

Import Wallet

HD wallet HD Wallet

Secret Recovery Phrase Select Your Blockehain

# Etereum = talane
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HD Wallet
HD Wallet

Conclusion

« The Pixel-Web3 Wallet presents a forward-thinking solution for secure and decentralized management of digital
assets across multiple blockchain networks. By eliminating the reliance on browser extensions and centralized servers,
Pixel sets itself apart with a browser-based interface that upholds both user autonomy and robust encryption standards.
The implementation of AES-256 encryption, local storage of seed phrases, and real-time balance updates enhances both
security and user experience.

Compared to existing wallets like MetaMask and Phantom, Pixel delivers similar or improved functionality while
reducing the attack surface related to browser extensions. The support for Ethereum and Solana networks, paired with a
modular development approach, ensures a scalable foundation that can easily expand to accommodate additional chains.
Furthermore, the use of open-source blockchain libraries such as ethers.js and @solana/web3.js (Figure 1) ensures
transparent and community-verifiable interactions.

Despite current limitations—such as the absence of a mobile version and support limited to two blockchains—Pixel’s
architecture lays a strong groundwork for future enhancements. Planned upgrades include broader blockchain support,
mobile optimization, and the integration of biometric authentication.

In summary, Pixel-Web3 Wallet successfully combines decentralization, security, and usability in a web- native
environment, making it a compelling alternative for both novice users and experienced blockchain developers seeking a
more private, extension-free wallet experience. It demonstrates how user-centric design, when aligned with blockchain
principles, can drive the next generation of wallet infrastructure.
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