&gl \2$%

17 1ISREM

w22 International Journal of Scientific Research in Engineering and Management (IJSREM)
A Volume: 08 Issue: 03 | March - 2024 SJIF Rating: 8.176 ISSN: 2582-3930

WOMEN’S FRIEND FIGHTER USING IOT

Aditi Jadhav , Tanvi Gunda , Vaishnavi Ghode
E-mail: aditijadhav1407@gmail.com, gundatanvi3@gmail.com ,vaishnavighode158@gmail.com
Guide:-S..U Kawale

STES

SOU.VENUTAI CHAVAN POLYTECHNIC

ABSTRACT

The "loT Based Women Safety System using ESP8266" project offers a comprehensive and innovative
solutions to address the pressing issue of women's safety and security. It uses the powerful ESP8266
microcontroller, Blynk loT platform and various peripherals that provide real-time monitoring and help women
in potentially vulnerable situations. In situations where physical self-defense is required, a relay can be used to
activate a shock circuit to provide an additional layer of security. Additionally, the system includes an ESP32
camera that enables live video streaming that can serve as a deterrent and provide real-time evidence in an
emergency. The laser light, controlled via another relay, can be used for self-defense and deterrence purposes.
The entire system is connected to the Blynk 10T platform, which allows users to control and monitor the system
through a mobile application. With Blynk's user-friendly interface, users can easily send alerts, watch live
streams, and engage various defense mechanisms. This project is a reliable and effective solution for potentially
ensuring the safety and protection of women in dangerous situations.
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INTRODUCTION Working

"Using ESP8266 Internet of Things Women's Safety ' lardware components:
System" is a proposed technological innovation to

solve the pressing issue of women's safety and  Egpgoge Microcontroller: Acts as the central

security. It leverages modern advances N processing unit of the system, processing inputs
connectivity, sensors and real-time data processing  from sensors. user interface elements and
for a multifaceted approach to women's safety.

System functions, including emergency button, local
warning system, GPS position tracking, shock
circuit with relay, ESP32 live camera and laser light
with additional relay are seamlessly integrated into ~ Buzzer: Creates a sound alert for people nearby
the loT ecosystem to ensure system effectiveness in ~ when triggered.

real-world scenarios. This project is an important
step towards creating a safer environment for women
and empowering them to move forward with
confidence and freedom.

communication modules.

Emergency Button: Triggers an emergency signal
when pressed by the user.

Laser Light: Increases visibility and can be used to
signal or disorient attackers.

GPS module: Tracks the user's location and
transmits it to the cloud for remote monitoring.
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ESP32 Camera: Captures live video footage for
streaming and evidence gathering.

Battery powered: Ensures portability and continuous
system operation.

Software Features:

Emergency Warning System: Monitors button status
and initiates an alarm sequence when activated.

Local Alert Mechanism: Controls the activation of
the buzzer and other local alert devices for
immediate assistance.

Self-defense mechanism: Controls the activation of
the discharge circuit and laser light based on user
input or threat detection algorithms.

GPS Tracking and Communication: Collects GPS
data, sends it to the Blynk cloud platform for storage
and monitoring, and informs designated contacts in
an emergency.

Live Streaming: Configures the ESP32 camera to
stream live video to authorized users or cloud
storage platforms for real-time monitoring and
evidence gathering.
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Future Range:

1. Artificial Intelligence (Al) Integration:

* Incorporating artificial intelligence algorithms for
advanced threat detection, behavioral analysis and
decision-making capabilities.

* Implement machine learning models to personalize
system responses based on user preferences, past
interactions, and situational context.

2. Smart wearables:

* Develop wearable security devices with a discreet
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shape, such as smart jewelry or clothing with
security sensors and communication modules.

» Explore the integration of health monitoring
features such as heart rate monitoring and stress
detection to provide holistic support for women's
well-being.

3. Enhanced connectivity and interoperability:

* Integrate with smart city infrastructure and public
safety systems to enable seamless coordination with
emergency services, law enforcement and
community resources.

* Explore interoperability with other IoT devices
and platforms to increase situational awareness and
facilitate emergency response collaboration.

5. Community Engagement and
Empowerment:

* Implement features for community-driven safety
initiatives such as bulk incident reporting,
neighborhood watch networks, and peer support
groups.

* Foster partnerships with local organizations,
businesses and authorities to promote awareness,
education and advocacy for women's safety.

6. Global Availability and Localization:

» Adapt the security system to different cultural
contexts, languages and regulatory environments to
ensure its relevance and effectiveness in different
regions and communities.

* Explore low-cost, scalable deployment models to
make the safety system accessible to women in
resource-constrained settings and marginalized
populations.

7. Personal data protection and data security:

 Strengthen data protection measures to protect
user privacy, confidentiality and autonomy of
personal data collected by the security system.

* Implement encryption, anonymization and access
control to mitigate risks associated with
unauthorized access or misuse of sensitive data.
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8. Long-term impact assessment:

* Conduct long-term studies and impact assessments
to evaluate the long-term effectiveness of the
security system in reducing violence against women,
improving security outcomes and promoting
positive social change.

* Collaborate with researchers, policymakers, and
advocacy groups to disseminate findings, inform
evidence-based interventions, and advocate for

policy reforms to address systemic issues
contributing to women's safety.

Advantages

Application

1. Urban Environment: In densely populated urban
areas where women may face a higher risk of
harassment or assault, a security system can provide
an additional layer of protection during commuting,
outdoor activities or nightlife.

2. Workplaces and educational institutions:
Deploying a security system in workplaces,
campuses or educational institutions can increase the
safety and security of women, students and staff,
especially in environments with limited security
infrastructure or resources.

3. Public transport: Integrating a security system
into public transport networks such as buses, trains
or ride-sharing services can offer security and
assistance to women traveling alone, especially at
late hours or in unfamiliar areas.

4. Remote and Rural Areas: Extending the reach
of the security system to remote or rural areas where
access to emergency services may be limited. The
system can provide women living in these areas with
a reliable means of communication and assistance in
case of emergency.

5. Travel and tourism: Supporting female travelers
and tourists by equipping them with a security
system for safe movement in unknown destinations.
The system can help alleviate safety concerns and
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»  Immediate response

»  Authorization

»  Discreet protection

*  Real-time location tracking

«  Community involvement

»  Collection of evidence

*  Customization and flexibility
*  Peace of mind

*  Public awareness and prevention

provide peace of mind during solo trips or exploring
new cultures.

6. Community Safety Initiatives: Partnering with
community organizations, NGOs and interest
groups to implement a safety system as part of
broader initiatives to promote women's safety,
women's empowerment and gender equality. This
can include raising awareness, conducting training
workshops and promoting collaboration between
stakeholders to create safer communities for
women.

Result:

Reduce violence and harassment: Deter
perpetrators and empower women to feel safer.
Offer early help: Enable women to quickly call for
help in an emergency. Increase self-confidence:
Allow women to navigate their surroundings with
greater peace of mind.

Improve your reporting: Facilitate incident
documentation for better analysis and action. Foster
community engagement: Foster collaboration
toward a safer and more inclusive environment for
all.
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Conclusion

The Women's Safety System offers a comprehensive
approach to improving the safety and well-being of
women in a variety of environments, including urban
areas, workplaces, educational institutions and
public transport. Its multifaceted features, including
emergency alert mechanisms, self-defense tools,
GPS tracking, and live streaming capabilities,
provide women with a reliable means of protection
and assistance in an emergency.
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