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Abstract

Cross-site scripting (XSS) is an attack in which an attacker injects malicious executable scripts into the code
of a trusted application or website.With the increased use of the internet, web applications and websites are
becoming more and more common. cyber-attacks on web applications and websites are also increasing. Of all
the different types of cyber-attacks on web applications and websites, XSS (Cross-Site Scripting) attacks are
one of the mostcommon forms of attack. XSS attacks are a major problem in web security and ranked as
number two web application security risks in the OWASP (Open Web Application Security Project).
Traditional methods of defence against XSS attacks include hardware and software- based web application
firewalls, most of which are rule and signature-based. Rule-based and signature-based web application
firewalls can be bypassed by obfuscating the attack payloads. As such, rule-based and signature based web
application firewalls are not effective against detecting XSS attacks for payloads designed to bypass web
application firewalls. Thisproject aims to use Deep learning to detect XSS attacks using RFC in detecting
XSS attacksin web applications and websites.

Introduction Step 3: User click on the malicious link either
while visiting the website or accessing service

XSS attack is a subset of injection attack from web server.

wherein an attacker injects a malicious code

(also known as malicious payload) into the
contents of a legitimate and trusted websites
in order to gain accesscontrol of the viewer’s
system. XSS attack can be executed on any
vulnerable website be it the one written in
HTML code, JavaScript, VBScript, PHP,
etc.

Step 1: Attacker finds a vulnerable website
which allows the injection of untrusted
malicious code into its webpage.

Step 2: Attacker inserts malicious client-
side  JavaScript/ActiveX/VBScript/HTML
code on the web application. This code is
either sent to the victim’s web browser or
the web server depending upon the type of
XSS attack.
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Step 4: Attacker has access to private credentials
or details of the victim through vulnerable
website by bypassing the SOP (Same Origin
Policy).

XSS attacks occur when an attacker uses a web
application to send malicious code, generally in
the form of a browser side script, to a different
end user. Flaws that allow these attacks to
succeed are quitewidespread and occur anywhere
a web application uses input from a user within
the output it generates without validating or
encoding it. An attacker can use XSS to send a
malicious script to an unsuspecting user, the
malicious script can access any cookies, session
tokens, or other sensitive
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information retained by the browser and used
with that site. These scripts can even rewrite the
content of the HTML page.

Mathematical Modelling

The accuracy of an ML model is measuredbased
on TP (True Positive), TN (True Negative), FP
(False Positive), and FN (False Negative). TP is
the number of correctly classified positive
samples; TN negative is the number of correctly
classified negative samples; FP is the number of
samples that are incorrectly classified as positive
and FN is the number of samples that are
incorrectly classified asnegative. Concerning our
problem, TP is the number of samples correctly
classified as XSS attacks, and TN is the number
of samples correctly classified as benigninputs.

(TP+TN)
(TP +TN + FP + FN)

(1)

Accuracy =

( )

(2 Precision x Recall)
) (Preciston + Recall)

Metric Value

Precision 0.99

Recall 0.97

F1 Score

0.98
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Methods and Algorithms

Random Forest Classifier: The Random forest or
Random Decision Forest is a supervised Machine
Learning algorithm wused for classification,
regression, and other tasks using decision trees.
The Random forest classifier creates a set of
decision trees from a randomly selectedsubset of
the training set. It is basically a set of decision
tree(DT) from a randomly selected subset of the
training set and then it collects the votes from
different decision trees to decide the final
prediction.

Support  Vector Classifier: Support Vector
Machines (SVM) is a widely used supervised
learning method and it can be wused for
regression, classification, anomaly detection
problems. The SVM based classier is called the
SVC (Support
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Vector Classifier) and we can use it in
classification problems. It uses the C
regularization parameter to optimize the
margin in hyper-plane and it is also called C-
SVC. The goal of the SVM algorithm is to
create the best line or decision boundarythat
can segregate n dimensional space into
classes so that we can easily put the new
data point in the correct category in the
future. This best decision boundary is called
a hyper-plane. SVM chooses the extreme
points/vectors that help in creating the
hyper-plane. These extreme cases are called
as support vectors, and hence algorithm is
termed as Support Vector Machine.
Consider the below diagram in which there
are two different categories that are
classified using a decision boundary or
hyper-plane.

Logistic Regression: Logistic regression is
one of the most popular Machine Learning
algorithms, which comes under the
Supervised Learning technique. It is used for
predicting the categorical dependent variable
using a given set of independent variables.
Logistic regression predicts the output of a
categorical dependent variable. Therefore the
outcome must be a categorical or discrete
value. It can be either Yes or No, 0 or 1, true
or False, etc. but instead of giving the exact
value as 0 and 1, it gives the probabilistic
values which lie between 0 and 1.Logistic
Regression is much similar to the Linear
Regression except that how they are used.

Decision Tree Classifier: In the Decision
Tree classifier, first we compute the entropy
of our database. It tells us the amount of
uncertainty of our database. Thesmaller the
uncertainty value, the better is
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the classification results. Each feature’s
information gain is calculated. This then tells us
how much uncertainty reduces after spitting the
database. Finally, all the information gain is
calculated for all features, and now, we split the
database which has high information gain. The
process repeats until all nodes are cleared.

Results

The results for an XSS web attacks project can
include a survey on detection and prevention of
cross-site scripting attacks, which is considered
one of the top 10 web application vulnerabilities
of 2013 by the Open Web Application Security
Project:

1. A study of existing cross-site scripting
detection and techniques can be conducted to
understand the ways to detect and prevent XSS
attacks.

2. Additionally, a machine learning approach
can be used to detect XSS attacks using various
machine learning algorithms

3. Areview on detection of cross-site scripting
attacks (XSS) in web security can be conducted
to understand the techniques used for detecting
XSS attacks.

4. The project can also explore what XSS
attacks are, examples of popular attacks, and
ways to detect and prevent them.

We will be extending our system to detect more
attacks and we will also work to improve its
accuracy. We will also make this library robust
and scalable so that it can be integrated easily
within various applications.
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Random Forest Classifier

precision recall fl-score support

e ©.99 1.00 ©.99 3463

& 1.00 ©.97 ©.98 1318

accuracy ©.99 4781
macro avg ©.99 ©.99 ©.99 4781
weighted avg ©.99 ©.99 ©.99 4781

Confusion matrix
Accuracy : ©0.9916335494666387
Precision : ©.9961180124223602
Recall : ©.97344461306500759

Approaches
—[ Static analysis J
_] Client-side Detection | — | Dynamic analysis |
approach
hd Hybrid analysis |
XSS Antack Detection Server-side Detoction [ a2 i ]
approachcs oz s _I Dynamic analysis ]
—[ Hybrid analysis |
Chent-Server ssde -
— Detection approach —l Anomaly bascd analysis I
Conclusion

From the experimental results, we can This research can improve the ability and
conclude that, DL approaches have effective detection of XSS attacks. From the
advantages over traditional approaches of simulation results, the RFC method that has a
detecting XSS attacks. ML approach 97% recall value, 99% precision, and 99%
combined with traditional approaches can accuracy.

detect XSS attacks with a higher accuracy.
This project presents a comparison of a

mac_hi_ne learning methc_Jd RFC_, SVM, [1]  Amodei, Dario, Ananthanarayanan,
Decision Tree, and LR in detecting XSS gyndaram, Anubhai, Rishita, Bai, Jingliang,
attacks. What distinguishes this research Battenberg, Eric, Case, Carl, Casper, Jared

from previous research is that in this we use Catanzaro, Bryan, Cheng, Qiang, Chen
machine learning and deep learning method Guoliang, et al. Deep speech

specifically on the script feature.
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